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Malware Analysis
in ANY.RUN:
The Ultimate Guide

This crash course will walk you through the basics of using our interactive sandbox
to help you achieve your malware analysis goals.

Let's get started!

About ANY.RUN

ANY.RUN is an online sandbox for interactive malware research. The service delivers

a comprehensive and instant analysis of cybersecurity threats, while allowing users

to engage with potentially malicious samples in real time within a safe virtual machine
(VM) environment.

The sandbox solves a host of problems related to malware analysis, as it:

e Simplifies SOC/DFIR operations by providing valuable data for threat detection and
elimination

® Saves clients resources by offering a more affordable alternative to on-premises VMs

® Makes cybersecurity more accessible with an intuitive interface that is easy to grasp
for both students and seasoned experts alike

Now, let’s dive into the platform’s interface.


https://any.run/?utm_source=anyrunblog&utm_medium=article&utm_campaign=newguide&utm_content=landing
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Setting up your account

Step 1: Sign up

For non-business email users, use the #verification channel on our Discord server
to request a free ANY.RUN account.

Step 2: Choose your subscription plan

After logging in to your account, you will be greeted by the dashboard page. From there,
you can go to your Profile settings to choose your subscription plan. We offer a free
Community plan that provides you with a wide range of tools for thorough analysis.
However, if you require a more advanced level of malware analysis, our paid plans are
the ideal choice.

Learn more: ANY.RUN plans

With your account all set-up and firing on all cylinders, it is time you get started with
your first task.

Setting up a virtual machine
for malware analysis

ANY RUN Create a new task Pro mode
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© Run a private task

See how to launch your first task in ANY.RUN using this video

In order to set up a virtual machine (VM) for malware analysis in ANY.RUN, you need
to create a new task. Access an interactive tutorial by visiting the FAQ page's Tutorials
tab and clicking the “How to analyze threats” button.



https://discord.gg/anyrun
https://app.any.run/plans/?utm_source=anyrunblog&utm_medium=article&utm_campaign=newguide&utm_content=plans
https://www.youtube.com/watch?v=vc2zUcUX6BE&t=70s
https://app.any.run/docs/?utm_source=anyrunblog&utm_medium=article&utm_campaign=newguide&utm_content=faq
https://app.any.run/docs/?utm_source=anyrunblog&utm_medium=article&utm_campaign=newguide&utm_content=faq
https://youtu.be/vc2zUcUX6BE

In case you prefer written instructions, continue reading this article and follow these

steps.

Step 1: Open the task window
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Launch your task in two clicks

Click the New Task button on the left sidebar to open the task window.

Step 2: Choose an analysis mode
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Switch to the Pro mode to customize your VM environment

The newly opened task window will be
set to the User Mode by default, which
lets you quickly analyze your file or link
but limits your VM settings to only
choosing an OS version:

e Windows from 7 through 11 — 32-bit
or 64-bit versions.

® Linux— Ubuntu 22.04.2.

To open the rest of the VM customization
features, enable the Pro Mode by pressing
the respective button on top of the

task window.
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Step 3: Configure the VM
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Open tooltips to explore every VM setting available to you

In the Pro mode, you can fine-tune your analysis environment. Click on the question
mark icon in the top right corner to access tooltips with detailed explanations of each
setting. After completing the VM setup, begin your analysis by pressing the Run

a Private/Public Task button.

Learn more: Guide to Creating a Task in ANY.RUN

Analyzing malware

Once your task is launched, you will be taken to a page where you will be able to analyze
your sample in real time and, once it is done, review the findings of the investigation. Here
are the things you can perform as part of your analysis.

Interact with the sample

ANY.RUN enables you to manually interact with your sample in a VM environment like
you would on a normal computer. You can run programs, open tabs in a browser, and
even restart the system without delay.
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Learn more: Interactive Malware Analysis
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The interactive VM lets you copy and paste any content via the Clipboard tool


https://any.run/cybersecurity-blog/how-to-create-a-task/
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Track network activity
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You can view malware's connections and traffic

The Network section monitors and records network activity as it is occurring and provides
the following information:

e HTTP Requests: Displays details of connection requests, including URL connection
response and content

® Connections: Shows other protocols that were not mentioned in HTTP Requests

® DNS Requests: Indicates the correlation between a domain name and IP address

® Threats: Detects intrusion using Suricata rules (Detection with Suricata IDS)
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Use network stream analysis to expose evasive malware


https://any.run/cybersecurity-blog/analyzing-the-network-stream/
https://youtu.be/ey2kkBbnhME
https://any.run/cybersecurity-blog/detection-with-suricata-ids/

Review modified files
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Easily switch between the Network and Files sections

The Files Modification section lists all files used during the task execution. Click on each file's
content to access downloadable Static discovering data.
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Static discovering enables you to gain insight into any file

ANY.RUN's Static discovering feature is modular, letting you analyze
a wide range of file types including PDF, LNK, ZIP, RAR, Office documents,

an

d others.

Learn more: Static Analysis for Various File Types
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https://any.run/cybersecurity-blog/static-discovery-update/
https://youtu.be/_v84JYxquwI

Utilize debugging
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Process name

Timeshift PID
10595s 2784 notepad++.exe
105955 2784 notepad++.exe
105.95s 2784 notepad++.exe
105955 2784 notepad++.exe
105.98s 2784 notepad++.exe
105985 2784 notepad++.exe

Message

VerifyLibrary: C:\Program Files\Notepad++\Scil exer.dll
VerifyLibrary: certificate revocation checking is disabled
VerifyLibrary: C:\Program Files\Notepad++\Scil exer.dll
VerifyLibrary: certificate revocation checking is disabled
42C4C5846BB675C74E2B2C90C69AB44366401093
42C4C5846BB675C74E2B2C90C60AB44366401093

Debugging can come in handy when handling certain malware families

The Debug section displays information on how to debug the program afterward.
If you happen to encounter malware like Dridex, debug output messages will be helpful
in your investigation.

Inspect processes
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The process tree depicts processes taking place in real time

The Processes section lays out a hierarchical view of all processes, accompanied
by corresponding indicators.

Learn more: Indicators and Tags Used in ANY.RUN

To investigate a specific process, simply click on it. This will bring up the Process
details window, from which you can navigate to the Advanced details by pressing
the “More Info” button.


https://any.run/cybersecurity-blog/indicators-tags/
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By clicking on a process, you can discover more information on it

The Advanced details menu can help you track the timeline of any process.
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Advanced details let you discover extra information about processes

Additionally, here you can download process dumps. The complete list of process

details includes:

e Modified files / Files in a raw view;
e Registry changes/ Registry keys:
® Synchronization;

® HTTP Requests;

e Connections;

® Network threats;

® Modules;

® Debug.

Learn more: Fast and Simple Access to Malware Details
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Access malware analysis reports
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This segment contains the malware analysis data that you can download

In the top right corner, you can view the key threat information generated as part of the task,

including:

Indicators of compromise (I0Cs)

I0Cs
Summary of indicators of compromises (211
[ ¢
Main object - file
? SHA256 5480033f4f26e1c4c664b35133c406aed16c80be942a475ca53b723800cad6ae
? SHA1 adc35e9d16876755ba5c9c975ea2¢c299e85ff701
? MD5 5807bf1a567e00924a40a9ffbcda5ca7

Dropped executable file (64)

? SHA256 C:\Users\admin\AppData\Local\5E8sGFot1dkEolGPkHhOM4VL.exe
1dcbdb53d1b2096126¢1515¢1078614ca4c05e43674cc57acbbeal82c654afes
? SHA256 C:\Users\admin\AppData\Local\Temp\IXP00O0.TMP\fronttechnological.exe
€041e8b408017d1c92baa39a2c5bb00a7890ef97b182b05082e7391fe670f9fe
? SHA256 C:\Users\admin\AppData\Local\Temp\IXP001.TMP\thoseintroductory.exe
997fae14159¢302beb985154d3eaf60010789688eb23e7a2ccebbad1670a64dd
? SHA256 C:\Users\admin\AppData\Local\LHoU5JzR6wBAM4IKcPnSTcfG.exe
e4a2b53965b9d203d13dd4b5962b9f07270bb87e5738f44cf1126ce36019427d
? SHA256 C:\Users\admin\AppData\Local\Temp\IXP001.TMP\callcustomerpro.exe
7b837be1d51ad323531211¢293c034e92f3e3b8a7e5f428045fc90ab09ffe186
? SHA256 C:\Users\admin\AppData\Local\Temp\IXP002.TMP\callcustomer.exe

ANY.RUN helps you collect fresh IOCs of the latest threats

Indicators of compromise are an essential piece of information that you

can use for timely detection of malware.

Learn more: Indicators of Compromise
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https://any.run/cybersecurity-blog/indicators-of-compromise/
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Malware’'s configuration

Malware configuration

Here are the details of the configuration

[0 Remcos (1) Hide all ¥ Download JSON
Remcos is a RAT type malware that attackers use to perform actions on infected machines remotely. This malware is extremely actively caped up to date with updates X
coming out almost every single month.

Never show descriptions  Read more

PID: 2412 RegAsm.exe

Hosts (6) harveyautos110.ddns.net:2404 - [
harveyautos111.hopto.org:2404 “harveyautos110.ddns.net:2404",
“harveyautos111.hopto.org:2404",
harveyautos112.ddns.net:2404 "harveyautos112.ddns net:2404",

“harvey205.camdvr.org:2404",
"harvey206.casacam.net:2404",
harvey206.casacam.net:2404 “harvey207.accesscam.org:2404"

harvey205.camdvr.org:2404

harvey207.accesscam.org:2404 "By

stal’,

EIE) postal "Connect_interval": "1",
“Install

Connect_interval 1

Install_flag False

Install_HKCU\Run True

Install_HKLM\Explor 1

er\Run

Install_HKLM\Winlo FTKWMGK

gon\Shell

Setup_path %APPDATA% Key\cg,ﬂ\e Pgs da},
Keylog_crypt”: "False”,

9 Copy_file remcos.exe "Hide_keylog": "False’, )

ANY.RUN offers configurations for dozens of malware families

Malware configurations can include a variety of information, such as IP addresses and ports
of C2 servers, malware family name, type, and version, encryption keys, anti-debugging, anti-
sandbox, and other evasion methods, and much more.

Learn more: Dive into Analysis with Malware Configuration

MITRE ATT&CK Matrix

~
Mitre ATT&CK Matrix Al tactics
Tactics 7 Techniques 30 Events 13955 Danger (5473) e Warning (7361) o Other (1121)
Execution Persistence Privilege Defense Credential Discovery Collection
escalation evasion access
B Scheduled Scheduled Scheduled Virtualization/Sa | Unsecured Query Registry Email Collection
Task/Job (1/2) | |Task/Job(1/2) | |Task/Job(1/2) = |ndboxEvasion | Credentials (1/4) 3y
pusiictasks K 3525 895
| Scheduled Tosk | Scheduled Task | Scheduled Task Credentials In Local Email
—— —— —— Time Based iles Collection
55 2 55 2 55 2 Eresion il =
= 2685 7
2" s
BootorLogon | |BootorLogon
Autosta Autostart Credentials from
Execution (1/9) | | Execution (1/9) | |SubvertTrust | | Password Stores
Controls (173) | (1/1) Virtualization/Sa
Windows Registry Run Registry Run ndbox Evasion
CommandShell | Keys /Startup | Keys / Startup | install Root Credentiols | (1/3)
— Folder Fol Certificate from Web,
&l = = == Browsers Time Based
Visual Basic ! P Evasion
iy 24 5
Browser Abuse Elevation | | Signed Binary.
PowerShell Extensions ontrol Proxy Execution
= s Mechanism (1/1) |(3/11) Software
= Discovery (0/1)
Bypass User Rundiiz 26583167
Account Control | —
E Msiexec
Service =
Execution
— cmsTP
2 —
1
User Execution
a2 Impair Defenses
= ars)
pricng | Malicious File
= Disable or
™) Maodify Tools
= it Process
Contacs 1 Discovery
3
9
e ()
2
=)
\ sionin )

Analyze malware and see which tactics it employs

The built-in MITRE ATT&CK Matrix allows you to view the techniques utilized by the malware
with action mapping and explore each of them.

Learn more: MITRE ATT&CK Matrix



https://any.run/cybersecurity-blog/malware-configuration/
https://any.run/cybersecurity-blog/mitre-attack/
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ChatGPT insights (Available only

for public tasks)

Report by ChatGPT

The results are based on ChatGPT 3.5 technology. ANY.RUN isn't responsible for any potential harm resulting from the use of this data
xJiBwKKO06j3.exe | PE

Y remcos 218 997 62

Malware Analysis Report

and control
a TLS

Command line 2023091

activity.
"C:\Users\admin\AppData\Local\ Temp\xJi8wKKO06]3.exe” GeERSE [

Remcos 3.x ma
malicious progr

Files modification 2023091
+5031ms
PID 2640
Process xJiBwKKO06j3 exe
Name C:\Users\admin\remcos\journaux.dat
344b binary

Suricata rule #1 2023-09-11,12:38

74975 ms A Network Trojan was detected

PID 2640

Process xJiBwKKO06j3 exe

Name REMOTE [ANY.RUN] REMCOS JA3 Hash

Suricata rule #2 2023-09-11,12:38

74972ms  Malware Command and Control Activ.

PID 2640
Process X. 6j3.exe
Name 3 Remcos 3.x TLS Connection
\ J

Discover Al-generated explanations of different elements detected by ANY.RUN

This feature provides you with a deeper understanding of malware’s behavior by providing Al-powered
explanations of important elements, such as processes, rules, and connections. To use this feature,
simply click on the ChatGPT icon next to any important element in your report.

Learn more: Sandbox Results with ChatGPT

Malware analysis text report

ANY[E>RUN

General Behavior MalConf Static information Video Screenshots System events Network Q

General Info Add for printing

File name: Po No.120220052.xlam

Full analysis: https://app.any.run/tasks/6b59f17c-cbf8-42a9-9817-5f60aded1ded
Verdict:

Threats: Agent Tesla

Agent Te cts information about the actions of its victim: ecording keystrokes and user interactions. It is falsely markete
are is solc

ledicated

Analysis date: October 05, 2023 at 15:27:52

0s: Windows 7 Professional Service Pack 1 (build: 7601, 64 bit)

Tags: (exploit) -11882 ) (_stealer ) (agenttesla )

Indicators: %K

MIME: application/vnd.openxmlformats-officedocument.spreadsheetml.sheet

File info: Microsoft Excel 2007+

MD5: 48FDB814BOF841CE210BD8815592A30F

SHAT: 91406232F55A3CBA2D59729049B5F93983581C80

SHA256: DOAB5CA6F20185DD947706900EA660403A869342EA43ACBCFBDESES04DDEA42B

SSDEEP: 24576:qwvqDFl/FVIZICOXY6wSJeiUeRE6bKqVWV-+2tjgKexDCFmogephetNvFxjSB0T5/:qwvqDIl/FVIZICOXY6wS JeiU+E6bKGM/

Each task contains an analytical report on the sample you provide

The sandbox generates a comprehensive report for each file and URL you analyze. It includes all
of the details we mentioned earlier. The report can be exported in your preferred format, including
JSON and HTML.

Learn more: Malware Analysis Report in One Click



https://any.run/cybersecurity-blog/chatgpt-powered-analysis-method/
https://any.run/cybersecurity-blog/malware-analysis-report/

Restart the task

ANY|[SRUN

You can always restart any task with different VM settings to test a sample

in a new environment.

Working with public malware samples

kD - AL Y- )

@

Use the database to stay up-to-date on the latest threats

In addition to analyzing your own samples, you can access ANY.RUN's database of over
6 million malware samples submitted by users from around the world.

Learn more: How to Get Free Malware Samples and Reports

YV ELEE T ERCE

All Enterprise-plan users can take advantage of the Teamwork feature that allows analysts
to work together on different samples in real time.

It makes it easy to monitor your team’s activities and train junior analysts. It is also a great
way to track productivity and manage large, dynamic teams.

ANY [=RUN

[TUTORIAL]

ANY.RUN

feature

Team managem

MyTeam ¢ *
hips/anyrun/

Avallable licenses

.....

17 January 2021
17 March 2021
17 March 2021

<

Members of th
 Only my tasks {

Teamwork can significantly improve the efficiency of your team.


https://any.run/cybersecurity-blog/free-malware-samples-reports/
https://youtu.be/Y_31GE4BRN4

Here are some of its benefits:

e Real-time collaboration: Analysts can join their forces, saving time and improving
accuracy.

* Common task history: Team history can be configured to show all tasks, only the leader'’s
tasks, or only links to the leader’s tasks.

* Employee activity tracking: Team leaders can view employee activity, which can help
them identify areas where training or extra resources are needed.

¢ Subscription management: Team leaders can manage subscriptions and assign licenses
to team members.

Learn more: Teamwork

Conclusion

ANY.RUN is your best tool for both static and dynamic malware analysis. Run an unlimited
number of tasks, explore millions of reports and malware samples, and collect valuable data
by studying the ins and outs of malicious programs and links. With our cloud-based
sandbox, your threat investigations will become a walk in the park.

Unlock the full potential of ANY.RUN with a 14-day free trial!

Do you want to test all ANY.RUN features yourself?
Create a free account.

Use your business email to register or go to our Discord if you don't have one.

TRY IT

Grab a bonus

Integrate ANY.RUN into your security team - request a 14-day free trial. You'll get access to all
premium features. Just contact out sales team, so they can give you a personal trial.

A
U!EQU EST A 14-DAY TRIAL

@@@Q ANY|>RUN


https://any.run/demo/?utm_source=webinar&utm_medium=gift&utm_campaign=whatisanyrun&utm_content=trial&utm_term=0323
https://any.run/cybersecurity-blog/teamwork/
https://twitter.com/anyrun_app/
https://www.linkedin.com/company/any-run/
https://www.reddit.com/r/ANYRUN/
https://www.youtube.com/c/ANYRUN
https://app.any.run/#register/?utm_source=webinar&utm_medium=gift&utm_campaign=whatisanyrun&utm_content=register&utm_term=0323
https://app.any.run/#register/?utm_source=webinar&utm_medium=gift&utm_campaign=whatisanyrun&utm_content=register&utm_term=0323
https://any.run/demo/?utm_source=webinar&utm_medium=gift&utm_campaign=whatisanyrun&utm_content=trial&utm_term=0323
https://any.run/demo/ ?utm_source=webinar&utm_medium=gift&utm_campaign=whatisanyrun&utm_content=trial&utm_term=0323
https://any.run/demo/?utm_source=webinar&utm_medium=gift&utm_campaign=whatisanyrun&utm_content=trial&utm_term=0323/
https://discord.com/invite/xqnHs4svxM



