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Introduction: “Like Your
Hair Is On Fire”

“The Chinese use two brush strokes to write the word ‘crisis.’
One brush stroke stands for danger; the other for opportunity.
In a crisis, be aware of the danger—but recognize the
opportunity.”
— President John F. Kennedy

ear Reader,

You may not realize it yet, but we would like to humbly
suggest to you that, metaphorically speaking, your hair is on
fire—or at least you should be responding to the current
state of the cybersecurity industry and its impact on the
world with an alarmed sense of immediate concern. We
assume you have opened these pages because you are a
leader with cybersecurity responsibilities, a cybersecurity
practitioner, or a student preparing for a role in this indus-
try. Or, although you may have another role, perhaps cyber-
security is quickly becoming a critical concern in your daily
work. Regardless of what brought you here, we are quite
sure the challenges we address in these pages are more far-
reaching and urgent than you may even realize right now.
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The Code of Honor is the result of a journey we began
several years ago to address an expanding ethical vacuum
in our industry, where critical decisions are often made
without regard to their ethical implications. At the same
time, the weight and financial impact of our decision-
making is rapidly increasing. As you will learn in the com-
ing pages, the crossroads of cybersecurity and ethics aren’t
some philosophical “pie in the sky” discussion. Cybersecu-
rity professionals hold a great deal of power and enormous
levels of responsibility in the workplace and the broader
economy. It is a high-pressure, fast-paced, and exciting
field where ethical decision-making can make the differ-
ence between success and abject disaster, not only for your
career but for your organization, customers, or constitu-
ents, and perhaps far beyond. The topics we explore in this
book are integral to the daily operations of nearly every
industry and are essential to the very stability of our
modern world.

As the cybersecurity industry is changing at light speed,
we must truly respond to the emergent ethical challenges
with a level of “hair on fire” determination and precision.
Our offering in The Code of Honor is a systematic and
thoughtfully constructed program for building best prac-
tices regarding ethics in decision-making in the tech indus-
try with a specific focus on cybersecurity. This book presents
a concise, carefully designed, and timeless set of ethics that
will engage everyone from C-suite leaders who work on the
periphery of the cyber world to the most seasoned cyberse-
curity professionals and everyone in between.
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We thought it best to begin by answering a few ques-
tions that will help you maximize your experience and effec-
tively engage with the pages ahead.

How Should You Read This Book?

To craft this book, we spent a year thinking through and
documenting various ethical dilemmas we’ve seen in the
cybersecurity industry in our several decades, worth of expe-
rience as practitioners, leaders, and educators. From those
discussions, we spent a great deal of time wrestling with
each other to formulate a clear, short, valuable Cybersecu-
rity Code of Honor to provide a framework for ethical
decision-making for real-world cybersecurity leaders and
practitioners. We then refined the code of honor by gather-
ing input from dozens of friends and colleagues throughout
the cybersecurity industry. We wrote this book to provide
an in-depth tool that expands on the ideas of that code of
honor, which is in Appendix A of the book.

The chapters are written in a specific sequence and are
meant to be read in order. Every chapter supports a tenant of
the code of honor. Each chapter is full of engaging stories,
industry-specific illustrations, and practical, real-world appli-
cations designed to teach the essential foundational concepts
behind this widely accepted code of ethics that is becoming
an industry standard. The book is designed to be read indi-
vidually or in a team or corporate setting. We highly encour-
age you to work through the lessons of each chapter with
other professionals who can help you learn and grow.
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Why Are There Two Authors but Only
One Voice?

While “we” (Paul and Ed) contributed equally significantly
to this product, we did not want to confuse the reader by
writing with two different voices throughout these chap-
ters. We chose to approach the important concepts in this
book with one consistent voice to make the reading experi-
ence straightforward and ensure the content is front and
center. On rare occasions, we will refer to specific experi-
ences of Paul or Ed by name, but we will generally refer to
our common and shared experiences as “we.”

How Should You Approach the Critical
Applications Case Studies?

Every chapter closes with a case study called “Critical Appli-
cations,” designed to help you utilize the essential skills and
concepts you have learned in that chapter and those before
it. These case studies are meant to challenge you to consider
the ethical implications of the choices we must make in our
professional lives. While the names, companies, and details
of these stories have been changed, they are based on real-
world examples from across our industry that we have
observed or advised our colleagues about.

Each case study can be used to facilitate lively small
group discussion and debate in classrooms, corporate ses-
sions, training exercises, or seminar settings. Not only are
these studies powerful teaching tools for students and indus-
try professionals, but they can also assist C-suite leaders
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who need to better understand the scope of cybersecurity
challenges, define their liability and responsibility, and think
strategically about budget and hiring personnel necessary
to protect their organizations. As you’ll see later in this
book, we think of cybersecurity ethical practices rather like
muscles—the more you work them out, the stronger you'll
get. Please use these “Critical Applications” scenarios at the
end of each chapter as an exercise regimen for yourself and
your team.

How Should You Use the Cybersecurity
Code of Honor?

Our book closes with the Cybersecurity Code of Honor
that is a singular universal code of ethics currently being
adopted by cybersecurity practitioners and leaders around
the world. The Cybersecurity Code of Honor was born out
of research, interviews, and conversations with the world’s
leading experts in our field and can be applied to a wide
range of ethical decisions you may confront in the cyberse-
curity industry. We recognize that various cybersecurity
certification bodies and other related organizations have
developed oaths and codes of honor for holders of those
certs. We applaud their efforts and have reviewed each of
them carefully as we formulated the Cybersecurity Code of
Honor. We aim to build something applicable beyond indi-
vidual cybersecurity certifications and even individual job
roles—to create something useful as a framework through-
out the cybersecurity world.
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We have been humbled to witness the immediate impact
the Cybersecurity Code of Honor has made across the
industry. It is our hope it will also be adopted by you, your
organization, or your school to help provide a singular lens
through which best ethical practices in our field may be
determined.

A Challenge to Make the World
a Better Place

We have done our best to present the lessons about this
system of cybersecurity ethics in a way that will engage
everyone. It is our sincerest hope that this book can func-
tion as a comprehensive learning tool for students, cyber-
security professionals, and business leaders who have been
desperately seeking a widely agreed-upon set of principles
to guide their professional and personal ethical decisions.
We believe that this book (and its corresponding code of
honor) can be a catalyst for your career advancement, help
enhance the security of your organization, and even fast-
track your leadership teams’ success. Ultimately, we chal-
lenge you to embrace the ethical standards and practices in
this book for the world’s greater good.

Sincerely,
Paul and Ed



CHAPTER

One Code to Rule
Them All?

“The most important human endeavor is the striving for
morality in our actions. Our inner balance and even our
very existence depend on it. Only morality in our actions
can give beauty and dignity to life.”

— Albert Einstein

“The time is always right to do what is right.”
— Dr. Martin Luther King Jr.

ybercrime and cybersecurity should be among the
foremost concerns of every industry, service, and every
civic interest. Why? Cyber technology effectively runs
the modern world from banking to healthcare, retail to
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sanitation, and governance to modern warfare. Cybersecurity
practitioners wield great power, are under intense pressure,
work in a culture that is changing at warp speed, and often
have profound responsibilities. The fast-paced environment
of our industry can be a breeding ground for mistakes,
misused authority, and even intentionally abused power. The
unprecedented speed of innovation in the 21% century has
left us without a clear system of ethics for this great economic
and security threat of our age. We would be remiss if we
didn’t begin by sharing some statistics with you reflecting
how cybersecurity and cybercrime impact the world as we
write this book. While the numbers may read like an
archeological time capsule by the time you read them, it is
our way of pulling the “fire alarm” in the midst of an unfolding
global crisis.

* According to research, an estimated 53.35 million U.S.

citizens were affected by cybercrime just in the first
half of 2022.!

* Ransomware attacks in 2022 cost global businesses an
estimated $20 billion. As cybercriminals are becoming
rapidly more advanced and targeting businesses that can
pay higher ransom fees, experts believe that $20 billion
will balloon to more than $30 billion just in the next year.’

* The average cost to an individual organization that has
suffered a data breach in 2022 was $4.35 million.?

* This cyber arms race by the world’s bad actors is also
leading to increased security spending. According to a
recent report, cybersecurity spending is expected to
reach $172 billion by the close of 2022.
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Every time we open our browser or news app to check
the latest research, the proverbial fire presents its rapid
spread in the news cycle of the day. Today’s headline points
out that “Crypto-hackers steal $3 Billion This Year,” while
another proclaims, “2025 will be the biggest year for Digital
Heists!” Cyberattackers, through ransomware and other
insidious schemes, have caused massive damage to banks,
hospitals, schools, critical infrastructures, and more. And it
seems to be only getting worse.

In Case You Are Wondering Why
You Should Care

For those of you on the periphery of our industry or simply
new to the job, it is important to know what you are risking
if you choose to ignore this cybersecurity crisis (no matter
how big or small your organization is). Even today, there are
too many leaders who still don’t fully understand the scope
of impact that cyberattacks can have in our world. Here are
just a few of the effects that cyberattacks can inflict upon
you and your business:

* You may suffer damage to your computer systems. When
malicious computer attackers target your business, they
can damage or destroy data on those systems, and the
cost to repair or rebuild them can be extremely high.

* Attackers can steal sensitive data from your business
such as consumer information or even trade secrets,
which can have a dramatic impact on your company’s
reputation and financial standing.
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* A cyberattack can interrupt the services that your busi-
ness provides and cause you to lose money, custom-
ers, and time.

* You can face legal consequences from a cyberattack.
You and your business can be held accountable for dam-
ages to consumers.

* Being hit by a cyberattack can ruin your brand and your
reputation, making it harder to attract and keep cus-
tomers. It can negatively impact your business long
after the immediate damages of an attack have been
corrected.

* Finally, there is always cybercrime and identify theft’s
impact on real people. If cybercriminals steal consumer
information from your systems, those customers will be
put at risk, affecting your consumer retention, impact-
ing stakeholder trust, and resulting in legal issues. Even
more concerning are cyberattacks that break into
healthcare systems, transportation, or other critical
infrastructures, perhaps causing severe damage to

life and limb.

Cybersecurity is no longer an issue that you can ignore.
We would argue that your success as a business, a profes-
sional, and a leader could be tied to how seriously you
address this problem. Experts are currently predicting that
cybercrime will eclipse the gross domestic product (GDP)
of the world’s largest economies in the near future. While it
may sound fantastical, we are here to tell you itis a stark and
unnerving reality.
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It’s as if we are trying to put out this worldwide four-
alarm fire with a water gun. Every day in the cybersecurity
industry, we are fighting for the resources, staffing, educa-
tion, and ethical framework to keep attackers at bay. While
the global workforce in our industry stands at around
4.7 million workers, it is predicted that there will be an
astounding 3.4 million cybersecurity worker shortage world-
wide within a few years. Currently, we need 600,000 posi-
tions filled in the United States alone. As we struggle to keep
up with the demand to fill positions, we also must be vigilant
to find good candidates of reputable character who are com-
mitted to serving the greater good. If we fill open positions
with people who lack the ethical framework and character
to put it into real-world practice, we’ll only make the prob-
lem worse—mzuch worse.

This is a problem that touches the day-to-day opera-
tions of nearly every public and private entity. Yes, by the
time you read these words, the numbers will be outdated,
and unfortunately, the challenges will be way bigger. There
is simply no evidence that these trends will reverse course in
the near future. Technology will continue to dominate the
business landscape and become ever more a part of all of
life. We are not going to go backward from our online, on-
demand, virtual world any time soon. And of course, we are
not likely going to become less technologically advanced or
cyber-integrated. Attackers are not going to give up. Cyber-
crime is too lucrative an industry.

Is there a way to stop or at least slow down the trend? Is
there any hope?
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Do We Need Ethics in Cybersecurity?

Yes. An ethical standard in cybersecurity is fundamental to
its future. If you work in cybersecurity, your day-to-day job
can feel like fighting fires. Your day can go from 0 to 100 with
one email or intrusion alert, and you will often find yourself
in high-stress situations that have serious consequences on
your company and its customers or stakeholders. One of the
realities of working in fast-paced, pressure-filled environ-
ments is the ever-present temptation to cut corners or take
shortcuts. There is tremendous pressure on both practition-
ers and leadership in our line of work to make the 7ight deci-
sions because those choices can have far-reaching impacts
on numerous individuals. We can better illustrate a few of
the common ethical challenges with a story about two pro-
fessionals who have been recently affected by cybercrime.
Sarah is the CEO of a midsize medical device engineer-
ing company that has been hit recently with a ransomware
attack. It isn’t long before her small security team identifies
the entry point through a third-party I'T service provider
that is also used by several of her fiercest competitors. As
her cybersecurity team rolls into response and investigation,
the questions mount: Is the attacker truly connected to the
service company, or is it just set up to appear that way? Does
the CEO have a responsibility to alert her competitors of
the potential breach? Do competitors have an advantage
over Sarah during the downtime caused by the attack? Her
firm designs medical devices for several healthcare organi-
zations. Are there legal obligations to alert those entities of
the attack? Do they have to alert their parent company, who
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could be negatively affected by this event if it went public?
When the attackers reach out with a ransom, should they
quietly pay to make the entire situation go away? Is that
even possible? How do they balance an obligation to protect
the public and their obligation to defend the interests of
their engineering firm? Is there an ethical framework by
which all of these complicated questions could be examined
and answered properly?

Jim is a security operations center (SOC) analyst at the
very company servicing all of those medical device engi-
neering firms with I'T support. He was recently asked to do
some lucrative after-hours security consulting at a local
company. While that freelance work technically conflicted
with the noncompete clause he signed in his contract with
his primary employer, Jim accepted it because he really
needs the money. And the chief information security officer
(CISO) of his organization didn’t seem to mind that he was
doing this side gig, although she never actually approved of
it. Jim has recently learned that his company was breached
and that his CISO has chosen not to share information
about the breach with her superiors, shareholders, or cus-
tomers. The organization has policies and procedures that
his boss is simply not following. Because he is a lead analyst,
he has all the data he needs concerning the breach and its
impact to go over his CISO’s head and warn the company
president. He has also learned that the breach is likely con-
nected to the ransomware attack on several of the engineer-
ing firms his company services (like Sarah’s). Attackers are
leveraging his company’s access to customer environments
to deploy ransomware. But, Jim is nervous that his lucrative
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side gig could be exposed by his CISO as retribution if he
chooses to speak up about the breach. What has Jim gotten
himself into? Does he have an ethical obligation to tell
someone about the breach? Is he miscalculating the level of
concern about the breach? Does he really have the full pic-
ture of how his CISO is responding to the crisis? One thing
is true: Jim has no idea the significant impact his personal
choices could have on Sarah and other engineering firms his
company supports!

For those of you who are industry professionals, Sarah’s
and Jim’s stories may seem common. If you are a C-suite
leader on the periphery of cybersecurity, you should know
that situations such as this occur every day. These are stories
of well-respected professionals, not criminals. But, as we
connect the question of ethics to cybersecurity work, it is
important to recognize that many of the attacks your organ-
ization may face are the result of an insider threat, meaning
they are too often a consequence of either a negligent, con-
fused, or malicious employee. According to some research,
malicious insiders are responsible for around 22% of secu-
rity incidents. Stanford University, working with a top
cybersecurity organization, recently found that nearly 88%
of data breaches are caused by an employee mistake or mis-
handling of a situation. We have been around the industry
long enough to see that many of these mistakes are simply
lapses in judgment that could be avoided! In this business,
our daily decision-making matters.

The reality is that cybersecurity, behind all the screens,
programs, systems, and hardware, is still a human business.
Real people are making real decisions, and those decisions
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need a reference point, a guide, or a compass. Now, you may
be wondering if there are already ethical and moral codes
used at all in the cybersecurity field. The short answer is yes,
there are various ethical codes of honor in the industry.
Many are very specific and are associated with various indus-
try technical certifications. We appreciate and support those
efforts to drive ethical behaviors in conjunction with techni-
cal excellence. However, these efforts tend to be disjointed
and bound to a specific technical expertise rather than the
industry at large. Most of all, they are usually a series of
required behaviors and proscribed activities, but none of
them is truly an ethical framework for decision-making.
There has never been one universally agreed upon or
adopted code for cybersecurity ethics. We believe that there
is a tremendous need for a framework to help leaders and
practitioners understand and analyze the implications of the
decisions they make. A collectively agreed upon code of
honor supported by a well-thought-out code of ethics has
never been available.

As a result, everyone is left to navigate their own path.
Each organization uses its own map, or no map, to navigate
the thousands of daily choices that consequently impact
thousands (and sometimes millions) of people. We need one
direction and one code now more than ever.

Long-Standing Models for the Code

To think through what our Cybersecurity Code of Honor
(included in Appendix A of this book and available online)
and this book should look like, we examined the merits of
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the world’s universally accepted moral and ethical systems
in similarly vital areas of industry, civics, and life. We found
that throughout the history of civilization, our greatest
modernizations in the most essential fields such as law, medi-
cine, and even warfare have always driven us to come
together and find a commonly held, universal, and guiding
framework for character and ethics.

We believe that the scope and magnitude of cybersecu-
rity is on par with the scope and magnitude of the fields of
law, medicine, and warfare. In fact, as you read these words,
cybersecurity is redefining warfare and significantly impact-
ing law and medicine. Yet, humans in law, medicine, and
warfare have had the benefit of time for two millennia or
more to develop the ethical codes and frameworks that
guide them in civilized nations. The difference is that cyber-
security is new, and we don’t have two millennia to figure
this out. It has to happen now, given the rapid pace of tech-
nological change, the centrality of information technology,
and its security in our daily lives.

One of the oldest guiding documents in history is the
Hippocratic oath, still revered and utilized by physicians
around the globe. The oath addresses the moral obligations
of its oath-takers, including the need “to treat the ill to the
best of one’s ability, to preserve a patient’s privacy, to teach
the secrets of medicine to the next generation.”

The Geneva Conventions of 1949 and their additional
protocols were international treaties adopted after World
War II and vital to limiting the barbarity of armed conflict.
They were mutually accepted by civilized nations across the
world to try to protect people who do not take part in the
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fighting (such as civilians, medics, and aid workers) and
those who can no longer fight (such as the wounded, the
sick, or prisoners of war). The Geneva Conventions and
protocols are a descendant of “Just War” theory, which can
be traced back as far as Ancient Egypt.

We researched various ethical codes across multiple cul-
tures. For example, in the United States, our social workers
have one binding set of principles called the National Asso-
ciation of Social Workers (NASW) Code of Ethics that help
guide professional practices. Alternatively, lawyers have a
binding oath in each U.S. state as well as a single guiding
code of ethics through the American Bar Association. Of
course, the levels to which these moral agreements have an
impact or consequence vary from field to field. Many are
voluntary, and most are not enforceable by law, but uphold-
ing such codes may determine whether someone is able to
maintain their license to practice in their respective fields.
We believe these oaths and codes of honor are all vital to
providing a singular lens through which to examine profes-
sional and personal practices while establishing a gold
standard. These universally accepted ethical codes act as a
guide in a world where we are so often faced with compli-
cated and confusing choices.

Why the Need for the Code Is Urgent

The pace of development in technology is so rapid, it is
nearly impossible to keep up. In cybersecurity, offensive
capabilities advance relentlessly, while our defensive pos-
tures and infrastructures struggle to stay relevant as they
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grow mind-bogglingly complex. All the while, the underly-
ing technological infrastructure and frameworks shift at a
relentless, and even bewildering, pace. We will continue to
detail these challenges throughout the book, but suffice it to
say we are in the midst of a great cybersecurity arms race.

The speed with which technology is changing also dic-
tates the pressing need for a way to interpret best practices
from an ethical perspective in this shifting landscape. As we
advance, we are faced with new questions and challenges
about dealing with privacy, intellectual property, individual
rights, and our stakeholder protection. Why have a single
code to address all of these issues? Because while the cyber
world changes daily, ethics and doing the right thing do not. Tech-
nology is a shifting sea, and a common ethical framework is
a lighthouse. Our world is complex, and sometimes we face
really difficult decisions. We need a structure to evaluate
how to navigate these hard choices.

We set out to write this book because we are overdue for
ethical guidance in cybersecurity. The absence of such gov-
ernance creates mass confusion. It’s time to operate by being
grounded in something more than “do what feels right.” We
have functioned too long out of situational ethics, making it
up as we go, that in the end, serves no one. Situational ethics
are untethered, untrustworthy, and unevenly applied with-
out a universally accepted decision-making framework. We
need a better way to navigate the critical choices we are
faced with each day in this field.

In recent years, there has been a growing sense of
urgency for a defined ethical standard. With the help of the
U.S. National Security Agency and numerous cybersecurity
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industry leaders, we have researched and constructed a code
of honor to provide a tool for the greater good.

In J.-R.R. Tolkien’s Lord of the Rings trilogy, you may
remember the folklore behind the story that included the
many Rings of Power. Different civilizations in Tolkien’s
intricately designed world had their own set of rings that led
to their individual ways of interpreting and operating in the
world and their systems of morality. In Tolkien mythology,
to control all of these rings, one ring was finally forged. In
the stories, it is actually called the “One Ring.” It strikes us,
by analogy, that this is exactly what the cybersecurity world
needs. In a world of disjointed and disconnected ethical
codes, “one c,” is desperately needed and is what we have
attempted to create. It is our hope that this code of honor
and book might serve to bind people together with an
underlying ethical framework for decision-making.

This book is designed to deepen your understanding of
the foundation that allows this code of honor to stand the
test of time. Additionally, through stories and case studies,
we want to show how to put these ethical principles into
practice to help protect your organization, protect the pub-
lic, and enhance the cybersecurity profession. As thousands
of practitioners and leaders have already adopted the Cyber-
security Code of Honor, the value-add has already become
apparent in having one consistent ethical code that ties
together practitioners across the industry.

Finally, let’s step away from the philosophical and
cultural ramifications of ethics for just a moment. We hope
this discussion is also extremely personal to you. Why?
Well, the stark reality is that your professional success and
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advancement in our industry is a matter of trust, and earn-
ing trust is in large measure a product of making consistent
ethical choices. In that way, practicing cybersecurity ethics
isn’t just what is best for the world—it is what is best for you
and your professional trajectory. Practicing ethics in the
cybersecurity field will be beneficial to your upward mobil-
ity. It will positively affect your reputation, support your
career advancement, and be tied to the success of your
organization or business. Along the way, you may even help
make the world a safer, more secure, and more ethical place.



CHAPTER

This Is a Human Business

“I will treat all people with dignity and respect.”
— The Cybersecurity Code of Honor

“It isn’t what we say or think that defines us, but
what we do.”

— Jane Austen, Sense and Sensibility, 1811

“Mankind was my business. The common welfare was my
business.... The dealings of my trade were but a drop of
water in the comprehensive ocean of my business!”

— Charles Dickens, A Christmas Carol, 1843

rady grabbed his backpack and hustled through the
parking garage toward the elevators. He was running
late to get to the office early that Tuesday morning. The line
at the coffee shop had been a little slow, and this was going

15
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to be a triple espresso kind of morning. He briskly moved
through the aisle of cubicles from the elevator toward his
chair in the cybersecurity department at the regional
financial institution’s headquarters to find his co-worker
Elizabeth in full-blown panic mode. “I saw your text,”
Brady told his co-worker as they immediately went to
work. “Well. It’s much worse than we thought yesterday,”
Elizabeth responded coolly, “I've been fielding nonstop
calls since sunrise.”

The two security analysts spotted a possible breach the
day before and carefully followed their company’s incident
response procedures. They were certain the problem was
contained until the last few hours when it spiraled into a
full-blown corporate crisis. Down the hall in the corner
office, Kit, the company chief information security officer
(CISO), had broken into a cold sweat as she stared out the
window talking on the phone to her chief information
officer (CIO), Catherine. They had just wrapped up a con-
ference call with the director of the outsourced managed
security service provider (MSSP) they hired last quarter to
support their internal team. Early assessments estimated
the attacker had exfiltrated names, addresses, Social Secu-
rity numbers, account numbers, and balances of nearly
50,000 customers. Kit and Catherine tried to remain calm
on the phone as they reviewed the damage and gathered
information to brief everyone on the executive team from
the communications director to the chief executive officer
(CEO). Catherine lamented to her CISO, “Kit, people are
going to lose their jobs over this.” Her statement was true.
As information filtered through, it was becoming clear that
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while they had caught the crack at the top of the dam in the
breach the night before, they had all missed the real dam-
age being done under the surface where no one was look-
ing. Back in the cubicles, Elizabeth and Brady had already
considered their own job security as they hurried to gather
reports on the extent of the data breach.

The very same morning, just miles away, in a small
apartment, Genevieve, an elderly and retired widow on a
fixed income, answered an unusual morning phone call and
began answering questions from a stranger who claimed to
work for the bank and knew her Social Security and account
numbers. The caller explained that he needed the login
information for her online banking to correct an error, or
her account would be frozen. She was flustered but thank-
ful for his “helpful attitude,” so she faithfully gave him all
the information he needed, hoping to help solve the prob-
lem but never realizing he was a scammer connected to
the breach.

Of course, Genevieve’s caller would go on to use that
information to transfer $10,000 from her retirement
account, causing significant financial hardship. In just a few
short days, Kit, the CISO, would be asked to resign by the
bank’s leadership and board of directors. The MSSP would
lose their contract and be blamed publicly for not identify-
ing the breach early enough. Genevieve and hundreds of
other consumers including moms, dads, college students,
and retirees would lose money (or worse) from the breach.
Thousands of consumers would stop doing business with
the bank. The breach would make front-page headlines
in the coming week. The CEO would address the issue and
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try to earn back consumer confidence with an expensive
public relations campaign. He would last only another
quarter before being asked to step down by the company’s
stakeholders.

Cybersecurity Is a Human Business

You’ve likely seen these types of cybersecurity scenarios play
out 100 times over the past few years. If you are already
working in the industry, you may have experienced one of
these events firsthand—at least on a small scale. Cybersecu-
rity is a field that is hyper-focused on software, assessments,
technology stacks, and more (and rightfully so). It is a pro-
fession that requires hard skills to be honed and polished
and practiced. But it also demands a clear understanding of
what #ruly matters —of why cybersecurity actually exists as
a profession.

It is important for us to begin by asking you to consider
how many lives in our example were harmed by the breach
scenario we just described to open this chapter. Seriously,
we would like you to take a moment and try to count them.
Begin with the names that were mentioned in the story and
then go a step further to consider how many people’s income,
retirement savings, identity, or careers may have been col-
lateral damage from that lone breach at that midsize bank.
Try to imagine the impact of this one cyberattack on some-
one’s brother or sister, parents, or aunt and uncle. Think
about the inner-city schoolteacher, the firefighter, the nurse,
the single mom who work two jobs. These people all have
their own stories, and their daily lives and futures could have
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been affected by an event like this. Take a moment and
imagine how it could affect the people in your own life—
your parents, kids, friends, and more. You see, in cybersecu-
rity, one moment in the quiet of a cubicle behind a keyboard
and screen can impact thousands of lives “downstream” in
this type of cybercrime event.

"This realization should be the starting place for every-
one who chooses a career in cybersecurity. From job secu-
rity to financial security to consumer trust, it is always real
people who are affected by the successes or failures of our
work. Maybe the interesting tech and exciting innovation is
what got you into this business—but you can’t for too long
pretend that this business is all about technology. It is unde-
niable that cybersecurity is ultimately a human business.

Cybersecurity is a field that attracts smart and highly
motivated professionals, but it’s no secret that it also often
draws a high percentage of folks who can be more adept
at dealing with programs, coding, and technical matters than
dealing with people. It is also understandable that as tech-
nology and artificial intelligence quickly advance, some in
this field can almost be dismissive of the real human beings
affected by our work. We monitor network traffic, investi-
gate cyberattacks, conduct penetration tests, install patches,
or handle incidents, but we aren’t always sitting alongside
another living, breathing person in our day-to-day duties.

This is exactly why it is so important to begin with the
core truth that there are real flesh and blood human beings
behind every screen, keyboard, IP address, workstation, or
account number and that these people are ultimately the
reason our jobs exist.
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Therefore, the value and dignity of bumanity is the founda-
tion on which the Cybersecurity Code of Honor is built.

In fact, we could argue that your understanding of the
indisputable humanness of the cybersecurity profession is
essential to your success both as a leader and as a practitioner.
It is also true that the better you understand this, the higher
your ceiling will be professionally.

Humans Have Inherent Value

Now, we don’t want to jump too far into a university-style
humanities lesson here, but in the entire breadth of human
learning, ethic after ethic is founded on this same view about
human value. From a historical perspective, as we talk about
cybersecurity, it may be helpful to remember that while we
are living in extraordinary technological times; this is just
the Jatest technology revolution in a long line of “world
technology revolutions.” As different as it may feel from the
rest of human history, the reality is that we have been deal-
ing with ethical questions about our humanity through
thousands of years of continuous technological change and
challenges. Let’s run down a few things that may help
remind us why we value each other.

It is widely accepted that humans (and humans alone)
have the capacity for complex and abstract reasoning and
are also alone in having a “built-in” conscience. As we cur-
rently and scientifically understand the world, no other liv-
ing creature possesses these qualities.

The belief in the inherent value of every human being
goes back thousands of years and is generally accepted in all



This Is a Human Business 21

civilized nations. The concept of “human dignity” is the
belief that all people have intrinsic value tied solely to the
fact that they are human. This worth has nothing to do with
class, race, gender, religion, abilities, or any other factor,
other than being human. From ancient religious traditions
that human beings are created in the image of God to the
origins of Western civilization, the foundations of our cul-
ture are built on the idea that humans possess inherent value
and are worthy of dignity.

Many of the best aspects of our society were derived
from the idea that every person has worth and value —which
is a beautiful thing when it works. Take a moment to reflect
on the truth that the human beings we serve, protect, work
alongside, and live with are the reasons we even follow codes
of honor. This entire book is based on the concept that all human
beings have inberent value and dignity. In our view, if you can-
not accept this basic premise, we have a hard time discern-
ing how you might be capable of executing your duties with
ethical integrity.

Humans Over Technology

If we are to be successful in cybersecurity, we must recog-
nize the simple guiding truth about the inherent humanness
of our work and build our ethical framework from this foun-
dation. This brings us to another important foundational
understanding: humans are more important than technol-
ogy. As cyber professionals, we serve human beings; we do
not serve technology. Let’s take a moment to remind our-
selves no matter how advanced we become with the latest Al
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developments, whether generative Al or otherwise, it
requires real flesh and blood human beings to create tech-
nology. We also note that technology does not create
humans. Regardless of how many times you’ve watched The
Matrix and Bladerunner or how close our real lives get to an
iRobot, Black Mirror, or Short Circuit reality (or whatever
next year’s science fiction may portray), technology is sub-
servient to humanity.

In our travels through tech and security conferences and
seminars, we both have met people in the field that may
argue differently. To be frank, this book (and the code of
honor) may not be for those people who have lost perspec-
tive and bought into a narrative of technology over people.
For us, and for those who will sign the code of honor, tech-
nology retains its place as a tool to serve humanity.

Given the new developments we see in tech, Al, and
robotics, it’s worth a look back at author Isaac Asimov’s
insights regarding robots. Writing in 1942, Asimov intro-
duced his famous “Three Laws of Robotics,” which focused
on the value of buman beings and on keeping the role of technol-
ogy in its proper place. Asimov’s laws are worth reviewing for
the purposes of our discussion:

The First Law: A robot may not injure a human being
or, through inaction, allow a human being to come
to harm.

The Second Law: A robot must obey the orders given it by
human beings except where such orders would conflict

with the First Law.
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The Third Law: A robot must protect its own existence #f
such protection does not conflict with the First or Second Law.

These point to tech’s role in serving humanity.’ This
isn’t really a controversial idea when we recognize that
humanity is the creator and catalyst for technology and
innovation. In some circles, the distinction between
humans and technology is blurred. For our part, this
growing blurriness is unhelpful and will create undue
confusion. This is particularly true as we enable technol-
ogy to take on certain human characteristics and func-
tions through generative Al and machine learning. At the
end of the day, let’s not lose focus on the foundational
truth that no matter how advanced it becomes, technol-
ogy is a tool to be used by humans and can (and should)
enable human flourishing.

By itself, technology has no inherent value. When we
create something, its value (or lack of value) is assigned by
the humans who use it. Consider the data breach story at
the beginning of the chapter and the characters we intro-
duced, from Brady and Elizabeth to Kit and Genevieve.
Just for a moment, remove all the humans from that
breach scenario. There are no cybersecurity professionals
to be panicked, no stakeholders to suffer impact, no media
to report the news, and no customers devastated by stolen
identities and financial loss. If you remove the humans
from the breach story, it becomes irrelevant. Without the
people, the breach isn’t a story at all. Whether or not you
have ever articulated it, your commitment to honoring
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the dignity and value of real, living, breathing people pro-
vides an opportunity to work in cybersecurity.

The Solution to the Problem of Cybersecurity
Is Principally a Human Solution

The quality of the people you employ or work with matters.
Think about any do-it-yourself project where you have
gathered all the right tools. Regardless of the tools, you can
still experience an epic fail because in the end, it is not
enough to have the right tools —you have to have the right
people using them.

It is the people who make all the difference.

Whether you are in leadership or work collaboratively
on a team, you know it is about the right people just as much
as it is about the right tools. We know from years of experi-
ence that technology itself cannot fully solve the problems
of cybersecurity. Even if you have only cursory experience
in the tech field, you likely understand the current situation.
While the tools we use to secure our environments get
smarter, so do the tools that attackers throw at us. We are in
a full-blown cybersecurity arms race, now including Al on
both offense and defense, yet it is the human operators and
“tool builders” who will win or lose the day.

Through the pages of this book, we will argue that the
problem of cybersecurity is not principally a technical prob-
lem; it is principally a human problem. Therefore, the solu-
tion to cybersecurity problems is more about people than
technology. While technology can help implement ethical
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guardrails to foster cybersecurity, fundamentally, human
decision-making is vital to crafting and utilizing those
guardrails. No matter how clever we make those ethical
guardrails, humans will be even more clever in subverting
them. Humans with a solid ethical framework and a ground-
ing in character must direct the technology, not vice versa.
Itis you who makes the difference! It is your decision-making,
your analytical skills, your faithful follow-ups, your integrity,
and your character that are the constant differentiating fac-
tors in what we do.

Character Costs and Character Pays

It is the honor and reliability that people bring to their work
each day that is every bit as important as their skill set. As
cybersecurity professionals, you sit behind the wheel of a
proverbial muscle car each day. To quote the famous line
from Spider-Man: “With great power comes great responsi-
bility.” This is why both the medical and legal fields have
governing oaths and codes of honor, because they recognize
the responsibility carried in their jobs. In cybersecurity, you
have an enormous amount of power. And if you don’t already,
you will hold keys to sensitive information, you will be able
to unlock doors that no other employees can unlock, and
often, the very well-being of your customers and co-workers
will be in your hands. You will be counted on to be faithful
to this charge.

For those of you in a leadership and hiring role, you
probably already understand that it is easy to assume your



26 THE CODE OF HONOR

people have character and integrity, so that you may empha-
size technical skills and proficiencies in hiring decisions. As
you consider professional development for your team, we
encourage the further development of both technical and
ethical decision-making skills. Without ethics and character
in your people, they will make bad decisions with major
consequences for your organization. Unethical employees
will cost you dearly. It’s not a matter of “if” but “when.”

For the practitioners who are reading this right now, it
is just as important to practice and exercise your character
and decision-making muscles as it is to be attentive to build-
ing your technical skills. You and your teams should actively
stay on top of the latest trends and ethical dilemmas you
might face. Have a plan in place for how you will act in
those high-pressure situations. While we may be stating the
obvious, this plan should be practiced regularly, which will
allow for further development as everyone grows together
and matures in their decision-making. We often hear people
recommend that cybersecurity professionals spend two or
more hours a week at the keyboard building new technical
skills because tech is always changing. We must exercise our
skills to stay fresh and up-to-date. Similarly, we would argue
for spending some time, perhaps an hour every couple of
weeks, on role-playing and studying real-life scenarios, so
you and your team can build ethical decision-making mus-
cles, which can quicken your response time and improve
your decision-making during critical situations.

Whether you are a longtime cybersecurity professional
or a new practitioner, having an ethical framework and prac-
ticing how to apply it will pay great dividends. No matter
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how far removed from real people you may sit in your day-
to-day cybersecurity operations, you cannot lose sight of the
fact that this is a human business above all else. When we
make decisions based on what is best for human beings, we
are making better cybersecurity decisions.

Code-Critical Application

Read the following case study and answer the ques-
tions applying what you have learned in this chapter.

Case Study: When Security Is on the
Chopping Block

Joe, the CIO of a large national healthcare technology com-
pany, has just learned that because of a forecasted recession,
his division is being asked to cut its budget to maintain
financial viability. The higher-ups are pointing toward
cybersecurity as the cost center in his division that can most
easily be downsized. The problem is that the company is
also rolling out a new and innovative consumer application
in a month. They cannot afford to lose developers, but can
they really afford to cut the security staff and budget neces-
sary to secure the new consumer application and the vital
data it holds?

The reality is that cybersecurity staff positions and
resources are on the chopping block unless a strong case is
made that cuts can be found elsewhere. Joe gathers his
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leadership team together for a meeting—including the
CISO, Gina, and the deputy CISO, Ramesh—to discuss the
ramifications of the reduced budget and how best to move
forward. They need to assess the impact of security cuts and
decide if it is necessary to push back against the executive’s
directive. As they build their presentation, they must decide
if they can simply affirm their superiors’ suggested cutbacks
and keep security “good enough” to avoid a catastrophic
situation. And, of course, the questions come fast and furi-
ous about who will be hit by these budget decisions.

Gina will attempt to drill down on the budget to see
what can be cut and still credibly secure the company’s
interests in the new product rollout. They will review key
positions and security requirements as she prepares to pre-
sent to the C-suite leaders. But as Joe, Gina, and Ramesh
begin to look at the challenges they face with the proposed
cutbacks, they begin to wonder if they shouldn’t find a way
to argue against cutting the security team at all.

As they brainstorm, Ramesh points out that coming
out of the COVID-19 pandemic, they learned how quickly
bad actors adapted to pandemic-related trends in their
attack campaigns —including major increases of attacks
from overseas against organizations gathering healthcare
data and performing research, as well as all the phishing
and related scams associated with treatments. And now,
they must also consider how their new consumer applica-
tion, which gathers significant amounts of healthcare
data, could be affected. Gina is in favor of countering the
proposed cuts by suggesting that they renegotiate con-
tracts for licenses and existing software, which could save
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some money. It’s a bold move, but she is also trying to
protect her cybersecurity team because of the difficulty in
hiring highly skilled, trustworthy people in a cybersecu-
rity industry that faces a huge shortage of professionals
with hands-on skills.

They examine the cost of breaches and ransomware
incidents that other companies have experienced, especially
in the healthcare space. And they study the potential cost of
breaches related to the new consumer applications. Joe,
eager to be responsive to the executive team’s request for
cuts to the security team, asks Gina to assess the cost of cut-
ting staff positions and outsourcing that work to a managed
security service provider, which could allow them to save
35% of total costs versus doing those tasks in-house. Ramesh
asks the question they are all considering: will an MSSP do
its job? They know from experience that sometimes they
don’t, letting major attacks slip through.

Ramesh also asks his boss to consider what representa-
tions the organization has made to the public about cyber-
security in advertisements and other public statements
related to the new application or regarding their overall
business practices. If they are going to cut the security staff
or budget, should the company also make sure to remove all
security representations from its marketing and ads as they
could invite regulatory scrutiny and lawsuits? And, if the
organization removes those assurances from its literature,
will customers notice and still trust them and their brand-
new product? Or, if there is a breach, and a history of those
representations in the past, will the company still be held
liable by regulators and the legal system?
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Joe learns in a teleconference call later that day that the
CEO’s clear approach to the application rollout (in the face
of a coming recession) is to unequivocally move forward
with security team cuts and worry about security later. The
company’s investors have been promised that this product
rollout will lead to clear growth in the next fiscal year. He
believes that they can come back and take care of security
after the product release and once they are certain it will be
adopted by consumers. He believes they can do this without
incurring harm to the company or consumers.

Of course, his approach is common in technology—
Microsoft Windows didn’t have a working security model
for decades until Windows N'T in 1993, and even NT
almost shipped without the basics of file system security due
to market pressure. Similarly, the Internet Protocol didn’t
have built-in security for decades until IPSec was formu-
lated. Early Wi-Fi implementations lacked any sort of strong
security. More recently, many Internet of Things (IoT)
devices had woeful security until after they proved to be
successful in the marketplace, after which security was
grafted into the next generation of devices. In this vein, the
CEO argues that security is often retrofitted into applica-
tions after they prove to be successful. He seems to be
willing to take the risk and put out a minimum viable
product, at least from a cybersecurity perspective, for their
healthcare customers. Joe and his team are resigned to the
reality that there is no such thing as 100% security anyway.
They decide they have no choice but to move forward with
the security cuts as requested by the executive team.
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Critical Application Questions

The reality is that cybersecurity is always a cost center
and is also usually one of the firstin line to face budget
cuts when economic hardships arise. Discuss how Joe
and his team handled this situation. What could be
done differently? What did they fail to consider?

List the number of people who could be affected
by this common scenario beyond the three characters
in this story. What are their roles? How could they
be impacted?

How does their final decision hold up, consider-
ing what we have discussed about the value and dig-
nity of people?

Explain your obligation to protect the people
involved in a scenario like this (that can take place at
any company). What is your duty to the investors,
employees, customers, and other stakeholders?

While the CEO’s assertion that they should roll
out the application first and worry about security
later may make financial sense, discuss scenarios that
the company could face considering this decision.







CHAPTER

To Serve and Protect

“I will seek the best interests of others.”
—The Cybersecurity Code of Honor

“There is no greater calling than to serve your fellow
men. There is no greater contribution than to help the
weak. There is no greater satisfaction than to have
done it well.”

— Walter Reuther

“Love cannot remain by itself—it has no meaning. Love
has to be put into action, and that action is service.”
— Mother Teresa

e recently had the opportunity to watch a sharp sen-
ior security officer of a large medical firm present
and field questions at a National Security Agency (INSA)

33
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cybersecurity conference about all that her organization
learned from a recent attack they suffered. The audience
was primarily made up of C-suite leaders who work on the
periphery of our industry. She was addressing the rise in
ransomware attacks and documenting the ins-and-outs of
some of the more high-profile cases. She referenced some
interesting details about the 2021 attack on the Colonial
Pipeline, which threatened to disrupt the national petro-
leum distribution infrastructure, and explained how that
company gave in to demands and paid the ransom.’ Because
gasoline shortages directly impact most Americans, this
attack hit close to home for many consumers and was a
prominently covered case of skyrocketing ransomware into
public consciousness. She covered another attack in 2021
when the same notorious ransomware group that hit the
Colonial Pipeline targeted a chemical distribution company.
After stealing 150 GB worth of data, the attackers demanded
the equivalent of $7.5 million in Bitcoin. The chemical dis-
tribution company paid $4.4 million, which at that time
was the highest documented ransomware payment in history.

She also discussed how the computer giant Acer, a
Taiwanese electronics and computer maker, was hit by a
ransomware attack where the threat actors demanded an
astonishing $50 million to restore its production facilities.
The presenter explained to the audience that many of these
crimes go undocumented because companies will choose
to pay the ransom in silence in the hopes of making it

iInterestingly, law enforcement officers in the US were able to recover some of that money through
careful sleuthing using blockchain analysis and other investigative efforts.
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all go away. As you may have experienced in your own job,
these types of ransomware attacks can have a devastating
impact. As she continued to speak, we could feel the tension
rise in the room as the chief information officers (CIOs),
C-suite leaders, and those who rely on our services in the
security world began to shift uncomfortably in their chairs.
It was as if the entire room was communally thinking of the
damage one unexpected attack could pose to their own
organizations and collectively reconsidering the funding of
their security teams and systems.

We Need You on That Wall

The security officer paused in that moment of her presenta-
tion on the importance of stopping these ransomware attacks
and said something that struck home to everyone in the
room. It was a statement of duty. It was a bold proclamation
of her commitment to service. She explained matter-of-
factly, “You need to know that in my position as a senior
security officer, 'm awake in the middle of the night so that
you don’t have to be.” Her affirmation was not delivered with
pride or bluster. It was simply the truth. We believe her pro-
nouncement was as clear an example of the kind of commit-
ment reflected in the best of our cybersecurity profession as
you will hear—service to our fellow human beings in helping
to keep them secure is what our jobs are really all about.
Perhaps you've seen the 1992 movie A Few Good Men
with Tom Cruise, Demi Moore, and Jack Nicholson. Or
maybe you’ve watched clips on YouTube of the famous
scene where Nicholson, an embattled commander on the
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witness stand, seethes back at Tom Cruise with all the pas-
sion and indignity he can muster: “You want me on that
wall. You need me on that wall!” In many ways, this is the
battle cry of those who work in our profession. Cybersecu-
rity professionals choose to stand on that wall of protection.
The reality in a world where cybercrime is estimated to be a
$6 trillion® problem annually is that when you choose to
work in cybersecurity, you are truly embracing a higher call-
ing to serve and protect organizations and users. The sheer
size and scope of the problems and challenges we face in the
industry demand our very best.

No matter how much we love any aspect of cyber work,
the true purpose of our job is to serve the interests of others.
This greater good is our true north, our “why.”

When young people join the military, they are asked to
swear a vow of service. Even if you have never been part of
the armed forces, it is probably familiar to you on some
level: “I, , do solemnly swear (or
affirm) that I will support and defend the Constitution of
the United States against all enemies, foreign and domestic;

”»

that I will bear true faith and allegiance to the same. . . .
Oaths of service have long been taken by those who are
committed to protecting the vulnerable.

We know from research that commitment to service is
also the biggest connection to meaning and purpose in our
work. But one does come before the other—the steps to ser-
vice come first, and the meaning and purpose follow. Of
course, we will continue to sound the alarm about the threats
that lie beyond that proverbial wall constantly testing and
scheming to disrupt the lives of normal people with their
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phishing, ransomware, exploits, and any number of new
offensive inventions. But our commitment to service begins
with recognizing that we indeed stand guard on a wall of
protection that sustains functioning culture, vital resources,
our economy, and our governments. And as technology
advances, we in this industry are becoming a fundamental
asset to our civilization. Yes, you as a cybersecurity profes-
sional are a vital part of what is needed by society. To ignore
your call to service is to dismiss how vital cybersecurity is to
our survival. Service begins with acknowledging that we
truly need you on that wall.

Know Your Why—Purpose and People

We began by recognizing the inherent value and dignity of
human beings. Now, we’re focused on serving the best inter-
ests of those in your sphere of influence. That can be chal-
lenging if we do not clearly understand your why. So, let’s
consider the “why.”

Research is clear that most people don’t derive meaning
and value of their work from salary. Money doesn’t truly pro-
vide purpose. Good compensation is important, but money
isn’t a trustworthy sustainable motivator in any job for the
vast majority of people. In numerous surveys, Millennials
and people in Generation Z especially seek jobs with pur-
pose and positive impact on society. Thankfully, cybersecu-
rity jobs have that baked right in, as we work together in this
industry to make the world a safer, more secure place.

What about the novelty and fascination of cyber work?
For many people (including your two authors), it really
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matters that we find our job interesting. We need to be
challenged intellectually and to feel engaged in the obsta-
cles that we face day-in and day-out. New projects are
motivating and provide energy. The cybersecurity field is
full of interesting, challenging, and fun technical work. But
we also know that novelty and challenge don’t really pro-
vide lasting meaning for most people, especially over the
longer term. Yes, you will have times when your work is
interesting, but you also may get bored or even burned out
doing the same task every day as an analyst or a penetration
tester. You will have seasons of feeling challenged and
engaged, and then the novelty will wear off, and you will
long for advancement or to try different tasks in your daily
work. Novelty and challenge aren’t consistent stimuli.

So, what truly motivates us in our work? Social science
research and data tell us that people are driven first and
foremost by the meaning they find in their jobs. In other
words, why you work matters more than what you currently
find interesting, and it also matters more than your com-
pensation. David Ulrich, an author and professor of busi-
ness at the University of Michigan focused on researching
management and leadership, explains, “An abundant organi-
zation enables its employees to be completely fulfilled by
finding meaning and purpose from their work experience.
This meaning enables employees to have personal hope for
the future and create value for customers and investors.””

So, embracing the challenge to stand on that wall really
does affect how we feel about our jobs.

The second biggest why in the workspace points back to
what we discussed in the previous chapter, namely, the
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people. The opportunity to work with and for good people
is an essential part of your why. As a recent article from the
Harvard Business fournal points out, “...social connections
play a central role in fostering a sense of purpose and well-
being in the workplace.”®

Ifyou lean into your why—the purpose and the people—-
it will help you bring a servant mindset to your job. If you
embrace service, studies reflect it will be beneficial for your
career as well as make the world a better place. Throughout
our careers, we have been fortunate to witness this impact
and experience it ourselves directly, and we are deeply hum-
bled and grateful for it.

We can’t think of a better example of someone who
understood his why more than Dan Kaminsky, an incredible
security researcher who did pioneering work in tool devel-
opment, vulnerability discovery, and much more, from the
early 2000s up to the 2020s. Dan was dedicated to service.
Of course, he was a renowned expert in the cybersecurity
field, but one of the greatest reflections of his commitment
to the greater good was the story of how he discovered a
massive Internet vulnerability and worked tirelessly in ser-
vice to the community to ensure it was handled properly.

In 2008, Kaminsky discovered a fundamental design
flaw that allowed for arbitrary DNS cache poisoning, which
affected nearly every DNS server on the planet. The exploit
allowed attackers to impersonate any legitimate website and
steal data. You might think you were accessing your bank,
credit card company, or social media site, but, by exploiting
the flaw Dan discovered, an attacker could redirect you to
an imposter site that could seriously harm you. It took him
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two days to figure out that this worked on almost every
nameserver in the world—a massive flaw. Dan understood
that if the knowledge came out publicly, it could bring down
the entire Internet or allow sneaky attackers to commit
untold thefts and mayhem. So, he kept it under wraps and
worked diligently and tirelessly behind the scenes to fix it.
He called an emergency summit at Microsoft’s headquarters
to address the widespread problem. He also worked to
quickly assemble a coalition that would create a fix for the
vulnerability before it was disclosed to the public.

Dan was a truly incredible champion who desperately
worked to make cyberspace safe and secure for the average
user. Beyond his great work in helping secure DNS, Dan was
constantly challenging the information security world to do
better. Dan shared his truly remarkable insights and the joy
of life via countless presentations at various cybersecurity
conferences, via his blog, in social media, and through the
cybersecurity tools he released. Sadly, Dan suddenly passed
away from complications with diabetes in 2021. Dan was a
hero not because of his expertise but because of his deep com-
mitment to focusing on what was best for others—his inspi-
rational services to the community. He continued to speak
the truth about vulnerabilities (even with DNS) all the way
up to his early passing, not because it was financially benefi-
cial for him but because he was committed to a better world.

People like Dan make a difference not just because of
their brilliance and talent but because they are committed
to serving. You, too, can make a real impact if you embrace
this ethic. This type of commitment to service happens
when we keep our why at the center of our daily actions. Our
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choices as practitioners or leaders should reflect our greater
purpose. That means we need to ask ourselves these simple
questions each day:

Will this action serve and protect others?

Does what I am about to do truly reflect my why?

Think about the daily practitioner, the analyst who
comes into the security operations center (SOC) and spends
all day looking at alerts. Or, think about the penetration
tester who hammers target systems day after day, looking
for potential vulnerabilities but almost always finding noth-
ing. Yes, this type of work can become mind-numbing or
boring at times, but that analyst or penetration tester is
standing watch on the wall. These people are on the digital
front lines, and there will be days when the job feels tedious.
One of your authors (Ed) has frequently said that some
cybersecurity jobs sometimes feel like day-after-day monot-
onous tedium, periodically interrupted by moments of sheer
exhilaration, extreme terror, or both all mixed together.

This is when you need to embrace your why to carry
you through those periods of tedium and even terror.
There will be moments when you are running late for your
evening dinner reservations and stay late to brief the
incoming team on an anomaly. In leadership roles, you will
face tough personnel decisions—but you will meet them
head-on. Your why is always going to require you to make
sacrifices for the greater good. But each time you take a
step in that direction, you will find greater purpose and
meaning in your work.
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Service Means Sharing: Sharing Starts
with Good Communication

Putting others first and learning to practice servant leader-
ship means sharing, and sharing is about good communica-
tion. Let’s begin with a focus on communication skills.
We’ve both been in this field for a long time, and we don’t
believe it is the least bit controversial to address the reality
that there are communication challenges within the field of
technology generally and cybersecurity in particular. That
said, communication is not simply the ability to pass along
information. Good communication is closely tied to the
concept of emotional intelligence, often referred to as EQ.

Like other forms of intelligence, EQ isn’t evenly distrib-
uted. Some people in cybersecurity have it in abundance,
while some do not. Even if you don’t have a strong natural
EQ), you undoubtedly bring a lot of other intelligence types
to the table that make you extraordinary.

EQ is the ability to understand, use, and manage your
own emotions in positive ways to communicate effectively,
empathize with others’ emotions, overcome challenges, and
defuse conflicts. It includes the ability to understand others’
emotional states and tread carefully in dealing with them. In
short, it is the ability to relate well to others.

While we don’t want to lean too far into generalizations,
we realize that cybersecurity is populated with many folks
who possess very high 1Qs and some folks with lesser EQs.
If you are in C-suite leadership on the periphery of cyberse-
curity, this is important to recognize, even (and perhaps
especially) in yourself. Interpersonal communication skills
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are just a small part of the total EQ skill equation. Whether
you are a young practitioner or have been in this line of
work for many years, studies show that there is a direct cor-
relation between your interpersonal skills and your career
advancement. For those who may feel a little challenged on
the communication front (or maybe you lead people who
do), here’s something we want you to understand: effective
communication and even EQ are skills that can be devel-
oped and heightened through care, effort, and practice.

Like writing code several hours a week to stay sharp,
communication skillsand EQ can be practiced and improved.
They are muscles that can be built through regular exercise.
No matter how well you believe you relate to others, there
are many great resources that can help you sharpen your
communication skills and connect to the people around you.
You can always get better. Embrace practices that improve
your listening skills, self-awareness, and the ability to recog-
nize the feelings of others.” Of course, the greater point is
that to serve the people we work for effectively, the people we
protect, the people we work alongside, we must learn how
to interact and communicate with them effectively.

It is vital for us to communicate our expertise and expe-
rience with others. You may remain quiet due to imposter
syndrome. You may be tempted to think maybe you shouldn’t
speak up because you just aren’t sure. The old expression to
“be silent as to not be thought a fool” can be a powerful
motivator. While there are times to heed that idea, it can
also impede a lot of important and much-needed interac-
tion. We need each other in this line of work, and we need
to foster a work environment with open communication
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and collaboration. If you are in leadership, make sure you
are providing a safe space for your team to share what they
have learned with each other and to push back on policies
and/or practices that threaten your cybersecurity. During
team meetings, explicitly seek input from everyome on
the team, and reach out and kindly encourage everyone on
your team to contribute their thoughts and insights. Great
communication can patch holes in the wall by helping us
lean into each other’s strengths.

Sharing with the Broader Cyber Community:
We Are All on the Same Wall

Being committed to serve and protect goes beyond our obli-
gation to our organization, as the story of Dan Kaminsky
reflects. Our ethical decision-making for those in our sphere
of influence in turn also influences the greater good. We
commend leaders and practitioners to set competition and
rivalry aside and to consider the security of our cybersecu-
rity community at large. It means embracing the idea that
we are all part of that wall of defense.

We compete in business, because we want our organiza-
tions to succeed, and we want career success. But we should
not compete in cybersecurity. We encourage you to share
your knowledge and expertise with colleagues who are on the
same side. This means sharing threat intelligence and proven
defensive strategies with competitors in your industry—
yes, even when market share or revenue is on the line.
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This type of commitment is illustrated by what happened
with Target and Walmart.

In 2005 and 2006, Walmart was the victim of a serious
security breach when cybercriminals targeted the chain’s
point-of-sale system and siphoned sensitive data to a com-
puter in Eastern Europe. Years later, Walmart competitor
Target was hacked through a heating and air conditioning
subcontractor that had worked at several locations at the
retailer. The breach had compromised data with the names,
mailing addresses, phone numbers, email addresses, and
payment card information for up to 70 million people.

These competitive retailers now actively share threat
intelligence with each other and with the U.S. government
through the Retail and Hospitality Information Sharing and
Analysis Center (RH-ISAC). The collaboration of retailers
and related industries has enabled analysts to be on the
lookout for real-time cyber threats such as new strains of
malware, activity on underground forums, and potential
software vulnerabilities. Data-sharing initiatives that used
to be rare now seem like a commonsense move.!” We are
seeing communication and cooperation between these two
industry competitors and more of the attitude that Tony
Sager, a senior vice president and chief evangelist for the
Center for Internet Security (CIS), promotes: “Let my get-
ting hacked help you improve your defenses. Let my com-
promise improve your detection.” He is right, of course,
because of our why. After all, we are all ultimately defending
the same wall.
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Checking In

We are responsible for serving the interests of others in

our work. It is part of our why. Practically speaking, what

does it look like to serve and protect others in your daily

work? Think about it and make some notes. We suggest

the following checklist to help you more deeply consider

your why and answer whether you are putting service first
in your work:

Serving the best interests of others means your
employer, customers, and stakeholders.

In your job role, who are you defending and how?
Make a list.

Who are you keeping more secure?

How are you serving them?

What are some practical ways you can focus
on service?

Defending the vulnerable is our duty, which is quickly
becoming a bigger population.

How does your position enable you to do this?

How can you be better equipped to defend the
vulnerable?

Do you put the greater good ahead of financial
gain, competition, and career advancement? How so?

Do you have any examples of where you have
done so in the past?

How can you change to focus more on that?

Making cyber defenders stronger should be of great
interest. It is your obligation to seek to share your
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experience and knowledge with others in your work-
place and the community more generally. How do you
make the people around you better?

A Final Example

One of our favorite examples of servant leadership is an icon
in cybersecurity. He is a great example of how approaching
work with a service mindset can spread through your entire
life. You may be familiar with Chris Sanders, the notable
cybersecurity author, analyst, and instructor. Chris is on the
front lines of innovation and training in cybersecurity. But,
in addition to all his great work contributions, Chris also
founded and directs the Rural Technology Fund (RTF),
which is a nonprofit organization focused on providing sci-
ence, technology, engineering, and mathematics (STEM)
education opportunities for children in rural areas.
Growing up in Kentucky, Chris witnessed firsthand
how high-paying tech jobs can help end generational pov-
erty in rural families and lift entire communities. He
started the RTF in 2008 to help introduce rural students
to the potential of technology careers and equip them
with the education they needed to pursue those jobs. Of
course, rural students often have fewer opportunities for
exposure to technology than their urban or suburban
counterparts, greatly limiting their ability to pursue tech-
related careers. His organization strives to give students
the opportunity to explore cutting-edge career paths,
bring technology to life, and imagine their future as one
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with limitless creative potential. Chris isn’t just serving on
the wall of defense in the cybersecurity field—his service
extends to touch the lives of thousands of students in his
community. We hope you will see the value in following
his lead and find your own ways to embrace service. We
challenge you to think like a servant in all areas of your life.

Code-Ciritical Application

Read the following case study and answer the ques-
tions applying what you have learned in this chapter.

Case Study: Responsible Disclosure of a
Security Flaw

Karen and Luke are security researchers working for a
company that creates a cyber defense product. Their main
duties are to investigate mobile apps, determine their flaws,
and try to develop appropriate security responses inte-
grated in their product. Of course, their company benefits
when researchers like Karen and Luke discover vulnerabili-
ties that get people’s attention. Yesterday, they discovered a
huge flaw and are meeting with their supervisor, Ben, to
decide whether they should release that information pub-
licly. Ben is already dead set on releasing the information
and really isn’t interested in objections. Even so, they spend
the first half of the meeting presenting the pros and cons
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of a quick release. Ben asserts his belief that once they go
public with the information, it will drive the vendor to
develop and release a patch more quickly. Luke adds that it
may also push the public and defenders to apply that fix
more quickly to block exploitation by potential attackers.

The flaw they have discovered happens to be part of an
increasingly popular social networking app gaining thou-
sands of new users every day. Ben is convinced that the
notoriety gained by exposing the information would bring
them some great press and would also be advantageous for
the firm’s revenue. Karen objects because she believes if the
vulnerability is released too quickly, it could lead to crimi-
nals leveraging the flaw to harm the public before a fix is
available. The three also consider the dark reality that
unscrupulous governments could use the flaw to exploit
journalists, dissidents, and others.

Still, they wrestle with how the scenario will unfold and
affect the public. Will the vendor or company even feel the
need to fix the flaw? If they don’t, are they sure that it would
result in a malicious actor exploiting it? Is there a timeframe
in which they can responsibly disclose the flaw to still ensure
the vulnerability gets fixed without jeopardizing the safety
and security of the public and community? Ben ultimately
decides to ignore the suggestions of his team members and
moves forward with releasing the information to the public
without notifying the social networking company in advance
so public users can be alerted to the risks in using the
program. He feels it is also the best course of action for
their firm.
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Critical Application Questions

What challenges does this type of discovery present
from the standpoint of serving and protecting the
greater community? Who do you believe is right in
this scenario?

How do you feel about Ben’s response to the con-
cerns of his team members? Does it reflect the kind of
“EQ?” that you would expect from leadership? How
could he have handled the situation differently?

In this scenario, what would you do if the social
media platform chose not to fix the problems you had
discovered if you notified them in advance?

How can you apply what you have learned about
putting others first to this common cybersecurity sce-
nario? Discuss any similar experiences you have had
and how you or your team handled those cases.




CHAPTER

“Zero-Day” Humanity
and Accountability

“I will strive to recognize, take ownership, and
appropriately communicate my mistakes and exercise
patience toward others who make errors.”

—The Cybersecurity Code of Honor

“Mistakes are a fact of life. It is the response to error
that counts.”
— Nikki Giovanni

“It is unwise to be too sure of one’s own wisdom. It is
healthy to be reminded that the strongest might weaken
and the wisest might err.”

— Mahatma Gandhi

51
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att is a security engineer for one of the world’s most

widely used fintech platforms. He has been with the
company for nearly four years and quickly worked his way
up through the ranks from analyst to engineer because of
his coding background and coding proficiency. He is driven
and bright and is currently up for another promotion,
specifically because of a new security program that his
team designed and implemented last quarter. Days ago,
Rima, a newer member of Matt’s design team, discovered
what she believed was a flaw in their new program. The
flaw seemed to be the result of simple errors the team made
in the development process. When she presented it to
Matt, he quickly decided it wasn’t significant enough to
raise any alarms. He dismissed it as a minor defect that
likely wouldn’t be exploited and could be addressed
sometime down the road. After all, his team had already
been recognized at last week’s company meeting for their
innovation, and program implementation was already full
steam ahead.

Bad Decisions and Multiplication

But as the week unfolds, it becomes clear that the flaw Matt
chose to overlook has already been discovered and exploited.
News hasn’t spread through the research community as far
they can tell right now—so far, the team only has evidence
of a few small examples of sample data being pilfered via
exploitation of the flaw. Rima urges Matt to share the prob-
lem with the appropriate supervisors, but he convinces her
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that it can be fixed “in-house” (among the team) before it
becomes a larger problem. He believes there is no need to
worry the executive team or the senior security officer and
argues that they can’t even be sure about the extent of the
vulnerability. Matt’s team meets to discuss the situation and
to patch the problem as quickly as they can. Of course, his
team doesn’t understand that they are able to see only a
small part of the larger issue. Because this initial compro-
mise goes unreported up the chain of command, the rest of
the company doesn’t take notice as attackers continue to use
this flaw as a doorway to steal information. One bad choice
is about to multiply into a host of problems.

Days later, this small “departmental” fire turns into a
four-alarm crisis when attackers release 30 million user-
names, email addresses, and phone numbers of customers of
banks that rely on the platform. The coming internal inves-
tigation will likely result in Matt being fired. But the dam-
age is done. Customers who trusted the platform have been
compromised.

This scenario involving Matt and his team could have
been avoided by quickly recognizing that no one is perfect
and that mistakes need to be brought to light and addressed
ASAP. The biggest problem wasn’t the team’s technical
mistakes—it was Matt’s poor response to those mistakes. As
a leader, he made decisions based on self-interest rather
than protecting his company and its user base. But his team
is also culpable.

This raises an important point. One option for Rima
would have been to go directly to her chief information
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security officer (CISO) with her concerns. Doing so
may have seen the problem quickly addressed and avoided.
Perhaps so, but this course of action creates its own unique
problem: going around your direct supervisor is generally
not a good idea. It’s a good way to get on the wrong side of
your boss, and perhaps even fired.

We don’t think anyone should easily or quickly go
around their supervisor. As such, in a dilemma like this, we
recommend you seek the counsel of an objective third party
who is not directly in your line of reporting relationships,
always respecting private information and nondisclosure
agreements. Later in this book, we’ll discuss the importance
of having a good mentor who can provide wise counsel at
times like this.

The mistakes in this scenario are seemingly small.
They are the kind of “insignificant” choices you may find
yourself making without much thought. But they are exactly
the type of decisions that can snowball into a crisis in
cybersecurity.

Matt’s story reflects why accountability and professional
transparency are so essential. It also highlights the fact that
no one is perfect. Humans make mistakes. And beyond sim-
ple, innocent mistakes, we sometimes make decisions based
on self-interest, ignoring others’ needs and interests. We
can lose sight of the true north and make compromised
decisions. No one is immune. No orze. We work in a human
business, and that means we all deal with the realities of
being human.
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Humans Are Flawed

No matter how flawless we may think we can be in our day-
to-day work, we all have a built-in “zero-day” vulnerability.
For those on the periphery of cybersecurity, a zero-day vul-
nerability is the discovery of a previously unknown flaw for
which there is no currently available fix in a system. It’s
pretty clear that every human being has a similar inherent
flaw built into our DNA. The inherent imperfection of
every human being is a cornerstone of our ethical conversa-
tion. It is the very reason that we need the Cybersecurity
Code of Honor to help guide our decisions and practices.
This is why we need a commonly accepted set of guiding
principles to apply to our actions and decisions.

No matter how brilliant, disciplined, well-run, well-led,
or well-designed our team may be, no matter how many
checks and balances we have in place, you can be certain
that mistakes will be made. Many of the great religions of
history have addressed our innate fallibility and tried to
manage the consequences of human frailty and imperfec-
tion. There is no magic to inoculate us from our tendency to
make mistakes or act in our self-interest. It is part of our
“programming” and the nature of the imperfect and diffi-
cult world we face.

Real problems arise when we believe that we are with-
out flaws. Anyone who has ever been married or had a
long-term roommate has been confronted with their own
imperfections. Denying them often creates more prob-
lems than the imperfections themselves. Anyone who
has children knows that they don’t need to be taught to
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behave badly. Parents constantly address the decisions
and consequences of their children’s poor choices. All of
these imperfections come naturally.

Turning Vulnerability into Strength:
It Begins with Humility

Fortunately, there are ways to help minimize our human
“zero-day” vulnerability. By recognizing our inherent
imperfection, we take a vital step toward transforming that
vulnerability into a strength. This is one of the cornerstones to
building a great team and work community.

It begins with the ancient virtue of humility. While
humility is not easy or natural for most of us, it’s not as
daunting as you might think. It is perhaps the most impor-
tant quality to help mitigate mistakes. Humility is for every-
one, from the beginner all the way up to the boss. Whether
you are a first-year analyst, an experienced 20-year industry
guru, or an accomplished CISO, we will all be faced with the
reality of sometimes making the wrong choice.

If humility is part of a work culture, it’s likely because
the leaders display and model humility for their teams. Jim
Collins, author of the best-selling book Good to Great, argues
that humility is one of the core traits of the finest leaders,
whom he refers to as “Level 5 Leaders.” He explains, “The
best CEOs in our research display tremendous ambition for
their company combined with the stoic will to do whatever
it takes, no matter how brutal (within the bounds of the
company’s core values), to make the company great. Yet at
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the same time, they display a remarkable humility about
themselves, ascribing much of their success to luck, disci-
pline, and preparation rather than personal genius.”

Humility unlocks a sequence of dominos. It is the basis
by which we recognize our vulnerability that by being
human, we are flawed and not perfect. Imperfection puts all
of us on a level playing field. Once we recognize our vulner-
ability for making mistakes, it provides the foundation for
taking ownership of them. When we take ownership of our
mistakes, we are more willing to communicate them appro-
priately. And if we’re owning and appropriately communi-
cating our mistakes, knowing we are all flawed, we have
gained the ability to handle the mistakes of others.

None of this is easy, but it is possible. And it provides for
a healthy and open culture. A good way to keep a check on
your ego and exercise humility involves asking yourself a
series of questions when you are making a decision and are
about to settle on an approach. Ask yourself:

* Why am I pursuing this approach?

* Is this all about my own benefit?

* Who else benefits from this approach? Is it just me?
* Who could potentially be hurt by this approach?

* What's best for my organization overall? What’s best
for my employees? What's best for my boss?

* How does this approach benefit or hurt our customers
and other stakeholders?

* Are there other options that I've overlooked that might
be more optimal for everyone involved?
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For Matt, in the opening story, practicing humility
would have meant going to leadership immediately with the
possible problem rather than theoretically protecting him-
self from being blamed for a hole that could be exploited.
He rolled the dice and lost. Unnecessarily.

There are constant examples of this kind of humility
and accountability throughout the industry. In 2022, a com-
pany called Okta publicly acknowledged a mistake in han-
dling a cyberattack by an extortion group. The company
released a very candid statement explaining to the public
that they simply didn’t know the extent of the breach they
were dealing with at the time. It is an apology that reflects
humility as they explain that they should’ve been more
forthcoming with consumers and proactive in their response
to the breach.

Part of their statement read: “At that time, we didn’t rec-
ognize that there was a risk to Okta and our customers. . . .
Considering the evidence that we have gathered in the last
week, it is clear that we would have made a different deci-
sion if we had been in possession of all of the facts that we
have today.”!! Of course, it’s easy to be critical of the situa-
tion or even cynical about the confessional response. But
sooner or later, we will all face a similar situation, perhaps
many of them. We consider this a good example of a com-
pany owning up to a mistake with appropriate transparency,
especially when compared to revelations about other com-
panies that have been exposed by former employees for cov-
ering up vulnerabilities.

Okta’s admission that they mishandled the breach dem-
onstrates how humility can turn vulnerability into strength.
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They are accomplishing so much with this type of response:
promoting transparency, signaling a course-correction as an
organization, and setting an example for other companies.
Sadly, Okta again suffered a breach in 2023. Initial reports
in October 2023 were that the attackers accessed data for
only 1% of Okta customers in their support system. But
later investigations in November showed that all Okta cus-
tomers, some 18,000 organizations, had some data exposed
to attackers. Okta admitted not only the breach also but that
its earlier exposure estimates were incorrect. We can learn
from the mistakes of others. When we are honest about our
mistakes, it is a model for others to consider, and it can open
the door for better solutions.

Our friend shared a great story of his 4-year-old son’s
moment in an upstairs bathroom that reflects the nature of
what happens when we don’t own our mistakes in cyberse-
curity. As the toilet began to overflow, the little boy pan-
icked. He didn’t want to come downstairs to tell his parents,
so instead, he closed the bathroom door, locked it from the
outside, and snuck back to his room to play. Once the door
was closed, everything would be perfectly fine, right? Just
think about how many times we quietly “lock the door” on
a problem, sneak down the hall, and hope that there won’t
be consequences. For many people, it’s a natural instinct to
pretend the problem doesn’t exist and hope for the best.

Our friend and his wife explained their perspective on
the event. They were enjoying preparing dinner for the
family in the kitchen after a long day at work. They were so
busy that they didn’t notice the ceiling above them begin to
change color. They didn’t notice the drywall in the ceiling
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above them began to bulge and take on strange shapes. They
still missed it when a few drops of dirty water began to drip
behind them into the middle of the kitchen floor. They were
listening to music, talking about their day, and laughing
when one of them finally turned and stepped into what had
become a large puddle on the kitchen floor. And at that very
moment, murky brown water began to pour from the ceil-
ing like a rainstorm. They ran upstairs to find the bathroom
door locked, water streaming underneath the door and
down the carpeted hallway. Needless to say, dinner wasn’t
served that evening. In fact, it would be a week of fast-food
meals with the kids until they could even go near the kitchen
again. Of course, it was quite expensive to repair the ceiling,
the water damage to the kitchen floor, the carpet, and the
plumbing. All of this could’ve been avoided if their son, lit-
tle Eli, would’ve just come for help instead of trying to hide
something that had gone wrong. What an apt metaphor for
the importance of not hiding mistakes or vulnerabilities and
instead taking ownership and seeking help.

Being a Lifelong Learner

In our roles as both businesspeople and educators, one of
our greatest desires for those who are in our employ, or our
students, is that they become lifelong learners. For some-
one to become a lifelong learner, they must recognize that
there is plenty they don’t know. It’s the clear mindset that
no one has all the answers. Because we work in higher
education and cybersecurity, we’re surrounded by a lot of
smart people. We’ve encountered, and you have too, people
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whose intelligence sometimes gets in their own way. They
are not good listeners, talk too much, and generally come
across as thinking they have all the answers. No one really
likes a “know-it-all.” The best and most effective leaders
and workers we know are people who readily admit what
they don’t know.

Curiosity—wondering about something new or how to
fix a problem—is the driver for innovation in technology.
We encourage a student outlook reflecting the famous
observation of Conrad Hall, noted cinematographer and
philosopher: “You are always the student, never the master.
Keep moving forward.” This is echoed in all areas of our
field. You are always a student in technology because the
rapid evolution of the industry demands that you be
a student.

We are regularly reminded of the need to keep learn-
ing by our experience in hiring people. Neither of us has
kept count, but we are humbled by the large number of
hires we’ve gotten wrong. Between us, we have more than
50 years of hiring experience. You would think by now
we’d get it right every time. Well, think again.

We estimate that, over the years, we’ve gotten about
two-thirds of our hires correct—that is, the right person in
the right job at the right time. That’s great, except it means
we’ve gotten about one-third wrong, sometimes with a small
impact and sometimes with enormously painful implica-
tions. That’s pretty humbling. The point is that we are
always trying to get better at assessing and hiring staff.
Learning how to make great hires is an ongoing process.
Why? Because people change, employees change, work
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culture and expectations change, generations change, and
we need to adapt and adjust our thinking to stay current
with it and at the same time be faithful to our principles.
Whatever role you are in, we encourage you to stay curious.
Stay hungry to learn and grow.

Handling the Mistakes of Others

Recognizing our own imperfections and mistakes sets the
stage for how we handle the mistakes of others. This self-
awareness should help develop patience.

None of us works in a vacaum. We are surrounded by
people who we depend upon. If you are in leadership, your
people are going to make mistakes and come up short at
times. If you are on a team, you are going to run into errors
that your teammates make—just as you tend to mess up
occasionally. We believe that an important part of this whole
equation is extending grace and patience to others for their
own zero-day vulnerabilities.

If you are in leadership, you probably have heard the
“failing forward” thoughts about business. You can probably
look back on your career and see that you haven’t advanced
because you are perfect; you have moved forward because of
your willingness to learn from your failures. As Mary 'Tyler
Moore, actress and film producer, once said, “Mistakes are
part of the dues one pays for a full life.” It is vital that we not
only embrace that ethic of learning through our mistakes
for ourselves but practice that in the way we judge and hold
other people accountable. In leadership, we always need to
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acknowledge the truth as communicated by the great jazz
musician Duke Ellington: “We should recognize that every-
body is capable of making a mistake, and we should not raise
any more hell about somebody else’s mistakes than we
expect to be raised when we make one.”

Let's Try to Avoid “Breaking Bad”

Not only is everyone capable of making mistakes, but it is
also important to embrace the truth that everyone is fully
capable of making unethical choices. As much as we aren’t
perfect in the daily execution of our jobs, we are also all
susceptible to making bad choices. If we are being honest,
we are always just one shade away from being the kid in the
grocery store who slips the pack of gum in their pocket
when their parents aren’t watching. If you’re raising an eye-
brow here, let’s simply ask the following questions: When
was the last time you cut corners at work? When was the
last time you bent the rules for your own benefit? When
was the last time you took a longer break than you were
supposed to? When was the last time you moved a small
“inconsequential” number on that budget just to make sure
it lines up with projections? When was the last time you
shaded the truth to your boss? When was the last time you
hid what you thought was a small mistake?

All too often, the bad choice isn’t nefarious or premedi-
tated; we do it out of convenience. If you’ve never done
anything questionable, we’d certainly like to meet you!
At some point, we all fall into this trap one way or another.
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It’s human nature. We remind you of this because it is
important to stay diligent by being reflective about the deci-
sions we make and holding them up to the light of our ethi-
cal guiding principles. Why? Because even small unethical
choices can lead to larger ones.

One bad decision can snowball. One lie or unethical
choice can lead to another and another, and before you
know it, you are “breaking bad.” If you haven’t seen the pop-
ular streaming series about the high school science teacher
named Walter White, it is a great example of how one bad
decision can lead anyone down the wrong path. In the show,
Walter makes some questionable decisions to pay his medi-
cal bills when facing a debilitating terminal disease. He’s
understandably in a difficult place in life. He starts out as a
decent enough guy. He’s doing this “for his family.” But
those first few bad choices are compounded when he must
work to cover them up, and that leads to another round of
bad decisions to cover his tracks and so on. As the series
goes on, Walter’s decision-making spirals into great dark-
ness, including crime, murder, and great cruelty. At some
point, he reaches a point of no return—he has “broken bad.”
And, of course, throughout the entire series, you are occa-
sionally reminded that Walter’s criminal behavior was origi-
nally self-justified by his motive to financially provide for
his family after getting a cancer diagnosis.

We aren’t really being dramatic here. If you have kids,
think how a direct question like “Did you eat that cookie?”
can spiral off into a series of lies. Shortcuts happen. Some-
times that lie is the first thing that comes to mind. We
are often tempted to be dishonest or do the wrong thing
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because it seems small and inconsequential. And we often
confuse taking the shortcut with choosing the path of least
resistance and lying. But in cybersecurity, there is a guid-
ing and consistent truth about these mistakes: escalation
happens fast.

Consider for a moment if you, as a cybersecurity or I'T
admin with great access to your computing environment,
decide to look at private data associated with certain cus-
tomers or other employees of your organization. Or you
happen to look through timestamps just to see when they
are logged in. Such seemingly innocent snooping over time
becomes easier to do. Then, it escalates to reviewing that
person’s profile. But then suddenly, this nefarious new activ-
ity of snooping around is in the logs, and a supervisor is
going to see that you did it. So, what do you do to protect
yourself from your mistakes? You edit or delete the logs. But
there’s another logging server you don’t have direct access
to, yet it’s got a common vulnerability, ripe for exploitation,
that can give you the access you need to alter the logs. Now,
what started out as simple prying out of boredom leads to
hacking your own organization to cover your tracks. This is
just one example of how quickly escalation can happen.

Bad decisions need not be premeditated. They can come
about by opening a file here and there and, “before we know
it,” we are knee-deep in a different kind of reality. As in,
before you know it, you are looking into a music star’s sur-
gery information and leaking it to TMZ (yes, this actually
happened). You can read story after story of how these
“before you know it” situations end up with the authorities
knocking on your office or home door.
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We all need to be accountable for our actions. None of
us are truly independent agents. We may think we don’t
need accountability, but this is never true in the larger pic-
ture. We all live under a legal system that allows some
behaviors and prohibits others. There are federal, state, and
local laws that, if we break them, have consequences. Like-
wise, if you work for an employer, you are accountable to
the rules and regulations put forth by your employer. If you
don’t abide by them, you risk losing your job.

It is high-risk to operate by situational ethics, meaning
choosing what feels right at the moment and trying to jus-
tify things as we go along, without an ethical framework or
model to guide our thinking. The practical outcome of try-
ing to make ethical decisions by our situational feelings is
that there are no guidelines to make ethical decisions. In our
society, this approach is often what we have today, and it’s
not working very well. We believe a clear set of ethical prin-
ciples is essential for good decision-making.

Since humans naturally make decisions based on self-
interest, we need other people who can help guide our
decision-making when things get murky. We will talk at
length about the importance of mentors a little later in the
book, but we believe it is vital to have folks in your life whom
you can go to with questions when necessary. Mentors can
be great for accountability and advice. But it is also so
important to recognize that we can create good habits to
help us improve and stay on top of our ethical decision-
making. We can practice making good choices. And that
starts by being reflective about your decisions.
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How to Develop a Reflective Practice

Reflecting on your ethical choices is a habit—one you can
practice each day and improve on. It is just as important as
technical skill development. We believe it is beneficial to
your career (and your life) to establish some routines that
will allow you to be thoughtful about your decision-making.

Any reflective practice begins with intentionally setting
aside time to pause and focus. We both have a habit of tak-
ing morning walks to have space and uninterrupted quiet
time to think about our daily decision-making. There are
too many ways to do this to list here, but we suggest that
you carve out intentional moments to review your decisions
from the day before and evaluate them. It is helpful to do
this with what you have ahead on your calendar. Make a list
of the things you know you will face in the day ahead and
allow yourself to start considering and weighing those deci-
sions and interactions.

It is extremely beneficial to think through different sce-
narios you may be faced with and mentally decide how to
handle them. Every decision and every situation is differ-
ent. How will you apply your ethical principles? How will
you apply the code of honor to your decision-making?
Here are some questions we consider in our own daily
reflective practice:

What major decisions did I make yesterday? Do they
seem appropriate now that I have had time to think
them through?
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Were my choices good or bad? Do I need to take ownership
of a mistake? Do I need to call or apologize for something
I did or did not do? Do I need to fix something or other-
wise improve a situation where I didn’t behave optimally
upon further reflection?

What is coming up today that will require my attention?
What can I learn from yesterday? How can I be better?

It is sound management to talk with your team or co-
workers as you work through these critical decisions. Not
every choice needs to be made by committee, but make sure
you are making use of the wisdom, innovation, and expertise
of the people around you. No one can be successful working
as a lone wolf in this profession. Of course, following
through on what you find in your daily reflective practice is
vital; it is important to act if you find you made a mistake or
a bad decision. Go back and tell someone who can help you
correct it. And if it is something that can’t be corrected,
remember the truth that owning up to a bad decision is the
only way to stem the escalation of further consequences.
Owning up to our mistakes can be scary as a practitioner,
but it is the only way to stay the course. As leaders, we need
to remember to be measured and gracious when our people
own their mistakes. After all, we can make that zero-day vul-
nerability a strength only if we learn to lean on each other.

Code-Critical Application

Read the following case study and answer the questions
applying what you have learned in this chapter.
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Case Study: To Pay or Not to Pay—A
Ransomware Quandary

Robert in the HR department immediately called when he
noticed a payment screen for ransomware pop up on his
computer. He contacted Jeannie and Chris on the security
team, and they quarantined the system and verified the
infection. Jeannie spent the day cleaning up that machine
and met with the senior security team leader, Justin, to recap
the day and assess the situation. Chris, Jeannie, and Justin
decide that the ransomware is not spreading on the internal
network. The team, including poor Robert in HR, breathes
a collective sigh of relief.

The next day, Robert receives an email from the ran-
somware crew claiming that they’ve not only encrypted
sensitive data on his system but also exfiltrated it before
encrypting it. They ask for $1 million in Bitcoin to be paid
in the next eight hours. If their demands aren’t met, they
will publish all the sensitive information they exfiltrated
from the organization involving the Social Security num-
bers of more than four million customers. In an attempt to
legitimize their claims, the ransomware scammers sent an
email that included the valid Social Security number of the
company CISO, Jennifer: “We will publish the data we
retrieved from your company. . .FYL: *YOUR CISO’* SSN
is 123-45-6789.” It is clear now that Jeannie, Chris, and
Justin missed something in their diagnosis of the problem.

The three of them meet briefly with their CISO,
Jennifer, to discuss what to do next. They are one phone call
away from sharing this information with the executive team,
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but there are some serious concerns before pulling that big
alarm. What can they find in a quick investigation, and what
evidence do they have that the data was actually exfiltrated?
Can they truly confirm that attackers stole the data?
Jennifer points out that just because the ransomware actors
have a single Social Security number (her own) doesn’t nec-
essarily guarantee there was a widespread breach. In fact,
Jeannie reminds them of what they have all experienced
before: it is extremely difficult to determine so early in the
process whether the attackers have the data they claim to
have. Furthermore, they also understand that the specific
method used by the attacker to infiltrate the environment
may not be identified until weeks or perhaps even months
later. After discussing the issue at length, Jennifer decides
that there is too much at stake not to communicate the
possible breach up the chain of command.

They bring in the chief executive officer (CEO), George,
to assess the situation and ascertain the most effective
response. Again, the security team is transparent about the
fact that they may have initially misevaluated the investiga-
tion into Robert’s laptop. As his CISO sits next to him in the
meeting, Justin lays out all the possible scenarios to his
executive leadership—George is there along with the chief
financial officer (CFO), the chief operating officer (COQO),
and the chief information officer (CIO). They have an
entirely new set of questions to consider.

Jennifer and George point out that the first order of busi-
ness is to decide if they should contact law enforcement. They
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must consider how that may change the case. Additionally,
when is the right time to contact the insurance company?
The CFO points out that if they wait too long to involve their
insurance company in the discussion, they probably won'’t
cover any losses from ransomware. The chief legal officer
(CLO), meaning the general counsel, also needs to be clear
on what the law requires they do—properly notifying law
enforcement, regulators, the insurance company, employees,
customers, the public, shareholders, and more.

Then the conversation turns to considering whether
they should pay the ransom. Of course, as Justin points out,
even if the organization pays, there is no guarantee that the
information still won’t be leaked. And, if the organization
pays, it has confirmed to the criminal world that it is willing
to pay a ransom, which may bring the same attacker or cop-
ycats back for more crimes.

The concern of the chief communications officer
(CCO) is when or if the company should communicate its
mistakes to its customers. Should they disclose this infor-
mation to the public? Will it undermine consumer confi-
dence if they do? And in addition to customers, if the
CISO’s information was exposed, it could mean that other
employees’ data may have been exposed as well. How will
this impact employee morale?

George, the CEQ, points out that the ransom demand
does seem to be a relatively small request, given the
multimillion-dollar ransoms so common in such attacks
today. He asks Jennifer if that means the attackers are less
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sophisticated? This opens the floor to discuss the cost of
paying versus not paying the ransom. The leadership team
considers the implications on the organization’s reputa-
tion. Maybe they would look more trustworthy to their
customers and employees by paying the ransom to prevent
the data from being exposed. If they don’t pay, the attorney
points out that there may be lawsuits from customers
whose data is exposed, perhaps even a class-action suit.
What are the potential costs of those lawsuits? Could reg-
ulators mount similar investigations or suits?

The executive team ultimately decides that they will
not contact the authorities. They pay the ransom to protect
their customers and employees. This is done in protest by
their CISO, Jennifer, who doesn’t believe that the attackers
have the information they claim to have. The organization
also launches a review of how the incident was handled by
Chris and Jeannie initially and what they need to do com-
panywide to shore up any future breaches. The focus on
policy turns to what needs to be put in place proactively so
that what happened through Robert’s computer will not
happen again. The organization builds an enterprise-wide
policy and incident handling process for addressing ran-
somware and periodically tests this process through annual
tabletop exercises (1"I'Xs). While they weren’t prepared in
advance last time, they were determined not to let that
happen again.
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Critical Application Questions

How does the security team deal with making the
mistake in assessing the initial breach? Does the
leadership team handle the situation well? Why
or why not?

How do you feel about the final decision to pay
the ransom and keep the information in-house? How
does that hold up to the ethical principles we dis-
cussed in this chapter?

Does the CISO or security professionals have an
ethical responsibility to go above their leadership and
share information about the breach with the authori-
ties or other entities who could be compromised?
Why or why not?

What would you do if you were in the same situ-
ation that Jennifer, the CISO, finds herself in? How
would you respond to the mistake by the security
team? How would you handle your superiors decid-
ing on a response that you didn’t agree with?

Have you been had a similar experience with a
practitioner level or at a leadership level? Did you
take time to reflect on that situation? Were you happy
with your decision-making? Were there questions
you faced in that scenario that weren’t considered by
the executive team? How would you have handled
things differently?







CHAPTER

It Begins and Ends
with Trust

“I will be honest, trustworthy, and above reproach in
my actions and communications.”
— The Cybersecurity Code of Honor

“You build trust with others each time you choose
integrity over image, truth over convenience, or honor
over personal gain.”

—John C. Maxwell, author and expert on leadership

“Being consistent in your behavior is a great way to
build trust.”
“People are less likely to see you as a threat if they
know they can trust you.”
— Germany Kent, journalist, author, and producer
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iang had just accepted a promotion at his small liberal

arts college in the Midwest. He had been with the
college since graduation and had worked for years to earn
the trust and respect of the college administrators to become
the head of I'T. He had already made headway in bolstering
cybersecurity on campus after alerting the board of trustees
that a neighboring state university was reporting hundreds
of aggressive scans and exploitation attempts per day,
all originating from a single country. But Xiang also had
concerns about establishing trust and credibility with his
ever-growing cybersecurity and I'T team. As Xiang began to
train a new security analyst, Alana, and institute new policies
and procedures with the human resources department at the
college, he simply used the wisdom he gained working his
first high school job at a local burger joint. He remembered
how his manager would ask him to come sit in her office
while she counted out the cash drawers at the end of every
shift while he observed to ensure all was on the up-and-up.
He wanted to apply that same type of accountability to the
college’s security operations. He was always mindful the
simple lessons of trust and accountability he had learned in
his part-time job.

Weeks into Xiang’s new leadership position, Alana
approached him with a report about suspicious activity orig-
inating from the office of a prominent computer science
professor on campus. This professor, Dr. Stevens, was a
high-profile and well-published member of the academic
community, who also had close ties to members of the
college’s board of trustees. Alana’s analysis of the logs indi-
cated that the professor seemed to be trying to access files
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associated with the research of some of his colleagues with-
out permission, including personal files and even sensitive
research drafts. Xiang called the head of human resources
and set a time for them to meet in his office to review the
logs associated with Dr. Stevens’ accounts. Those activities
could merit termination per university policy, but not with-
out questions from some of the leadership. If Alana had
been left on her own to handle the situation, things could
have become difficult. Xiang had the right procedures in
place to add to the credibility of the investigative process.
But equally as important, he had built up years of trust with
the college’s president.

Xiang’s reputation had little to do with his I'T skills or
vast security knowledge. The college president trusted him
because he had been honest, even when it was inconvenient.
He had been transparent about the failures of his I'T" depart-
ment as well as the successes. He had been responsible with
the departmental budget. He had been fair in his dealings
with the staff around campus. In short, Xiang had done the
investment work to build deep reservoirs of trust with his
superiors. When the time came for him to present informa-
tion that could lead to the termination of a prominent
employee, no one questioned his motives or his presenta-
tion of the facts.

The Secret of Success

We live in a culture that cannot put down its smartphone
and spends a lot of time with sensational viral videos
and reactive soundbites that are generally not helpful.
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One philosopher, Dallas Willard, called it a “culture flying
upside down.” We can become fixated on silly feats, weird
skills, unique obscure talents, and over-the-top perfor-
mances, but little of this contributes anything useful to our
lives, let alone anything good. The growing proliferation of
misinformation (both accidentally incorrect and purposely
fake) contributes to the larger cultural erosion of trust that
has accelerated in recent years.

"Trust matters. It is one of the most important elements
of a successful career and of meaningful relationships. The
two are related: meaningful, trust-based relationships are
essential to most successful careers. Some of the key ingre-
dients to building trust are consistency, responsibility, and
honesty. Trust is a precious quality and resource.

You may think that no one else has your red teaming
skills, no one can threat-hunt quite like you, no one else is as
good at forecasting the budget, or no one has led your divi-
sion to this kind of growth. Any of these things may be true,
but without the earned trust of those in your organization,
they will likely lead you to an unstable career and perhaps
much worse. In a world that celebrates fast growth and the
fireworks of quick success, trust is almost an agricultural
process. Trust takes seasons to build. Trust is not especially
complicated; rather, it is a relatively simple, straightforward,
and slow-growing quality. It is also fragile.

Think about the very first time you got behind the wheel
of a car. Remember the excitement when you were handed
the keys and pulled out of the driveway all by yourself. You
had a tank full of gas, an open road, and perhaps a time you
were expected to return. Your parents may have also been
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tracking your location with some app. Driving on your own
required a measure of trust, and as you earned additional
trust with responsible action, you likely had more incre-
mental freedom. This trust is built step-by-step. You had to
put in some practice hours. Maybe you had to take a driving
class at school. You had to pass some driving tests. You had
to earn the trust from your parents (or guardians) before
they let you steer a ton and a half of steel, plastic, and wheels
onto the street by yourself. And earning the license to drive
was a slow, likely uneventful process, which is how trust
is accrued.

As we illustrated in the story about Xiang, one of the
keys to advancement in your career is t7ust. In cybersecurity,
in addition to your technical knowledge, trust is as central as
anything to success. Whether it is the boss, shareholders,
your team, your co-workers, or other employees—they
must be able to put those proverbial cyber keys in your
hands and feel good about it. We talk about “zero-trust”
architectures for our security technology infrastructures. It
is a common industry phrase that reflects the “trust but ver-
ify” element that has long been part of the conversation in
the world of international politics. But it also reflects the
truth of our need for safeguards, checks, and balances. Many
organizations are building systems using zero trust architec-
ture principles because it is necessary and wise. Zero trust
architecture is what helps provide us humans with the abil-
ity to trust a system of interconnected computers.

While that’s great from a technology perspective, we
cannot program, configure, or architect trust into humans.
It doesn’t work that way. Trust is something that is
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cultivated and protected, resulting in a trustworthy charac-
ter that is sustainable even in difficulty. We work in a human
business, and no matter how many technical safety measures
and verifications are in place, there is no such thing as a
secure architecture without people we can trust.

Every good relationship we have is built in part on the
currency of trust. Our relationship with our spouse or part-
ner is built on mutual trust. Our relationship with our par-
ents when we were teenagers probably waxed and waned
depending on the amount of trust they placed in us. Our
relationship with our supervisor at work is built on trust.
Great teams are built on trust. Can you think of a significant
relationship in your life that doesn’t rest on the foundation
of trust in some form or fashion?

Researcher John Gottman investigated the quality of
trust to discover that it is the number-one quality people
desire in a partner. He found that “trust” was one of the
most searched for keywords on Amazon for books, and it
was one of the most used words in the English language.
Gottman’s research reveals the importance of trust in rela-
tionships, communities, and even cultures.!” Trust is a key
element to the entirety of all our lives.

Trust Is the Currency of Cybersecurity

The problems we face in cybersecurity are principally
human problems. While technology can help, the solutions
in cybersecurity are principally human solutions. It is
human beings who hold the keys to the most sensitive



It Begins and Ends with Trust 81

financial and healthcare data of ordinary people. It is
humans who hold the keys to the most sensitive defense
and military data of our governments. With this access and
control comes tremendous responsibility. We must be able
to trust them. As such, there is nothing more central to the
cybersecurity profession than trust. Cybersecurity leaders
and professionals 7zust be trustworthy.

Trust is key to the logistics, to operations, and to the
cybersecurity programs—the very hardwiring of the entire
cyber world. Everything we can do on a computer requires
trust. Consider what we take for granted. When we log in,
we trust that the system admin won’t capture our pass-
word. When we boot up our computer, we trust untold
thousands of nameless, faceless people who designed the
chips, fabricated them, integrated the hardware, wrote the
firmware, designed the OS, and developed mountains of
other software. Beyond our computer, trust is baked into
the network, the servers, the APIs, and the cloud systems
we interact with. Almost every online transaction we
engage in requires us to trust thousands or tens of thou-
sands of nameless people we will never meet. While zero-
trust architectures work to provide some level of assurance,
bad actors at multiple levels of software, hardware, and
networking systems have a multitude of opportunities to
take advantage of our trust.

The implicit trust we have in modern computing is
astonishing.

However, cybersecurity is principally about people. We
must be able to trust the ground-level cybersecurity opera-
tors and cybersecurity leaders.
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How Trust Is Built

As we argued in the previous chapter, human beings have a
zero-day vulnerability, meaning that people are inherently
imperfect. We all make mistakes and bad decisions. Building
trust and credibility have nothing to do with being perfect.
Instead, it has everything to do with honesty, transparency,
and accountability. These are the essentials to build, main-
tain, and, when needed, restore trust.

Think of building trust like opening and adding to a
retirement account. You begin with an initial investment,
normally quite small. If you add to the account using payroll
deductions, you make incremental contributions on a regu-
lar basis. The early years of a retirement account are good
and necessary, but they mark only a beginning. It is only
over a long period of time that the compounding effect of
incremental contributions and wise investment strategies
can provide something truly meaningful.

Consider the reasons that we trust people with whom
we have some sort of relationship. It begins with honesty.
We increasingly trust people as they build a history of being
truthful over a period of time. We look for actions to follow
words. Trust grows when there is consistency between words
and actions. The people who are most deeply trusted are
those who have demonstrated a long consistency in the
same direction.

Since people are imperfect, trust can also be damaged.
In the worst situations, trust can be destroyed. Rebuilding
trust is hard work. It requires ownership of the mistake or
bad action, transparency, and an appropriate measure of
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accountability. It does not involve shifting blame, rejecting
responsibility, or sweet-talking those who’ve been harmed.
While rebuilding trust is hard work, it is essential to move
forward in any relationship, whether at work or in our per-
sonal life.

Like the retirement account we discussed earlier, in
every relationship you have, you have a nonmonetary but
incredibly valuable relationship account. Trust is the credit
to these relationship accounts. We all have an account with
each person we know and interact with. In our professional
settings, these are our co-workers, supervisors, sharehold-
ers, customers, and vendors. It’s a wide group of people.
"Take a minute to consider two or three important relation-
ships in your life. Is the trust account in a good place? Does
it have a healthy balance? Is it low? What can you do to
restore it?

When Things Go Bad

When you mishandle an interaction with a co-worker, mess
up an audit, miss a vulnerability, accidentally ruin some evi-
dence, or misread a possible breach, you are going to lose
some credit. But you can mitigate how much “trust credit”
you lose by being honest and accountable. If you mess up
and report it to your management, they may be hesitant to
let you jump right back into that task for a while, but if you
lie about it or cover it up, you may never recover that trust.
If you have been dishonest with your spouse or a friend, you
need to set that account right by sharing the truth, even
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though it will hurt. It may be difficult in the short term, but
over time, you may restore a healthy level of trust.

As important as our individual relationships are, there
are also organizational concerns regarding trust. Is your
organization/company trusted? How about its leadership?
What happens if something damages that trust? There may
be a situation where the mistake of one or more individuals
impacts how customers, employees, and/or other share-
holders view the organization. In the same way an individual
needs to own mistakes, an organization needs to be honest,
transparent, and implement an appropriate measure of
accountability. Organizational trust, like trust between indi-
viduals, can be repaired and restored. But be careful not to
under-assess the amount of work that needs to be done to
win it back.

Building Trust Requires Courage

Courage is not a commonly observed trait. Yet, maintaining
and growing trust requires courage. Unfortunately, there
are many examples of how a lack of courage undermines trust.
One such tragic example is found in the story of the famous
American football coach Joe Paterno.

Coach Paterno was the head men’s football coach at
Penn State University from 1966 until 2011. In his 46 years
as head coach at State, he amassed an NCAA record of 409
victories and remains the winningest coach in the history of
Division I college football. He was revered as an all-time
great. But in 2012, the statue of Coach Paterno that stood
proudly outside the Penn State football stadium that holds
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106,000 people each Saturday in the fall was unceremoni-
ously removed. Coach Paterno’s career ended when he was
dismissed from the team in November 2011. He passed
away 46 days later. What went so wrong for Paterno’s career
to end so badly?

Paterno was found guilty of remaining silent in the face of
wrongdoing. One of his assistant coaches was convicted on
45 counts of sexual abuse of young boys, and Paterno was
aware of the abuse but did not contact law enforcement
authorities. A subsequent investigation by former FBI direc-
tor Louis Freeh concluded that Paterno’s actions “failed to
protect against a child sexual predator harming children for
over a decade.” He chose to protect the success of his pro-
gram over doing what was right. He chose self-preservation
over the truth. In the end, his choice was anything but self-
preservation. Paterno’s entire career and legacy were shat-
tered over his decision not to speak up about these terrible
abuses. Such squandering of trust is tragic.

Please do not dismiss the Paterno example because you
say to yourself that you would never allow children to be
abused or placate yourself by thinking you would never do
something that egregious. The cybersecurity profession is
filled with stories of wrongdoing taking place inside organi-
zations where no one was courageous enough to speak up or
take action. As leaders and educators in the field of cyberse-
curity, we know that young professionals are faced regularly
with situations where an ethical choice should take prece-
dence over the discomfort of speaking up.

These aren’t always major decisions. In fact, many
of them are not. You may have come face-to-face with
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one recently. For example, what if your company passes a
cybersecurity audit, but you’re pretty certain thatit shouldn’t
have? We see this happen rather often—the auditors might
miss some massive vulnerabilities or come to improper con-
clusions about the organization’s cybersecurity stance.
Sometimes, the cybersecurity team knows the organization
should not have passed the audit. What if you go to your
supervisor to report that the auditors missed significant vul-
nerabilities but you are ignored by management? How will
it affect your career if you speak up for what you believe
to be true?

As we mentioned in Chapter 4, ““Zero-Day’ Humanity
and Accountability,” we encourage you to exercise great wis-
dom in considering whether to go around your direct super-
visor. Before doing so, we recommend that you seek the
counsel of a person you can trust who can be an objective
third party and who is not directly in your line of reporting
relationships. We don’t think there is a single answer for
these situations, and we think a mentor, thoughtful col-
league, or experienced friend can help.

Demonstrating a measure of courage in something rela-
tively small will likely have the effect of giving you the con-
fidence to do so again at a later point. Like most traits or
skills, we need to practice to get better. We need to build our
courage “muscle” to make it stronger. As you exercise this
muscle, you will find yourself becoming more comfortable
exercising courage, and you will likely be willing to be cou-
rageous on matters of greater significance.

Why does courage matter? Because as cybersecurity
professionals and leaders, we are entrusted with some of the
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most sensitive data and information a person can possess. It
is our charge to be the safeguard for that information. It is
our challenge and privilege to protect that which could be
vulnerable. Everything you do in cybersecurity—big or
small—is making things either more secure or less. Courage
is absolutely critical if trust is going to grow and thrive.

The Role of Leadership in Building
a Culture of Trust

One of the challenges of today’s cybersecurity work envi-
ronment is the gap between how quickly young practition-
ers gain the necessary skills to advance in their career and
how important it is for them to demonstrate the ethics and
character necessary to be trusted with their responsibili-
ties. In an industry that is projected to be short more than
a million workers in the United States alone, it is difficult
to create systems and avenues for rising professionals to
demonstrate or even learn the trust that is a prerequisite
for certain positions that are responsible for sensitive and
important data.

Perhaps more than ever, it is incumbent upon leaders in
cybersecurity to play an important role in forming and
developing an ethical decision-making framework for their
employees and students. We can no longer make assump-
tions about the ethical standards of our hires. It is para-
mount that leaders lead by example on ethics, which may be
a new concept for some. Cybersecurity leaders have the
potential to build a culture of ethics and trust if they are



88 THE CODE OF HONOR

observed by others to make decisions carefully, taking the
ethical implications of their decisions into account. Do not
forget that your employees, your clients, your students, and
your colleagues are watching—they are a/ways watching.
While this may be sobering, it’s good to remember. This
reality will serve to help you be accountable to the culture
you aspire to build.

Beyond good modeling, the cybersecurity leader also
needs to articulate explicitly and out loud that ethical
decision-making is essential. Beyond saying it out loud, it
must be taught and practiced. Like any good habit, practice
is at the core of success.

Our friend Olivia remembers her job at a shoe store,
which has served as a great reminder of the significance and
benefit of building trust with her supervisor. The first day
on the job, she arrived excited to sell shoes, but she recalls
that her boss, Reggie, sent her to the back with an experi-
enced employee who showed her how to stock shoes and do
inventory. The first three weeks on the job, Olivia was
directed to do various menial tasks in the back of the store
with the oversight of seasoned employees who would check
her progress. Olivia recounts that each day, she showed up
on time for work and faithfully completed the tasks given to
her by her manager. With punctuality and each completed
task, she was gaining trust. It was a full month of work before
Olivia proved she knew enough about the different shoe
brands on the floor and was “finally” allowed to work directly
with customers. It was six months into the job when she
began to use the cash register. A year and a half later, Olivia
was promoted to assistant manager. The merits of that
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promotion were earned day-in and day-out by her reliabil-
ity. She showed up on time. She did what she was told. She
was honest. Olivia describes with affection all she learned
from that experience and how the promotion carried her
through college where she would earn her degree and go to
work in the cybersecurity profession.

We encourage you to be reflective and thoughtful about
how quickly you hand over the keys to the company sports
car to your newly hired drivers. Have a well-thought-out,
thorough system for your new hires like Olivia’s boss at the
shoe store. Pay attention to how your people handle the
smaller tasks before you give them bigger ones.

Some leaders we know approach trust with an all-or-
nothing mentality. These leaders either don’t trust anyone
or trust everyone. We think neither is a good option. Instead,
we urge you to teach, mentor, and build a system of accruing
trust on an individual-by-individual basis into your leader-
ship toolbox. The goal, of course, is to have the type of prac-
titioners and subordinate leaders around you that are
faithfully executing the job the way it is supposed to be done,
with your mutual trust accruing in your employees and your
own accounts. But remember, neither you nor your leader-
ship will ever be perfect. No matter what system you have in
place for people to earn your trust, it will be violated
on occasion.

A friendly reminder: teaching trust or being trustwor-
thy doesn’t make the headlines. Yet, we consider trust and
trustworthiness to be at the heart of the cybersecurity pro-
fession. You could argue this is true of any profession, and
we would agree. But, trust is especially foundational in
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cybersecurity, given the immense importance of computing
systems and sensitive data in our world and the need to
keep them secure. In our combined decades of leadership
experience, our perception of a prospective employee’s
trustworthiness is the number-one quality we look for
in hiring.

Leaders also need to exercise trust by placing itin others.
Many leaders are ineffective because they are unwilling to
trust those around them. A leader unwilling to trust good,
proven, trustworthy employees will create a host of chal-
lenges, not the least of which is micromanagement. We
see micromanagement as a lose-lose proposition. Effective
leaders with competent and able employees can step away
from their organizations for a period, and things continue
to run smoothly. This is partly because employees have been
empowered to achieve their goals and are trusted to do so.

A Checklist for Building Trust

Let’s take a closer look at some practical strategies that can
help you build a strong foundation of trust at work. Like
everything else in this book, building trust is a skill that we
can work at and improve. Just as we can become better
cybersecurity analysts, better communicators, and better
leaders, we can learn to embrace the kind of practices that
grow and nurture trust.

* Be truthful. Trust requires us to be truthful. This
means telling the truth even when it doesn’t benefit you
personally or professionally, or doesn’t benefit your
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organization. We covered this in the previous chapter
when we talked about accountability and the fact that
we all make mistakes. It means that we never shade or
hide the full truth. If you have discovered a breach, then
disclose it. If you have discovered a vulnerability in code
that is now in production, rather than keep your fingers
crossed and hope no one notices, go to leadership or a
project manager and reveal it.

* Deliver bad news quickly. Bad news is not like wine; it
does not get better with time. You may discover that
one of your systems has been infected with malware.
Maybe that system has no sensitive data. Rather than
ignore it, deliver the news quickly. This might mean
that you make sure to follow your organization’s guide-
lines regarding the urgency of various cybersecurity
vulnerabilities or incidents. As we have noted, even a
short delay can mean a much bigger data loss. No one
likes to be the bearer of bad news, but it is every bit as
important as delivering good news.

* Be transparent with discretion. Sometimes, for rea-
sons of safety and propriety, you need to avoid disclos-
ing certain details because they could hurt individuals
or fly in the face of other ethical principles (such as
harming an individual’s privacy, a topic we’ll discuss in
detail in Chapter 9, “It’s None of Your Business”). For
example, if your organization has been hacked and you
need to let customers and the public know, you must
also know which details can be provided publicly and
which information is appropriate to hold back. You
don’t want to replicate, cause unnecessary panic, or
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even tip off other attackers about potential vulnerabili-
ties. Discretion with transparency means that honesty
and confession need to go hand in hand with wisdom.
Exercise discernment before you choose to be a whistle-
blower by taking your concerns to the people inside
your organization who may be able to fix the issue.
Practicing transparency with discretion requires that
we have mentors and people in our lives to whom we
can ask hard questions. We also need to remember we
are beholden to a higher ethical standard than our loy-
alty to a company or organization.

Be a person of your word. When we say we will com-
plete a task, then we need to complete it. When we say
we will be at work on time, we must do everything we
can to show up on time. Being a person of your word is
not trite. It is essential to being trusted and will build up
credits in your trust accounts. Honor your contracts,
live up to your commitments, and hold fast to being
honest in your dealings. This means being truthful with
yourself and others. It may mean coming to your super-
visor and asking for more time on a project so it is done
right rather than meeting the deadline and leaving pos-
sible vulnerabilities in the program. It means making
promises in marketing that can be fulfilled. Being a per-
son of your word is foundational in accruing trust. No
matter how well-intentioned we are when we over-
promise, when we under-deliver, we undermine the
very trust we are working hard to establish. Both as
practitioners and as leaders, we need to do what we say
we will do.
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Code-Critical Application

Read the following case study and answer the ques-
tions applying what you have learned in this chapter.

Case Study: A Matter of Trust and
Data Breaches

Brittany received a phone call from a newspaper reporter
who indicated that her organization, a fitness company with
thousands of gym locations across the country had suffered
a breach. Of course, it wasn’t just any newspaper; it was the
tech reporter for the 7imes, a national publication sitting at
the checkout line of every coffee house and on the newsfeed
of pretty much every smartphone in America. As the com-
munications director, she immediately did a three-way call
with Sam, the chief information security officer (CISO), to
verify the story with the reporter. Sam was adamant that the
reporter was wrong until the tech reporter began to share
some of the sensitive information released in the attack.
Credit card numbers connected to more than 100,000 gym
memberships had been exposed online in the last 24 hours.
The two got off the phone with the Times and began to go
through their breach procedures. Sam called his team and
set the internal investigation rolling. They called their sup-
port center to get as much data as they could on the breach.
The two then immediately walked up to the fourth-floor
office of the company chief executive officer (CEO) and
founder, Mike, to deliver the grim news.
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Mike had built his fitness organization from the ground
up and was still involved in the day-to-day decisions of the
national brand. He was also a fitness guru and knew that
handling cybersecurity issues was not in his skill set. Sam
presented the quickly evolving investigation with the inter-
nal security team (which was only four employees) and their
contracted third-party security firm. They examined various
logs and did some quick threat hunting to try to discover the
attacker’s presence in their environment. Of course, each
area presented its own challenges, but in a stroke of luck,
they found the breach point in the company’s new applica-
tion that was designed by a third party and launched six
months ago.

The company markets itself as “the most trusted name
in fitness,” and everyone in the C-suite board room meeting
that day was committed to that foundational company belief.
As the leader of the organization, Mike reminded his leader-
ship team that, when things get difficult, the culture of the
company they discussed all the time would take over. In a
meeting with the third-party security firm and all the mem-
bers of the company leadership team, they discussed how to
move forward and reestablish trust with their consumers.
The legal team cautioned restraint in disclosing the breach.
The third-party security firm believed that they should hold
off on informing the public until the extent of the breach
was fully investigated. The chief financial officer (CFO),
Amy, proposed that they launch an internal investigation
and respond to the forthcoming Times story by saying that
they are “looking into the problem.” The application devel-
oper was concerned that they would lose market share if
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they chose to take down the fitness application completely.
Most of the leadership team spoke out against public disclo-
sure of the breach, but Mike pushed the issue. He wanted to
be fully transparent with the public without divulging any-
thing that would encourage another attack or empower
another breach.

The security team and consultants first decided what
elements of the breach could safely be disclosed in their ini-
tial public announcement. Mike then consulted with the
board of directors, and together, they made the difficult
decision to take down the application until it could be
deemed secure. They had learned that the Times would run
the story about the data breach in their evening digital news
cycle, and it would be included in the print edition the fol-
lowing morning. Mike was passionate that the company’s
loyal consumers learn about the stolen data first from the
company itself (instead of the newspaper), so the communi-
cations team went to work with the security team and legal
counsel to craft a press release to go out before 4 p.m. to the
media and the company’s clients across the country.

In the months that followed, the fitness company’s stock
dipped significantly, and they lost customers throughout the
third quarter, as they worked to recover from the data breach
and the subsequent fallout. They lost 25% of their subscrib-
ers to the company’s fitness application, but analytics showed
that week by week, they were slowly recovering that sub-
scription loss through new promotions and discounts. In
several audits of the company’s customers, the brand retained
high marks on value and consumer confidence despite the
national media coverage of the data breach. The culture of
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the company as the “most trusted brand in fitness” seemed
to indeed take over, and by the fourth quarter, earnings had
returned to pre-breach levels. The new application, by all
accounts, was more secure than it was in the initial launch.
The breach was eventually traced to a design flaw in the
application, and the third-party application development
firm had their contract canceled. Mike, Brittany, Sam, and
the rest of the organization learned the value of being trust-
worthy, but it came at a cost.

Critical Application Questions

What are some of the risks the fitness company ran
into by adopting the policy of full disclosure? How
would you advise Mike, the CEQO, differently?

What do the company’s actions do to encourage
consumer trust?

Do you agree with a disclosure policy? Is it cor-
rect to take the application down until it is deemed
secure? What could have been done differently?

How do the actions of leadership in this scenario
inspire trust?

Can you think of some examples of companies
that handled a breach differently? How did it impact
your trust in them?

If you are an industry practitioner and have expe-
rienced a similar situation, explain how it was handled
by your superiors. Did you agree with their course
of action?
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What are some day-to-day actions that managers
and leaders can take to build trust and inspire a cul-
ture that is prepared for the types of crises presented
in this case study?

How are the principles of trust we have discussed
in the chapter handled by each of the characters in
this scene (such as Brittany, the communications
director; Sam, the CISO; and Mike, the CEO)?

Does your organization have written incident
response procedures for a cybersecurity incident? If
so, have you read them? What do they say about
decision-making and communication during a breach?

Do you have any recommendations for your own
organization about improvements to your incident
response procedures based on the case studies in this
book or other things you've learned?

Does your organization have a culture of trust,
honesty, and open communication that encourages
candid conversations about concerns or mistakes?







CHAPTER

There Is Strength
in the Pack

“I will not be a lone wolf but will instead work
collaboratively with my peers and superiors.”
— The Cybersecurity Code of Honor

“Alone we can do so little; together we can do so much.”
— Helen Keller

“It is the long history of humankind (and animal kind,
too) that those who learned to collaborate and improvise
most effectively have prevailed.”

— Charles Darwin
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onah was a rising junior cybersecurity analyst at a

New York City investment firm. He had graduated from
one of the top cybersecurity university programs in the
United States a year ago and was already taking on new
initiatives with responsibilities far beyond his years at the
firm. Even the chief information security officer (CISO) at
the firm, Shelby, was taking notice of Jonah’s work. Jonah
operated on a team with three other security specialists who
were seasoned professionals: Tom was a security analyst
with eight years of experience; Selah was the current team
leader, a former developer who had been working in
cybersecurity for more than a decade; and, finally, there was
his friend Moses, who had come to the firm after serving in
a cybersecurity role in the U.S. armed forces. It was a
competent team with good leadership that generally worked
well together. Rumor had it that Jonah was up for a review
and likely promotion to team leader in the coming weeks.

But the following Monday found Jonah sitting in his
CISO’s office early in the morning for an urgent meeting.
This face-to-face talk wasn’t about an expected promotion.
In fact, Jonah’s boss was in a somber mood. Shelby informed
Jonah that he had violated several of the organization’s
security policies and procedures, and there was no way
around a termination. Of course, Jonah presented his case
and tried to explain his intent, but it didn’t matter—he
couldn’t argue the facts. The organization had just suffered
a terrible breach that was still unfolding and proving very
costly. It was also a breach that could have been contained
if Jonah had simply gone to his team instead of trying to
handle it on his own.
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On Friday of the previous week, just after 1 p.m., Jonah
identified a malware alert and began to dig into its cause. He
quickly diagnosed it as a minor malware infection of a seem-
ingly unimportant workstation. With a sure promotion
upcoming, the rising star decided that he would handle this
on his own rather than alerting his team. It was a decision he
made quickly and without much reflection. He was eager to
impress his superiors. He investigated the issue by looking
up the specific variant of malware on the Internet. He found
a couple of descriptions of it, but they were contradictory,
confusing Jonah for just a bit. Still, he moved forward to fix
the situation without help. He was able to pinpoint and
eradicate the malware with ease, and the entire case seemed
to wrap up quickly. He considered that the resolution came
almost too quickly, but he chalked it up to his proficiency as
an analyst. He marked the matter resolved and closed out
his week by writing up a short status report on what he
accomplished. Absentmindedly, he didn’t mention the small
malware incident in his report that he emailed to his team
leader, Selah, and his CISO, Shelby.

By Monday morning, the entire I'T department, from
security to development, was in five-alarm crisis mode.
The “small infection” Jonah had marked resolved was far
from it. In his inexperience, Jonah had failed to investigate
other areas of the system that were connected to the issue.
He thought he had contained it by removing one file. But
in his haste, he had left a much larger set of malicious files
on the system, which allowed a group of cybercriminals
from Eastern Europe to move laterally to compromise
other systems while hunting for sensitive data about
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financial customers. Ultimately, data from more than six
million of the institution’s clients had been stolen.

So, rather than the anticipated promotion, Jonah was
going to be terminated. The CISO would later use Jonah’s
mistake in a talk at a security conference to point out the
necessity of being a team player in the cybersecurity field.
Jonah excelled in his specific area as an analyst, but he
couldn’t see the more comprehensive picture that someone
more experienced with different specializations may have
noticed. If he simply would have taken the case to another
team member to verify his assessment, the breach could
have been identified as much bigger than he assessed, and
the eradication could have been done much more thor-
oughly. Jonah was doing something we are all tempted to do
from time to time. He was going at it alone. He was doing
all the work because he wanted the individual accolades. In
the process, he inadvertently violated the company policies
and procedures associated with even seemingly small mal-
ware infections, which should have been logged and reviewed
by others on the team. Even if a promotion had not been
anticipated in Jonah’s case, the temptation to handle a breach
on your own is still significant.

Jonah’s situation is not uncommon in our industry.
We've detailed before how we spend much of our time
operating independently behind keyboards and screens.
We often receive recognition for our skill set and our inge-
nuity as individuals. But at the end of the day, cybersecurity
requires a team-first mindset. Our industry has become so
specialized and complex that no one person can manage the
vast scope and intricacy of the work alone.
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We’ve addressed the truth that cybersecurity prob-
lems are human problems and that we all deal with our
own human zero-day vulnerability that can be mitigated
only by leaning on each other. Wisdom from Rudyard
Kipling’s fungle Book, “For the strength of the pack is the
wolf, and the strength of the wolf is the pack,” seems to fit
well in our approach to cybersecurity. There is strength in
numbers. We need other people to be successful, which
begins with a healthy level of self-awareness, humility, and
relationship-building.

No Room for Know-it-Alls

No one likes a know-it-all. To most people, a know-it-all
comes across as unlikable. Unfortunately, there are larger
problems with know-it-alls than likability. It begins with the
need for heightened self-awareness. Think of the first steps
in 12-step recovery programs: they begin with the admis-
sion of not having all the answers. This self-awareness is
essential for cybersecurity practitioners and leaders. But this
humility must run deeper than a simple admission of our
own limitations. We must constantly and actively remind
ourselves that we do not and will not have all the answers. We
must adopt the mindset and practice of always questioning
assumptions and being intentional to seek out the wisdom
of others.

A prominent business leader in our community once
remarked to us over dinner about the qualities he looks for
when he hires managers. His approach is that what they know
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isn’t always as important as what they want to know. He
explained that if he talks with a potential manager who
believes they know everything already, he would bet on fail-
ure in the long run. Why? Because if you don’t believe you
can learn from others, you won’t be willing to lean into their
strengths. Professional success requires the humility to
know that other people are necessary to solve problems and
achieve the collective goals of your security team.

As a leader, you might consider the practice of assigning
teams of two people to work together on a project, espe-
cially in the areas of penetration testing and incident han-
dling. Such an approach not only fosters cross-training, it
also provides accountability and verification. If you are
working in the C-suite in a commercial organization, you
likely have the option of gaining wise counsel from some
combination of members of your board of directors, CEO,
and peers in senior leadership.

As a practitioner, stay hungry to learn from others. As
the field of cybersecurity becomes more and more special-
ized, it has become virtually impossible for one person to
know everything they need to know to get the overall job
done. Not having all the answers is not a weakness. Instead,
being able to ask questions and seek the input and perspectives of
others is a tremendous strength.

We encourage practitioners to find ways to share their
day-in and day-out decisions with members of their team.
In the case of Jonah, from the start of this chapter, a simple
phone call or chat session with one of his teammates to help
him weigh in on that specific malware could have mitigated
a disastrous situation. The old wisdom is true: pride comes
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before the fall. Put another way, there are two kinds of
cybersecurity professionals: those who are humble and those
who are about to be humbled. We all make mistakes and
misjudgments. We need to make sure they aren’t a result of
complacency, arrogance, or the false assumption that we
know it all. Whether you lead or are on the front lines, there
is no room for know-it-alls. Seek the help of others.

Making Informed Ethical Decisions
with Input

You will make better ethical decisions if you consult with
trusted individuals on your team and in your life. You must
use discretion and respect confidentiality agreements. Yet,
when an ethical dilemma arises, it is wise to bounce ideas,
concerns, and possible plans of action off of colleagues on
your team or those in leadership. If you are in leader-
ship, trusted people who report to you can be invaluable
sounding boards for making better decisions. Receiving
the counsel of others will almost certainly identify issues
and considerations you had not taken into account or
angles that may even surprise you.

Both of us rely heavily on the wise counsel of friends,
peers, and people who report to us to help keep us on the
right path. Such advice can be especially helpful if the folks
you seek are grounded in a known, well-understood, shared
ethical framework, such as the Cybersecurity Code of
Honor. In a way, these advisors are like a garden that you
need to carefully plant and painstakingly tend to, which will
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yield abundant harvests for you over time. You also need to
give back, helping others in your circle of advisors work
through their own ethical dilemmas.

Why Teamwork Really Does Make
the Dream Work

Many cyber leaders and practitioners put their heads down
and try to plow through difficult problems alone rather
than interact collaboratively. To change this dynamic,
thought-leading organizations establish policies, pro-
cesses, checks, and balances to compel and reward collabo-
rative work. The silo mentality is natural, so it requires
intentional leadership, structures, and decisions to break
down the mindset that naturally wants to emerge. At Paul’s
college, we make sure that significant decisions are always
made collaboratively. And at Ed’s firm, there are strategies
to ensure that every project we take on is a shared project.
This is neither pollyannish nor an inefficient approach to
work or management. It also isn’t specific to cybersecurity.
It is a necessity for long-term success.

Let’s step outside the cybersecurity space and examine
some of the superior work done in teams.

Even in the most individual of sports like tennis, you
will often hear Wimbledon tournament winners recognize
their team after a victory. No matter how elite the individual
athlete, they understand their trainers, their nutritionists,
and even their sponsors have helped enable their accom-
plishments. In a culture that celebrates individual success,
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we are remiss to ignore the reality that no achievement is
truly accomplished alone. No matter how dominant an ath-
lete Michael Jordan was on a basketball court; he couldn’t
have won six NBA championships without Chicago Bulls
teammates like Scottie Pippin, Horace Grant, and Steve
Kerr or a coach like Phil Jackson. As brilliant a vocalist as
Ella Fitzgerald was, she worked with elite musicians and
songwriters to deliver some of her most memorable perfor-
mances. As revered as Steve Jobs is for driving innovation in
the tech world, he still needed Woz, Hartmut Esslinger, and
Jony Ive to help him create an engineering and design aes-
thetic that set Apple apart for decades.

Whatever we believe about success, it is not a lone-wolf
endeavor. Bestselling author Malcolm Gladwell, who has
studied success in many areas of life, points out that “Suc-
cess is not a function of individual talent. It’s the steady
accumulation of advantages. It’s bound up in so many other
broader circumstantial, environmental, historical, and cul-
tural factors.” As leaders and team members, we contribute
to creating the environment and culture for high achieve-
ment to germinate. Working in a team environment can
create a level of joy, healthy collaboration, and even friendly
competition that produces better results. Teamwork accen-
tuates shared experience, which builds community and con-
tributes to higher levels of job satisfaction. Collaborative
work surrounds us with people who bring different perspec-
tives and experiences to each task, creating a more informed,
well-rounded foundation for critical thinking, decision-
making, and better ethical choices.
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Managers and leaders sometimes can be the ones most
tempted to retreat to the silo space at work. For some, the
higher one rises in leadership, the less open they are to col-
laboration. There are practical reasons for this. Leaders can
operate on their own out of a sense of self-preservation.
Leaders often have put in long hours to rise to their level
and generally want to protect it. They can also default to the
idea thatit’s simply easier and faster to just do it alone, which
can be frequently true. Making tough decisions also lends
itself to a bit of isolation in leadership. These tendencies of
self-insulation and isolation for people in leadership happen
naturally unless we are intentional and proactive. The higher
you climb, the less populated that altitude will be. It is not
uncommon for CEOs to lack mentors and friends, which
also can lead to isolated decision-making. Your leadership
must include collaboration for long-term success.

The higher you rise in leadership, and the more respon-
sibility you are given, the greater the need to lean into oth-
ers and build trust with the team around you. This may
require a mindset shift that Jim Collins explains so well in
his book Good to Great: “Good to great leaders never want to
become larger-than-life heroes. They never aspired to be
put on a pedestal or become unreachable icons.” As leaders,
we want people around us who are given permission to ask
us tough questions and offer perspectives that we have not
considered.

While you don’t always need to argue, thought-
provoking conversations with good challenges and critical
thinking are vital for success. If we are or become



There Is Strength in the Pack 109

complacent or smug in our standing or success, we will tend
to surround ourselves with people who tell us what we want
to hear. We will carve out spaces where we can operate alone
and avoid the give-and-take of critical thinking. The higher
we rise, the more important it becomes to build trustworthy
teams, hire trustworthy people, and foster trustworthy men-
tors. We must be able to lean on others. Although it is true
that top leadership is often lonely, that does not mean it
must or should be for lone wolves.

The rapid expansion of the cybersecurity field and the
subsequent hyper-specialization of our work means no sin-
gle person can have the breadth of expertise and under-
standing required to manage everything. This applies to
leaders as well as practitioners. Here is an illustration of
how expansion in specific expertise necessitates collabora-
tion in business: Suppose Ann is an analyst at a company and
is an expert at doing host forensics. There is a high proba-
bility she will look at various network artifacts beyond the
host to analyze an investigation properly. This means Ann
will need the help of a network forensics specialist to figure
out the full scope of an investigation. In our opening illus-
tration about Jonah, he likely violated his firm’s procedures
when an incident occurred that would have required him to
collaborate or inform a team member who specialized in
another area. If you are in leadership, it is helpful to build
teams with varying skill sets. If you are a practitioner, it is
critical for you to lean on the expertise of other members of
your team and be available to offer your specialized skill set
to others when necessary.
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When Collaboration Breaks Down—Seeking
Allies in Your Organization

Sometimes collaboration and open communication break
down. We’ve seen numerous examples where someone in an
organization notices something that doesn’t seem quite
right from an ethical perspective. They consult with their
peers and maybe even their superiors and are told to ignore
it. Or perhaps the response is a little softer and gentler—a
disarming, kind “Pay no attention to that man behind the
curtain,” as the Wizard of Oz said to Dorothy and her gang.
Or sometimes, peers or management don’t even respond at
all to issues that an employee highlights. You get the silent
treatment. What do you do then? Are you prepared to go up
the management chain or seek help from elsewhere in the
organization? It’s a common ethical question that comes up
frequently in our classes on cybersecurity.

Situations like this illustrate the value of security practi-
tioners having a solid relationship with people in your com-
pany outside of your direct reporting line but higher in
management in the organization. Perhaps you know some-
one in the C-suite, or you might have an acquaintance in
your legal department. Perhaps you know a manager in the
audit team. Maybe you know someone in HR that you can
turn to for advice. If you don’t know folks from these differ-
ent groups, seek out and cultivate such relationships. With
friends and allies like these, you’ll have some alternatives for
getting advice on sticky ethical situations you may encoun-
ter. Alternatively, some larger organizations have special
hotlines or people dedicated to helping employees address
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such concerns, especially issues associated with ethics and
organizational integrity. Find out if your organization does
and learn the guidelines for requesting such assistance.

Of course, if you choose to go outside of your normal
reporting structure to point out a potential ethical lapse,
there could be serious consequences. By doing so, you may
burn one or more bridges, so you want to make sure you
consult with your supervisor and potentially peers to ensure
you are properly understanding and interpreting the facts of
the situation. Also, it 7zzay be worthwhile to indicate to your
boss or peers that you are considering calling someone in
your organization outside of your group for their advice.
This may help to get their attention, but it could also back-
fire, drawing ire and negative consequences for you, and, of
course, your boss just might tell you not to do it. These are
indeed complex, murky, and potentially dangerous waters,
but they are important. Consider this carefully, and you may
even want to bounce some ideas off of a mentor you have in
or outside of your organization, respecting nondisclosure
agreements, of course.

The Power of Mentors

One of the primary ways we develop as professionals and
stay away from the silo, or lone-wolf mentality, is by engag-
ing teachers and mentors. Indeed, one of the best things you
can do to help improve your ethical decision-making overall
is to establish a relationship with one or more trustworthy,
wise mentors. For such mentor relationships to work, the
process must be proactive and intentional. It is much easier
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to focus on your work and keep your own counsel. We think
there’s a better way, which involves having relationships
with people to whom you can turn to with your ethical,
technical, career-specific, and even relationship questions.

A good mentor will provide valuable insight into what
really matters in your life and career while moving you
toward a strategic balance of competing influences. A good
mentor can also be a source of accountability as you face
ethical dilemmas in your work. Mentors can be invaluable
to your development as a professional and as a person.

Mentors have played a huge role both in our careers and
in our personal lives. They mean so much to us that we want
to take a minute to tell you about two of them who have
made profound impacts on us, respectively.

Tom Hammon was the area director of an organization
called Young Life when Paul was a student at the
University of Cincinnati. In his role as a volunteer leader
with Young Life, Paul recounts how Tom regularly met
him, trained him, and invested in their relationship,
which allowed them to discuss anything and everything.
One particular conversation was catalytic and ultimately
influenced Paul to pursue being a college president. To
this day, more than 40 years later, Paul still credits his
mentor’s encouragement and affirmation for embolden-
ing him to follow career avenues that he would not have
been confident enough to otherwise seek.

Alan Paller was Ed’s most influential mentor. Ed carefully
listened to Alan’s advice, making sure to ask good ques-
tions and following through by implementing what he
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learned from Alan into his career and family life. While
Alan’s mentorship of Ed began specifically with cyberse-
curity industry advice, over the years, it grew into broader
“how to run a business” advice and finally to relationship
and family advice, which was life-changing for Ed.

We can trace the influence of these and other mentors
in our lives and careers that led the two of us into positions
where we can collaborate on this book and be part of intro-
ducing the Cybersecurity Code of Honor to the World.

It is important for you to seek out those who are wiser
and more advanced in their journey because the breadth and
depth of their experiences will prove to be invaluable. These
are people who can ask good questions, and both encourage
and challenge you in a healthy way. These are people who
can help you become the best version of yourself—someone
with whom you can be honest and to whom you are willing
to be accountable, a person who can help you maintain your
sense of ethical integrity as you navigate your career.

Finding mentors is an intentional process that requires
effort. We offer a couple guidelines for identifying and
developing a working relationship with someone who might
be a good mentor.

Step #1: Identify who you want as a mentor. A mentor has
more wisdom and/or years of experience than you have. Itis
someone who doesn’t see you as a competitor for clients or
promotions or feels threatened by you professionally. While
your supervisor may have a mentoring role in your profes-
sional development, we encourage you to find someone
outside of that direct-report relationship. If you work in
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cybersecurity, try to find someone who is at least five years
your senior in the industry. A mentor is also someone you
admire for the right reasons—someone you have observed
following the ethics and principles included in the Cyber-
security Code of Honor. You want someone who is wise and
deserves your respect.

Mentors can be specific to one area. Maybe you can find
a mentor in a specific technical area, such as software devel-
opment, and then another mentor who is great at managing
people. A mentor does not need to be limited to your pro-
fessional life. A mentor can also provide perspective and
wisdom regarding marriage, parenting, and/or your per-
sonal health.

Step #2: Make it easy for the mentor. Reach out to them to
determine a time and location that will work best for them.
If they can meet only before work, then ask to buy them cof-
fee at 6:45 a.m. somewhere convenient for them. You may
have to go out of your way to meet them at their office for
20 minutes in between meetings. Remember, these people
have the wisdom you want, so be thoughtful not to make
inconvenient requests of them. A chief financial officer
(CFO) friend commented that a young auditing profes-
sional asked him if he would be willing to be a mentor and
then followed up by sending a rather demanding meeting
request. Needless to say, those demanding requests didn’t
work out well for him. Every year, Ed gets a few mentorship
requests from people in the industry. Ed is happy to help
where he can, but he’s often only available at 6:30 or 7 a.m.
Several times, would-be mentees have sighed and pro-
claimed, “That’s just too early for me!” We do hope they
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found other mentors, but Ed feels sad when issues like these
get in the way of solid mentor relationships.

Step #3: Follow through on your mentor’s advice. Remem-
ber, if these people are good enough to offer you their time
and be a mentor, you should be attentive, take notes, and
follow through. Whenever you meet with a mentor, espe-
cially a professional mentor, you should come to the meet-
ing prepared with good questions to ask. It is OK to have a
notebook and jot down what they say at times. Don’t feel
sheepish about it because it is not cheesy—it is smart and
respectful. In most situations, it is important to reference
and revisit at least some of the advice you receive from a
mentor relationship. Remember, this isn’t exactly a friend-
ship, although it’s great when those develop. If someone
agrees to mentor you, they want to have a positive influence
on your career or life. Communicate with them about how
you are implementing their wisdom and advice in your life.
Thanking them is a basic, essential courtesy, but follow-
through is just as important.

Beware of Rattlesnakes

Success doesn’t happen in a vacaum. No matter how hard
you have worked to get where you are today, you didn’t get
here on your own. We need a team. We dare not try to do it
on our own. Our friend Matt recalls flying out to Colorado
Springs for business and being put up for a night on a prop-
erty adjacent to the stunning Garden of the Gods geological
formations. An avid runner, Matt woke early the next morn-
ing, laced up his running shoes and began to run up a
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beautiful nature trail just a few feet from the back entrance
of the property. He explains that he wasn’t quite 30 feet into
his run when he rounded a corner to be stopped by a large,
unmistakably clear sign at the narrowed entrance of the
long nature trail. The sign read, “Beware of rattlesnakes. Do
NOT hike alone.” Our Midwestern friend explains how
quickly he made a U-turn and promptly returned to the
safety of his room and unlaced his running shoes, deciding
he would opt for a rest day rather than risk coming face-to-
face with a rattlesnake.

Experienced mountain climbers offer a similar senti-
ment about the dangers of going it alone. Climbing is tech-
nical, dangerous, and complicated. No matter how seasoned
you may be as a climber, it isn’t really a solo endeavor. As
you plan for the expedition, you look for people whose
strengths can complement your weaknesses. You look for
younger people who may have higher fitness levels that will
be helpful for certain stages of the climb. You look for older,
wiser, and more experienced climbers who have navigated
similar terrains. If you are fortunate, you will find people
who have climbed that mountain before to go with you as
well. You want to have guides who can help you navigate
the weather patterns and changing conditions the moun-
tain will bring at different altitudes. It is unwise to climb
mountains alone. We aren’t gearing up for a climb, but the
perils of cybersecurity have real consequences. There are
metaphorical rattlesnakes on the trails we hike. The threats
in cybersecurity often emerge faster than we can imagine.
"To be the best we can be, we must lean into the strength of
the pack. We really do need each other.
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Code-Critical Application

Read the following case study and answer the ques-
tions applying what you have learned in this chapter.

Case Study: Graded on a Curve? The Security
Audit Checkmark

Senior security managers at a national retail merchant,
Sofia and Ron were walking to the parking lot, heading
out for the off-site department meeting when the notifica-
tion came through their phones from the lead auditor,
Jalen, that they had passed the major security audit from a
third-party I'T audit firm. Sofia and Ron each led their
own security teams and had worked at the company for
more than five years. “That can’t be right,” Ron said to his
co-manager.

The two jumped in the car to drive to the off-site plan-
ning meeting with their CISO, Gina, and the rest of their
security team. The chief information officer (CIO) had
scheduled their afternoon to plan several new initiatives to
be completed by the close of the fiscal year. The board was
forecasting the budget at next week’s meeting and wanted
specific objectives in place. The national retail merchant
was rolling out a revamped consumer mobile app and online
web presence at the end of the year, and all resources were
being invested in these areas. The passing audit grade was
the green light for a host of technical innovations that the
security team would have to support.
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After lunch at the meeting site in a private dining
room, the CISO, Gina, congratulated her two security
teams led by Ron and Sofia on passing the security audit.
They all took a moment to open their computers and
look through the report. The company passed with only
minimal, superficial changes required, receiving a much
coveted “satisfactory” rating on the cybersecurity audit.
Gina explained that they could implement the changes
rather quickly and would be given a clean bill of health.
She said that they would be putting their resources toward
the consumer-focused launch and wouldn’t be revisiting
the audit in the coming weeks. At this point in the meet-
ing, several folks on the team started discussing the audit
quite passionately.

"Technical team members began to voice concern about
how the auditors inexplicably missed several significant
security issues. Ron spoke up in support of his staff and
told Gina he didn’t agree with the passing grade. He felt
the auditors had graded the company on a curve. Members
of Ron’s team had concerns that the auditor overlooked
three significant vulnerabilities. On the other hand, Sofia
and most of her team felt that the company had done
enough to pass the audit. They weren’t worried and wanted
to move on to the next project conversation. The room
was divided. Finally, Sofia responded to Ron’s concerns; if
the auditors were hired to identify flaws and believed the
company was secure, then why make their jobs more com-
plicated and question it? After all, Sofia reminded the room
that the company’s goal is not security; it is truly innova-
tive retail.
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A heated argument broke out in the room, and Gina
finally stepped in. She told the team they would take the
next hour to review the audit and look at Ron’s concerns.
Gina had been with the company for 12 years. She was a
seasoned leader and former penetration tester who had
come to the security division working her way up to the
CISO role. She had also hired Ron, a former programmer,
and Sofia, an all-star hire from a renowned university cyber-
security program. She trusted both as team leaders and
respected their opinions. The security group abandoned the
planning meeting instead to review the audit.

After an hour of intense discussion, Gina made the call.
The team was going to focus on the task they were given
from their CIO, Brandon, to prioritize the goals for next
quarter’s application rollout. Ron was furious. He and sev-
eral members of his team were certain that the audit was
overlooking specific vulnerabilities that could hurt the
organization and its customers. He followed Gina to her car
and once again voiced his concern about the audit. Gina
told him she would approach her superior, the CIO, about
the issue the next morning.

The next morning, Gina called Ron into her office and
informed him that the CIO, along with the leadership team,
had been very direct in response to her questions about the
audit. They had passed, and that was the end of the story.
They were not to dedicate division resources to any issues
surrounding the audit other than the minor tweaks and
patches that had been recommended. In response to this
news, Ron handed her his report detailing the vulnerabili-
ties he felt had been overlooked in the audit. He explained
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his assessment that the company could be putting millions
of consumers at risk. Gina lost patience with Ron and told
him to drop his complaints and follow through with what
he was supposed to accomplish. She said the company had
bigger concerns and would reprimand him if he wasted
any more time discussing the audit. Ron stormed out of
the office.

Gina wasn’t particularly concerned about his behavior.
They had been through some very stressful situations
together, and Ron’s passionate response wasn’t unusual.
Sofia dropped by Gina’s office later that day, and they dis-
cussed the report that Ron had compiled. Sofia agreed that
Ron’s view of the potential vulnerabilities was exaggerated.
She also told Gina that Ron’s home situation wasn’t going
well, and he was probably dealing with a lot of stress.

Ron returned to his office that day and went about his
business. Several of the members of his team came by to
voice their support for him standing up against the audit’s
findings. But they had their marching orders, right? After-
hours that evening, Ron pulled up his audit research from
the night before and the potential vulnerabilities. He poured
over his analytics again and just shook his head. There were
three major issues that could lead to a breach. The team had
discussed each earlier in the year and the audit simply over-
looked them. It wasn’t his imagination. He was convinced
that the giant retailer was putting too many consumers at
risk. They had the personal information and credit card
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numbers of more than 25 million consumers! As he drove
home that night, he decided he just couldn’t let it go. But
how should he handle it? Was he seeing the situation all
wrong? Did Gina know things about the environment that
he didn’t? Was Sofia right that he was exaggerating the level
of risk? They both had more experience than he did. But,
after all, Ron had taken a job in cybersecurity to pro-
tect people.

He thought of his friend from college who wrote for a
national tech news organization and sat down at his com-
puter. He typed up an anonymous email detailing the shoddy
audit, the potential breach risk, and management’s subse-
quent decision to shrug their shoulders and put so many
consumers at risk. He saved the email as a draft on his
personal laptop. He then typed up an email to his CIO,
Brandon (Gina’s boss), and attached his analytics report of
the potential risk. He detailed why the company had to
reconsider the audit and commit resources to fixing these
vulnerabilities. He sat back for a minute after editing that
email and saved it as a draft. Finally, he wrote an email to the
director of the audit team, Jalen, attached his analysis, and
then detailed what he felt they had missed during the audit.
He saved the email as a draft. After Ron had finished the
three email drafts, he closed his computer. He would get a
good night’s sleep, eat breakfast, and then decide which
emails to send in the morning.
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Critical Application Questions

What direction should Ron take in the morning
with his assessment of the audit? Which one is the
most ethical?

How can you apply the lessons of this chapter to
Ron’s dilemma?

Have you been in a situation like this before?
What is Ron’s responsibility to his CISO? What is his
responsibility to the company’s customers?

What do you think of the CIO’s handling of the
objection about the audit?

Is it ever ethical to be a whistleblower? Are there
other ethical concerns to consider in this situation?

If you were the CISO, Gina, how would you
handle Ron and his report? How would you respond
if Ron sent any of the three emails?

Have you been involved in a situation like this?
Have you seen a passing audit that you disagreed
with? How did you handle it?

What do you think of Sofia’s objection that they
are a retail company rather than a security company?
Is she right that they are overemphasizing the vul-
nerabilities the audit missed?

How do you check yourself and your work when
up against opposition?




CHAPTER

Practicing Cyber Kung Fu

“I will endeavor to exercise patience, wisdom, and self-
control in all situations.”

—The Cybersecurity Code of Honor

“Patience is the road to wisdom.”
— Kao Kalia Yang, author, public speaker, and teacher

“You have power over your mind, not outside events.
Realize this, and you will find strength.”
— Marcus Aurelius, Roman emperor

ared paced slowly with his coffee in hand until he stood
at the corner of his long stand-up desk. He looked
through the glass window to see Jill, his CISO, on the
phone a few workstations away. Jared was a lead security
analyst for the fastest-growing crowd-funding start-up on

123
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the planet. He looked back to his screen to slowly reread
one more time the email forwarded to him and assess its
legitimacy. He had handled enough cyber incidents in his
time to recognize this was not a prank. Luka, the company’s
new system admin, came running from the corner office
in a panic. “Did you see our About page?” he yelled to
Jared and anyone who would listen. Jared took a slow,
deep breath, “I am looking at the attacker’s communication
right now.” Raise-a-Fund’s About page had also been
transformed from a colorful and inviting informational
landing spot into a concerning black screen with the
picture of an angry red troll holding up one prominent
finger in a defiantly obscene gesture. Their attackers also
sent along an email providing evidence that they had
possession of 22 million consumer credit card numbers.
All signs were pointing toward a disastrous situation.
Members of I'T and the security team were leaving their
workstations and moving toward the CISO’s office. Jill’s
staff had been recruited from various industries but had
been together only a short time since the company was just
a year old. In a few minutes, they were all gathered around
the stand-up conference table for an emergency response
meeting. Jill allowed her senior analyst Jared to explain that
the attackers were giving them 48 hours to pay the ransom
or they would release the millions of credit card numbers
and identities to the dark web. They had also promised to
take full control of the company’s website—and had already
demonstrated they had the ability to do that with their
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stunt on the company’s About page. One of their specific
demands in the note was that law enforcement should not
be involved.

The company was so new that it did not yet have a plan
in place for such an event, and this was becoming a desper-
ate situation. The intensity was high, and the panic level
was elevated. One analyst, Tony, began texting with their
outsourced security firm. Their forensics team was already
at work, and an early hypothesis suggested that the attack-
ers were able to get in through a third-party accounting
vendor, but the forensics team wouldn’t be able to confirm
that for several hours. The attacker group had been identi-
fied as a team from Europe who had notoriously hit several
large start-up organizations in the past six months. Jill
knew the group was a legitimate threat. The attackers had
warned that any interference would result in the consumer
data being released and the entire site being taken down.

The founder and president of Raise-a-Fund, a start-up
mogul and web expert, needed to be informed along with the
company’s legal team. Jill wanted to gather all the necessary
facts before she headed into the emergency executive team
meeting. The entire situation seemed to be spinning out of
control, and she knew dealing in facts was paramount. The
team hadn’t practiced handling a breach and had only cursory
discussions of what they would do, so Jill had no idea how
their billionaire president would respond to the extortionists’
demands. Would they pay? Would they want to contact law
enforcement immediately? There were so many unknowns.
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She gathered everything they knew into one tip sheet
so she would be well-informed for her meeting with the
founder. As she pulled her own team together to assemble
the tip sheet, there was a breathless energy in the room. She
knew that everyone must work quickly, but she looked to
her team, speaking in a very calm, confident tone. “Let’s all
take a deep breath and make sure we are thinking our way
clearly through this,” she paused and smiled reassuringly at
her team again, saying, “It will be OK.” She was intent on
trying to project a sense of calm and confidence to her team.
The security team hustled back to their workstations, each
with specific marching orders, and Jill returned to her work-
space. She sat down and took a moment to gather her
thoughts. She knew from her experience the best thing she
could do would be to move forward with a calm, cool, and
collected attitude about this crisis. She needed good “kung
fu” now more than ever.

This scene may be unfamiliar to a young practitioner,
but seasoned cybersecurity professionals will understand
how quickly a day can go from enjoying a latté and observ-
ing the fall leaves turn red and gold outside the office win-
dow to being in the middle of a full-blown crisis. The nature
of the cybersecurity business brings with it high-pressure
and high-stakes situations that arrive without warning. This
is the natural landscape of cybersecurity life. Things can go
wrong, and when they do, they usually go wrong quickly.
There is no such thing as being 100% secure in a world with
highly skilled, clever, and surprisingly malicious cyberat-
tackers lurking in every corner across the globe.
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For the cyber professional, dealing with instability and
even chaos can be part of your day-to-day work. Stress can
come in waves, and it can present on several fronts. First,
we face the ever-present realities of the cyber arms race.
When it comes to cybercriminals, it is often “us against
them,” and our defensive measures will always be breath-
lessly sprinting to keep up with the strategies of our deter-
mined adversaries. This introduces all kinds of tensions,
and it also places pressure on our day-to-day decision-making.

We also have to walk in the constant tension of protect-
ing our business, clients, and shareholders while at the same
time not getting in the way of the business, clients, or share-
holders. For example, that new app may need to roll out on
the launch date given all the work done by the marketing
team, even as you are still developing its security as the
launch looms. Or that new point-of-sale system may not be
100% protected when it has to ship to meet contractual
requirements. Cybersecurity is the revenue-driving mission
of very few organizations. In fact, cybersecurity is usually a
cost center or the price of doing business. As one chief infor-
mation officer (CIO) in the medical community reminded
his staff, “Our mission is to provide great healthcare, not to
provide cybersecurity.” Of course, we in the industry know
that you can’t truly provide great healthcare without pro-
viding cybersecurity to patients and their data. But that’s not
a distinction that most of our organizations internalize or
even understand.

Ultimately, most of us in the industry must operate in
the tension of how to provide the best service while
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keeping our organization, clients, and consumers safe and
secure. These forces at work in our industry are constantly
pulling at us and can place us at the center of the storm ata
moment’s notice. We must have the fortitude to manage

this type of work.

Essential to Success: Patience, Wisdom,
and Self-Control

We suggest that you cannot operate successfully in the
natural tensions presented in cybersecurity without a well-
developed sense of patience, wisdom, and self-control.
We say developed because, like other ethical practices, these
are essential skills that can (and need to) be learned and
strengthened.

Although we think of kung fu primarily as a martial art
in the West, the meaning is actually broader. In China, kung
fu is rooted in the idea of study, learning, or practice that
requires patience, energy, and time to complete. In its origi-
nal meaning, kung fu can refer to any discipline or skill
achieved through hard work and practice. This type of dis-
cipline captures a need for cyber professionals, particularly
in the area of ethics.

Without developing these skills, we cannot effectively
handle the pressures of cybersecurity work. Good decisions
are not possible when we operate in a state of anxiety or
panic. If you are new to cybersecurity, you will find it impos-
sible to manage the fast-paced, high-pressure, critical-
stakes situations that are common to your work without
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these qualities. They are key to your professional success
and, perhaps, the success of your organization. We can
exercise these critical attributes with consistent application
of principles and practices. Our hope in this chapter is to
provide some practical ways to develop and exercise these
attributes.

We think the most reliable way to put these qualities
into action is through having, knowing, and executing a
well-thought-out and rehearsed plan. History provides the
best illustration and lessons that can be learned, especially
when considering the tragic story of the “unsinkable” pas-
senger liner Titanic.

Remember the Titanic

In April 1912, the luxury ocean liner considered unsinkable
struck an iceberg in the North Atlantic Ocean while on its
way to the United States. As the ship went down, more than
1,500 passengers went with it; only 700 people survived.
Later, it was discovered that there wasn’t any type of emer-
gency response plan in place for such a crisis. In fact, there
weren’t even enough lifeboats on board to carry all of the
passengers. In the middle of trying to load the women and
children on the handful of lifeboats, the crew made quite a
few mistakes. Nearly all of the lifeboats were launched into
the water only half-full during the absolute panic of the ship
going down because the crew felt that fully loaded lifeboats
would be far too heavy to be lowered into the water."?
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One of the stunning realities of the Titanic disaster was
that no emergency drills were carried out on board before
or during that voyage. The plans were not rehearsed. In
fact, the ship’s captain, John Smith, canceled one scheduled
lifeboat drill that was supposed to take place the morning
before the Titanic sank. He canceled the drill because he
wanted to deliver one final Sunday church service before
his retirement. One wonders how many more lives may
have been saved if they had just done one simple emer-
gency drill. The sinking of the Titanic actually caused global
outrage and led to some international nautical policy
changes that still exist today. From that point on, every ship
had to have enough lifeboats to evacuate every passenger.
Rules and regulations were enacted to ensure that crews
prepared sufficiently for this type of naval disaster.

The great irony of the Titanic narrative was the belief
that the ship was unsinkable. Let us take note. No matter
how secure we believe we are, there are icebergs nearby.
Your systems may be relatively well secured, but they are #ot
unhackable. You will almost certainly get hacked, and per-
haps in a completely unanticipated and novel way.

Remember the Titanic. You need a clear and rehearsed
plan for various kinds of cyberattacks, and you must consist-
ently rehearse your incident response plan. Regularly sched-
uled practice helps strengthen the muscles of patience,
wisdom, and self-control. As the cybersecurity landscape is
in a state of constant change, it is also necessary to routinely
review those emergency response policies and plans to make
sure they are sufficient and up-to-date with the latest trends
in attacks and defensive techniques.



Practicing Cyber Kung Fu 131

A Few Principles for Emergency Planning

The familiar maxim “Failing to plan is planning to fail” is
also true in cybersecurity. We must expect the unexpected.
It is one of the exciting things about cybersecurity, which is
generally not a boring job. We have to be on alert, stay pre-
pared, and have a plan in place in the event of a crisis situa-
tion. Whether you are an entry-level analyst or a seasoned
manager in security, it is worth considering a few principles
and practices as you learn how to approach a situation with
patience, wisdom, and self-control.

* Understand the chain of command and maintain
clear communication. There should be a clear under-
standing of responsibilities at every level. The clearer
the decision-making and communication chain of com-
mand is prior to a crisis, the more quickly and succinctly
you and your team will respond.

* Be clear about the sequence of the steps. What if
the crew of the Titanic had known the appropriate
measures for loading people into the lifeboats to their
full capacity and how to lower those boats to the water?
Many of the attack scenarios in this book could have
been managed more effectively if the crisis responses
had been rehearsed.

* Know your role. Cybersecurity is a team effort. Great
teams are composed of people who know their part
and how to execute it. A great rock band comes
together perfectly with the lead guitar, rhythm guitar,
vocals, drums, and bass to create the perfect mix
of sound. Every successful organization has clearly
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defined responsibilities: leadership, public relations,
accounting, I'l} cybersecurity, physical security, and
more, all working to support each other. Lean into
each other’s strengths to find the wisdom you need
In a crisis.

* Practice makes you more perfect. When tensions
are high, and decisions need to be made at a fast pace,
it is helpful to know the steps. Just like fire drills,
active-shooter drills, or any high-pressure situations
your organization may face, it is essential to regularly
practice the execution of your response. Periodic,
regular tabletop exercises (T'TXs) are important in
preparing for attacks. A good TTX is a carefully
thought out, realistic scenario for your organization to
work through and ensure everyone knows the process
for handling incidents and their role in it. They also
help you commit each step to memory so that when
the stress is high, you can lean into the habits you have
created. When emotions run high, it is critical for
those ingrained habits from drills and practice to
take over.

Stay Calm, Cool, and Collected

We must be able to manage our emotions in difficult
situations. This is true of both leadership and frontline
operators. Composure is key, and it’s part of what leaders
look for in the hiring process. The more composed you are,
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the more valuable you are in a crisis. Research shows that
anger, excitement, and even sadness can affect the quality of
decision-making. Anxiety in your personal life can bleed
over into work decisions. Anger can lead you to make par-
ticularly high-risk choices. Emotion-based decision-making
is generally not constructive and, at worst, could lead to
terrible outcomes.

As leaders, there are few qualities more important than
composure in the face of a difficult situation. Jill, the CISO
in our opening story of this chapter, is a good model. As a
leader, you are the one who sets the tone for how others
will follow. Your team is watching you, and they will take
their cues from you, good or bad. If you are calm, cool, and
collected, your team will likely follow your example. In
both of our professional roles, we try to hire leadership-
level employees who have a well-developed sense of com-
posure. As a rule, the leader’s job is to solve problems, and
lack of composure is generally an obstacle to effective
problem-solving.

In Jonathan Haidt’s important book The Coddling of the
American Mind, he examines beliefs that are currently grip-
ping the rising generation of students, workers, and leaders.
These ideas have become increasingly embedded in the
American psyche: What doesn’t kill you makes you weaker;
always trust your feelings; and life is a battle between good people
and evil people. Haidt contends that these three Great
Untruths and the resulting culture he calls “safetyism” has
interfered with people’s social, emotional, and intellectual
development.
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We agree that the untruth of “emotional reasoning:
always trust your feelings” has gripped a large swath of the
public today and that it is a terrible trend. Too many deci-
sions are made on the basis of feelings rather than carefully
deliberated, rational, objective decision-making. What you
feel has some importance, but it has little cachet in good
decision-making. Emotions tend not to clearly reflect the
reality of a situation. As a rule, we need to set our feelings
aside in order to be objective. Objectivity is central to good
decisions.

If you want to stand out as a practitioner or leader, con-
sider that many people in an active breach situation will be,
internally or externally, freaking out in some way. If you can
keep your composure, you will be of great value and perhaps
noticed. Think about how you can remain calm and focused
in a way that will differentiate you.

Here are a few tips for high-pressure situations:

* Take deep, slow breaths. Work to center yourself so
that you can see the situation clearly. Slow, intentional
breathing also oxygenates your brain and makes you
more coherent.

* Speak slowly and in measured tones. Don’t exaggerate
and don’t catastrophize or project into an unknown
future.

¢ Communicate facts; refrain from speculation. Focus
on what is known because if you follow what is known,
you will be working toward a real solution.

* Make sure you get ample rest during times of
stress. Take a break every once in a while. Go for a walk.
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Call a friend. Take a nap or get a good night’s sleep to
clear your mind.

* Remember to balance your work and your personal
life. Stress at work can translate to stress at home, and
vice versa, unless you consciously and actively focus on
separating the two.

Each time we rehearse or experience a crisis, we are train-
ing for the next one. We are building muscle memory to pre-
pare us to respond with patience, wisdom, and self-control in
the biggest moments. We would argue that these are the
ingredients you need to make not just the right decisions in
your daily work but also the bold and courageous decisions
that can make a positive impact on the world around you.

During World War II, May 26, 1940, found a large
portion of the Allied army (mostly British, French, and
Belgian troops) perilously trapped by the German Army on
the shores of Dunkirk in Northern France. A newly elected
prime minister, who had just taken over for Neville
Chamberlain, found himself in a dire crisis. Retreating from
Adolf Hitler and his German army was not the start to his
leadership that he wanted. Furthermore, the shallow waters
off the shore of Dunkirk, the lack of ships, and the constant
bombing by the German Air Force made this an impossible
situation. A large portion of the Allied army could be wiped
out in days. In the face of this potential catastrophe,
Winston Churchill ordered the launch of “Operation
Dynamo.” Large ships could not get close enough to per-
form rescues, so small ships were needed to ferry the troops
from the beaches.
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The operations would begin with British Navy ships
and quickly become a movement of more than 700 small
ships, including privately owned small yachts and fishing
boats. While Churchill lamented that retreat was not some-
thing to celebrate, the operation was a victory in the eyes of
the world when 330,000 stranded soldiers were brought
back safely to English shores, saving so many lives and main-
taining the UK’ ability to fight another day. Churchill’s
clear and composed leadership under such pressure, along
with the incredibly calm work of evacuation by the sailors
and soldiers were the catalyst for what would be known as
“The Miracle of Dunkirk,” and would embolden the British
in their fierce resistance against the Nazis later in the war.
One crisis decision made with patience, wisdom, and self-
control helped change world history.

Our Job Is Not Revenge

We know there are seasoned cybersecurity professionals
who are paid to go off to some island and “hack back” a
group that has attacked an organization. There will be
times when active cybercriminals have screwed up and
exposed themselves for you and your team to consider
returning the damage that they themselves have inflicted.
The ethical dilemma lies in our response to that kind of
opportunity. For those of us in the commercial or civilian
world, it is not our job to take revenge. As security profes-
sionals, we are here to be the first line of defense. It isn’t a
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good idea to act as a vigilante in cybersecurity. Taking
revenge and hacking will undermine trust, which is the
most valuable quality of a cyber professional. Additionally,
acting as a vigilante and hacking back could get you into
some serious trouble—professionally, personally, and
legally. You may inadvertently hit the wrong target or
cause damage to an otherwise innocent organization
through whom the attacker has pivoted. Let’s be careful
out there!

Even penetration testing is part of a larger art of con-
structing defensive strategies to protect organizations from
harm. For those on the periphery of cybersecurity, it is
important to clarify that hacker isn’t a bad word. It is neu-
tral. There are good/ethical hackers and bad/unethical
hackers. All of the best cyber professionals we know are
great hackers. And therein lies the essence of the ethical
situation: we can use our skills for good or ill. Therefore,
we must commit to using our professional abilities and
resources for good and for defense only, including our
offensive hacking skills. When we turn our attention to
attacking an attacker and shooting back, we blur the lines of
who we are committed to be as professionals. In striking
back in vengeance, you may accidentally inflict harm on
innocent third parties.

Imagine that you are a nighttime security guard at a
large retail store. Your primary job is to protect the store
from loss related to shoplifting and to protect the consum-
ers in that store. The ethic of “never stealing” is essential to
the trust built in this area of work. So, what if you follow
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some thieves home who have stolen from your store and
break into their car to steal back from them? Of course,
once you, a professional committed to stopping theft, are
seen breaking into someone else’s property, your credibility
as the person standing between your company and property
loss will come into question.

No matter how long you have worked in cybersecurity
and what level of leadership you are in, never give your
superiors or clients any reason to doubt your integrity. If
you operate in a commercial or civilian government role,
resist the temptation to go on the offense against would-be
attackers. Leave that to law enforcement or the military.

Develop Your Cyber Kung Fu

The cybersecurity world provides a high-stress, fast-paced,
exciting line of work. Part of the fun is the adrenaline, excite-
ment, and satisfaction that comes from saving the day in
those hair-on-fire moments. The times we really get to show
off our skills are when we move from being a company cost
center to being a company rescue team. Your patience, wis-
dom, and self-control are at the heart of success and may
even help define your career.

Code-Critical Application

Read the following case study and answer the ques-
tions applying what you have learned in this chapter.
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Case Study: An Open Door: Vigilante Justice

Lisa and Noel are the senior officers in a technology com-
pany just outside of Austin, Texas. Lisa is the CIO of the
organization, while Noel is the CISO, and they are peers
in the organizational structure. The company designs sys-
tems for manufacturing groups around the world. Lisa’s
team has eight I'T professionals, and Noel’s team has three
cybersecurity practitioners. Both Lisa and Noel answer
directly to the president of their organization, Steve. On
Tuesday, as they are finishing their sandwiches, Lisa’s team
discovers an active attacker in their environment and
informs Noel. Noel immediately brings in Antoinette, the
forensic specialist on his team, and they quite quickly
determine the attack is originating from South America.

As Lisa and Noel meet with their staff and begin to go
through their incident response procedures, they are imme-
diately fascinated to learn the attacker is using a tool that
has a significant security hole in it—remote code execu-
tion—so they could take control of the attacker’s machine.
Noel is a talented security specialist and was one of the
world’s most sought-after penetration testers when she ran
her own consulting company. She has the expertise and the
hacking chops to use the attackers’ vulnerability against
them. They call Steve, the company president, to apprise
him of the scope of the situation.

During the call, Noel floats the idea that because they
have traced the attack and understand the clear vulnerability
in the tool the adversary is using, they may have an incred-
ible advantage. She proposes that they create a document
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for the attacker to steal. When that document is opened, it
will exploit a bug in the attacker’s toolset to gain code exe-
cution on the attacker’s machine. It will then search for all of
the data that has been stolen and delete it. Steve is open to
this proposal but wants to know the level of risk they may
assume with this type of unorthodox response to the attack.
Lisa objects to Noel’s proposed response, pointing out that
they already have clear policies and procedures in place that
they must follow. She wants to contact the authorities and
go through the steps that they have rehearsed for the past
year. Noel argues her case that not only do they have the
ability to delete what has been stolen, but they have the
right to do so before the attackers use that data or abuse
their customers. In fact, Noel notes, perhaps they have an
ethical obligation to do so to protect their customers using
every reasonable and available option. Also, Noel points out
that they could hack back and disable the attackers’ systems
rendering them unable to do anyone else any harm, thus
preventing damage to future victims.

Steve is fascinated with Noel’s approach to this current
crisis. It is an aggressive countermeasure to prevent the
attackers from having any impact on their business, and it
also protects the company and, even more importantly, its
customers. He tells Lisa and Noel that he needs a few min-
utes to consider this course of action but sees how it could
be the most beneficial response. Lisa objects again and
points out that most attacks are pivoted through a series of
other systems. She is concerned about the impact, legal and
otherwise, as well as the possibility of damaging other system
owners through the process of Noel’s unorthodox response.
When their document’s hidden code deletes their own data
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pilfered by the attacker, who’s to say that it won’t delete
other data, perhaps sensitive data of an innocent person?

She also has concerns about the limited amount of
information they have about the hacking group. For
instance, what if the group is financed by a foreign country?
What if the information they are stealing has implications
they know nothing about? Furthermore, as they gather
information on the data that has been compromised, are
they seeing the full picture of the breach this quickly? The
president ends the conference call and tells Lisa and Noel
he will make his decision on a course of action at the top
of the hour after he consults the company’s attorney. The
two head back to their teams to plan the next steps in
response to this attack.

Critical Application Questions

What direction do you believe the president should
take?

Is it ethical to hack back if they are sure they can
delete the stolen data?

What do you think of Noel’s objection about
other entities that could be affected by Lisa’s plan?

What are some other considerations that Noel
and Lisa did not present to Steve about the situation?

What are some objections you would make to
Lisa’s strategy? What do you think of them abandon-
ing the incident handling plans they have in place for
this particular situation? Have you been involved in a
situation like this? How did you handle it?







CHAPTER

No Sticky Fingers Allowed

“I will not steal and will do everything within my power
to prevent theft in all its forms.”

—The Cybersecurity Code of Honor

“A thief is a thief, whether he steals a diamond or a
cucumber.”

— Unknown Author

“The accomplice is as bad as the thief.”
— Unknown Author

ames is a young, bright, rising cybersecurity professional
who writes programs for detecting attacks at his regional
utility company called Energy Inc. in the midwestern
United States. Just four years out of university, he recently
accepted a job offer from a large New York City firm and
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submitted his two weeks’ notice to his current employer.
He will be taking a significant pay raise and moving up the
org chart in this big-city position. James has been busy the
last few days briefing his team and his supervisor on his
daily responsibilities. Fortunately, they are filling his role
with another member of his current team, so he is able to
help that person understand the scope of his work before
his final day at the company. It will make the transition
easier for the security team at Energy Inc. James is well-
liked by his team and supervisor, and his track record is
pristine. His chief information security officer (CISO),
Dawn, did all she could to retain James but understands the
allure of the New York City job. It is Tuesday of James’
final week, and the team is already planning a going-away
happy-hour celebration on Friday to send James off on his
new adventure.

James has started the usual process everyone undergoes
as they prepare to leave one job for another. Each evening,
he tosses several personal items from his workspace into his
backpack to carry back to his apartment. By Friday, his fam-
ily pictures, collectibles, coffee mugs, awards, movie posters,
and professional certifications will make the trek home, but
these aren’t the only items that James has decided to take
with him into his next position.

Last year, James wrote a unique intrusion detection pro-
gram for Energy Inc. that became wildly effective in identi-
fying a specific series of attack types. He casually thought
that because he authored the program, it is obvious that he
has the right to take it with him to his next job. Without
asking anyone at the company or even giving it a second
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thought, James uploaded the code to a cloud-based reposi-
tory, just like he had tossed his personal stuff into his back-
pack. It never occurred to James that there was an ethical
dilemma involved in this decision. After all, he wrote the
program so he could take a copy of it and use it else-
where, right?

James thinks the security program can be repurposed
and effectively applied to other industries, particularly for
his new employer. It could be a big early win to introduce a
version of it to the security team at his new job. And then,
who knows. . .maybe he’ll open source it to help the whole
cybersecurity community! James thought, “It’s all about
making the world a better place, you know!”

The CISO, Dawn, is closing down her day on Thursday
and has actually just answered an email about her star
employee, James, and the plan to celebrate his final day
when she receives a notification of potentially suspicious
activity from one of her other security team members. The
security team noticed an unusual file transfer to a cloud
storage system—something triggered a signature-based
intrusion detection system on their network. As Dawn
reviews the email, she realizes that this upload has come
from James’ workstation. A brief look at the upload shows
that the package included a series of strings for various
attack tools, which triggered the detection. But those
strings were actually part of the company’s detection pro-
gram that James built. Dawn shakes her head in disbelief.
She looks at the clock and realizes that James is probably
still in the office, but this conversation is not going to be a
casual one.
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Although James wrote the program, he did so on com-
pany time on company hardware for the express purpose of
defending the company network and systems. In Dawn’s
mind, this is a clear violation of ethics. She picks up the
phone to call Brent, the vice president of human resources,
to discuss the situation and how she should handle it.
The conversation with Brent prompts her next call to the
company’s internal legal counsel.

In the next few hours, right as he is about to finish his
last day of work, James will go from being celebrated to fac-
ing a lawsuit from his current employer. In a process that
will draw out over two years of litigation, James will also
lose his job at the New York City firm before he even has a
chance to begin his first day. Although Energy Inc. ulti-
mately decides to drop the charges, James’ career as a secu-
rity professional is tarnished. His story represents a common
dilemma in today’s cyber work culture. His rationale to take
the program because “he wrote it” (and ignore the reality
that it is the intellectual property of his current employer)
presents a perfect example of the hyper-importance of
maintaining clear boundaries about property in our indus-
try. We must avoid even the appearance of having sticky fin-
gers in the world of cybersecurity. But this isn’t just a
problem among cyber professionals, this is a greater cul-
tural issue.

If It's Free, It's for Me?

Those of you of a certain age will remember the arrival of
the music file-sharing Napster application in the 1990s
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as the world transitioned from records, cassettes, and CDs
into the era of digital music. Napster brought lawsuits, pro-
tests, and a new dilemma for how to protect the property of
recording artists. How would copyright laws be applied, and
how might recording artists and record companies capital-
ize on music if it was being taken for free on the Internet?
Of course, that quickly evolved into the question of digitally
pirating movies, which became a prominent trend in the
early 2000s. People with any computer proficiency at all
were downloading all types of “free” media. Of course, tech-
nology moves more quickly than our ethical approaches to
new dilemmas that accompany the wonderful advancements
made. The sad reality is that our ethics always seem to
lag behind.

If this conversation doesn’t have you thinking about
Julian Assange, then you probably aren’t working directly in
the security industry. His story is a lightning rod in our line
of work. For the uninitiated, Assange ran the Wikileaks
organization, which focused on publicly sharing leaked
information from government agencies and corporations
that exposed corruption and other malfeasance. He is seen
by some in the cyber community as a hero and by others as
a villain. The theme that runs through the Assange conver-
sation has risen to an almost religious belief among some in
the hacking community that information “wants to be free.”

If you really study what is happening across the world
with digital property, information, and intellectual prop-
erty, you will find that we are still in a Wild Wild West era
where nearly everything can be stolen, and too often, it is.
Now more than ever, we need a concerted effort and
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commitment to ethical decision-making when it comes to
intellectual property.

Itis true that in some other cultures, what we in Western
culture consider stealing is instead considered good busi-
ness. For instance, if you walk by a hotel with a familiar
brand name on the marquee in some countries, you may go
to check in only to be stunned to find that the hotel has no
associations with the international brand on the outside
marquee. There is a joke among some in the cybersecurity
industry that if you lose information in a crash and don’t
have a backup, you shouldn’t worry too much because some-
one in China probably snagged a copy of your data while
hacking you and has a backup that you can buy.

The idea that “if it is free, it’s for me” is too often the
guiding ethic. Sadly, not only is this approach illegal, it has
huge economic and ethical implications. From an economic
perspective, while making a surreptitious copy of informa-
tion doesn’t deprive its original owner of still having that
data, it does prevent the owner from having exclusive access
and use of the information. That limits the owner of eco-
nomic value and, if such practices are widespread, might
lower the value of information and the investment people
are willing to make in its creation. From an ethical perspec-
tive, that copied information may contain sensitive personal
or business secrets, which could be devastating if disclosed.

Avoid a “Robin Hood"” Narrative

The challenge, of course, is that we work in an industry
where many of us are trained to do our jobs by learning to
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“break in” to target computer systems to identify vulnera-
bilities and ascertain their risk. Our industry has many prac-
titioners who are trained with offensive skills, and yet our
job is to defend and protect property. As such, it is essential
that we embrace a clearly defined ethic of not taking what
is not ours.

Here is the reality: just because making a copy of a file
that doesn’t belong to you doesn’t fee/ like stealing your
neighbor’s car doesn’t mean it isn’t stealing. Theft is theft.
Remember, the currency of our work comes down to trust.
We operate in the trust business. We come to work to stop
others from stealing what does not belong to them.

Many in the cybersecurity industry were enticed to do
this work because someone needed to help stop the bad
attackers’ open season on whomever they wanted to steal
from, whenever they wanted to steal. Preventing theft is the
essence of our work. It is the goal of our job at every level. In a
profession dedicated to serving and protecting others, it is
fundamental that we commit to a clear and undisputed prin-
ciple: do not steal.

We must affirm intellectual property is property. In
our era of hacking evolution, the lines are too often blurred
between good and bad. The demarcation between what is
theft and what isn’t often “feels” indistinct when we work
in a cyber culture with some people focused on “Robin
Hood” stories. Of course, Robin Hood is the English
mythological character who would rob from the rich to
provide and care for the poor. Stealing. . .but for a good
cause. [t sounds ethically acceptable, right? When we begin
to decide when and where theft is good or bad, it creates
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all kinds of ethical challenges. Who’s to say we aren’t all
Robin Hood in one way or another? Who determines that
stealing a program and releasing it publicly for free isn’t
for the greater good? Just consider that once we justify our
behaviors, believing we can take what is not ours in Robin
Hood-style, we have a major problem. This cavalier atti-
tude toward the property of others invites disaster. It is
best to avoid any appearance of being a Robin Hood.

A Tragedy of “Free Information”

One of the more controversial and high-profile cases of
information appropriation this century ended in incredible,
utter tragedy. If you aren’t familiar with the Aaron Swartz
story, he was one of the brightest young programming
minds, entrepreneurs, and hacktivists in the mid-2000s. He
was involved in the development of RSS and even given the
title cofounder of Reddit. In 2011, Swartz was arrested after
he connected a computer in a closet to a Massachusetts
Institute of Technology (MIT) network and set it to down-
load thousands of academic articles from a guest user
account issued to him by the university. His supposed intent
was to release those articles to the world for free. Of course,
Swartz had no prior record, and his intentions in doing this
weren’t something you would normally classify as criminal.
By all accounts, he was a great young man.

But federal prosecutors charged him with two counts of
wire fraud and eleven violations of computer fraud that car-
ried a maximum penalty of $1 million in fines, 35 years in
prison, asset forfeiture, and restitution to be paid to MIT.
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Swartz and his attorneys declined an option to plea bargain
with federal prosecutors who were offering him six months
in a minimum-security prison. Two days after those prose-
cutors rejected a counteroffer sent from the Swartz legal
defense team, he was found dead by suicide in his Brooklyn
apartment. It was an absolute heartbreaking tragedy.

Swartz has since been inducted into the Internet Hall of
Fame, and as time passes, he is increasingly celebrated. It is
important to note that while we aren’t weighing in on what
happened in the prosecution of Swartz, we are pointing to
the perils of operating without careful attention to and vigi-
lance about intellectual property rights. No matter the
intent, it is heartbreaking to think that Swartz’s life ended
because of such a situation. We hope it is at least a caution-
ary tale about the idea of playing Robin Hood in the cyber
world. There were simply no winners in this truly devastat-
ing situation.

Intellectual Property Is Property

The clear line to stand on is this: intellectual property s
property. There is no room for this to be a gray area. We
need to avoid all appearances of impropriety. We are to pro-
tect intellectual property and never, under any circum-
stances, are we to participate in theft. Hearkening back to
the previous chapter, we shouldn’t engage in it even if we
are “stealing property back.” A friendly reminder: trust is
central to our work. You have to demonstrate that you are
responsible with the keys that unlock sensitive information.
It is always helpful to be reflective and thoughtful about
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your decisions. Understand your ethical boundaries before
you are put in critical situations. “Do not steal” is as simple
and straightforward an ethic as you can practice. You will
not steal code, you will not steal data, you will not steal
music or games, you will not steal streaming services, and
you will not steal that personal dinner with the company
credit card. And that applies even if you think there is no
way for you to get caught. In a world full of confusing moral
dilemmas, this is decidedly not one of them.

In an effort to avoid gray lines, it is important to be
faithful with our access. As cybersecurity professionals, we
often have keys to many different types of systems for
work, but that doesn’t allow us to access all their data with-
out express permission to do our jobs. Likewise, your
employer has probably provided a license to all kinds of
software that you need to accomplish your tasks. But typi-
cally, you aren’t authorized to simply use those programs
at home for other purposes outside of your employment.
You may have the keys to the kingdom, but you don’t own
the kingdom.

A CISO told us the story of one of his employees, whom
we’ll call Mark. Mark was a great employee for the company
but was also running a side business as a freelancer develop-
ing software. As his freelance business grew, so did his repu-
tation in the business community. One day, the CISO was at
a local cybersecurity luncheon talking with the owner of a
prominent local start-up that he had just gotten to know.
This owner happened to mention how great Mark’s “devel-
opment work” had been for his own small company. The
CISO was unaware that Mark was doing development as a
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side business but became quite concerned when he realized
that Mark was using a copyrighted software development
environment licensed by the company to run his own side
projects without obtaining permission. It led to a pretty
serious conversation and, eventually, Mark’s resignation.
The CISO told us that Mark had earned quite a bit of money
utilizing tools that were not his to do work that had nothing
to do with the company.

Stealing can be a slippery slope. If you are using
company-licensed software at home, it should be for the
expressed purpose of your job. Company software for com-
pany work. Another of our acquaintances who works on the
accounting side of the C-suite tells the story of having to
terminate one of her best managers at one point for abusing
the office supplies policy. The senior accountant was using
the office supplies budget to buy things to furnish his home.
He was also taking a significant amount of office supplies to
use for his spouse’s small business. The issue began with this
manager taking reams of paper and pens from the supply
closet. The problem slowly escalated over time until he was
ordering office furniture to take home, all paid for by the
company budget. The stealing became so consistent that his
executive assistant eventually reported the abuse.

Research shows that with the COVID-19 pandemic
came a huge increase in the abuse of company credit cards.
There are plenty of articles highlighting this trend and
discussing how to prevent employee theft.'* “Credit card
fraud is one of the most common abuses committed by
employees. American corporations lose approximately $50B
and 1.8% in revenue annually because of employee theft.
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For many companies, employee credit card misuse usually
begins with small charges, goes unnoticed for years, and
adds up over time.” There are some pretty significant and
alarming statistics about all kinds of employee theft that we
think are important to talk about, namely, the admission
that 75% of employees surveyed admit to stealing some-
thing from their company at least once. And 37.5%, nearly
4 out of every 10 people, admit to stealing from their
employer at least twice."” Because cybersecurity work is
predicated on preventing theft, we need to be extra vigilant
in how we treat property that does not belong to us.

To Catch a Thief, We Must Train Like One

It is our duty to prevent theft, yet one of the great chal-
lenges in cybersecurity is that to stop a thief many have to
learn how to think like a thief. Cybersecurity professionals
are trained to understand thievery. Because many of us have
been trained in the offensive arts, such as penetration test-
ing and red teaming, we have the ability and tools to be
thieves. Yet, with great power comes great responsibility.
Our expertise in understanding thievery is exactly why we
should never blur the lines and why it is so easy to.

Choices Have Consequences

Could you make more money as a cybersecurity profes-
sional using the hacking skills you have learned to commit
theft? Perhaps. Would you end up wearing an orange
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jumpsuit and spending a portion of your life in a cell?
Perhaps. Even small choices to steal are important in the big
picture. With every action we take, we are always deciding
who we are going to be. Research tells us that theft gener-
ally begins with the small things. It is best to never take that
first step.

Let’s touch on the larger ethical picture, even though it
may be obvious to most. Virtually every major ethical frame-
work or religious teaching in the world adheres to some
form of clear prohibition against stealing. With the excep-
tion of some rare philosophical constructs, there is virtually
no moral code in human history that doesn’t explicitly artic-
ulate that theft is wrong. Yes, one can hold up examples of
stealing food to avoid starvation or stealing a terrorist’s
bomb to save the lives of its intended victims, but “Robin
Hood examples” such as these are potential exceptions, not
the basis of an ethical framework. The canon of law in West-
ern civilization has codified the illegality of theft for more
than 2,000 years. The handful of cultures where stealing is
acceptable or normative are generally places where corrup-
tion or totalitarianism is the norm.

It is also helpful to be reminded that the line of demar-
cation between good folks and bad folks in cybersecurity is
rooted in the utter simplicity of whether or not one steals
information and/or the property of others. Theft is the
foundational defining action of bad actors in cybersecurity.
For those of us who work in cybersecurity, we choose every
minute of every day. The smallest choices to take what is
not ours opens the door to the more significant forms
of threat.
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There is a mythological story about theft told by
the Blackfoot Native American tribe chronicled by the
University of Oklahoma.'® In the tale, an old man comes to
stay with the sun. When they both become hungry, the sun
suggests that they go out deer hunting together. The sun
wears a special pair of leggings to set fire to the brush and
drive the deer out into the open where they can capture it
easily. As their day winds down, the old man determines that
he will steal the sun’s leggings and use them to hunt deer
more easily. While the sun is asleep, he steals the leggings
and runs away, only to wake up and find himself back in the
sun’s home. When the sun questions him about why he is
asleep with the leggings, he tells the sun that he decided to
use them as a pillow. The next evening, the old man tries to
steal the leggings again, only to wake up and find himself
back in the sun’s lodge. In the myth, the old man realizes
that the whole world is the sun’s lodge. Thus, no matter
where he runs with the leggings to hide, he will be found
out. The Native American parable points out the universal
truth that we cannot run away from our immoral choices.
There is truth in this ancient tale. While few who steal may
be caught the first time, research shows that with thefts like
shoplifting, most who commit theft will continue it over
and over and over until they get caught. Eventually, what
you take from others will come out in the light of day.

All 1 Really Need to Know I Learned
in Kindergarten

Our friend recently walked into his young daughter’s kin-
dergarten classroom and noticed a list of rules posted by the
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teacher that included “No Sticky Fingers” with the subtitle
“Don’t take what isn’t yours.” These basic lessons are, of
course, essential to the function of a healthy community and
culture. It struck him how much pain and suffering could be
avoided if we could simply adhere to those types of grade-
school moral teachings. Our friend’s experience harkens
back to Robert Fulghum’s famous book A/ I Really Need to
Know I Learned in Kindergarten, where Fulghum reminds his
adult readers of a simple code for getting along with others.
Number six on Fulghum’s list: “Don’t take things that
aren’t yours.”

We’ve presented you with the temptations and chal-
lenges of property rights in cybersecurity, yet the wisdom of
a kindergarten lesson still holds up as a foundational truth
to our daily life. A friendly reminder: people must trust you.
Your career depends on it.

Code-Critical Application

Read the following case study and answer the ques-
tions applying what you have learned in this chapter.

Case Study: Something Borrowed
and Something New

Andy had completed his certification for a new area of secu-
rity programming and was excited to get his hands on the
newly released software that Tech-Corp had recently
adopted. He and his team were in charge of designing
new software to protect against the ever-present reality of
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attackers trying to break in and steal files from the technol-
ogy engineering company. Andy was well compensated and
enjoyed his job. He was gaining a reputation as a reliable
and bright contributor to the security division at his company.

One day over lunch, Andy and one of his co-workers in
the security division, Victoria, were approached by an engi-
neer who worked for Tech-Corp in the medical design divi-
sion. He explained to them he was doing some of his own
software dev work outside of the scope of his current job for
a large retail company on the West Coast. The engineer’s
name was Mehdy, and he wanted to hire Andy and Victoria
to help on his side project. They were resistant until he told
them how much the company was paying for his work.
If they could help him, he would pay them both 15% of the
total fee.

They walked back from lunch that day having agreed to
some work on Mehdy’s project after hours. Victoria was
going to use the extra money for a vacation, and Andy had
been saving up for a new motorcycle. Several weeks into
their side project for Mehdy, Andy realized how beneficial it
would be if he used the newly adopted software by his
employer, Tech-Corp, to help him with some of the pro-
gramming on Mehdy’s work. He talked with Victoria about
how they might go about licensing the software outside of
work, but the cost was prohibitive. They both agreed that if
they simply were conscientious about working off the com-
pany clock, it wouldn’t hurt anyone.

The two finished the security programming for Mehdy’s
project and moved on with their lives. Andy bought a Harley
Davidson with the extra check, and Victoria planned a
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backpacking trip to Spain. Several weeks later, they noticed
that Mehdy was absent from work. They didn’t see him on
campus, around the company cafeteria, or in the break room
where they would normally hang out and play ping-pong.
Victoria decided to follow up and text Mehdy to see where
he had been. It wasn’t unusual for engineers to travel for
long periods of time at their company.

That afternoon, Victoria walked into Andy’s office with
a concerned look on her face. “Mehdy was let go last week,”
she said forebodingly. “His department manager said he
violated company policy by doing freelance design work.”
They learned that Mehdy had also borrowed some of the
company engineering software to do his freelance work for
the outside retailer and as a result was now looking for a
new place to work. Andy was immediately concerned,
“Maybe we need to go to Leslie and talk about this?” Leslie
was the chief information officer (CIO) and head of their
division. She was a great leader and had been very compli-
mentary of Victoria’s and Andy’s work in recent reviews.
Victoria shook her head, “There is no way we are talking to
her about this.” The two went back and forth on the merits
of confessing to their boss about engaging in an outside
project. Technically, Victoria argued, there wasn’t a clear
policy about freelancing in the security team’s employment
agreements. That was something specific to the engineer-
ing employment agreement where Mehdy worked. Still,
they agreed to take a day or so to think about what they
should do.

Tech-Corp’s CIO, Leslie, was pulled into a meeting
with the vice president of engineering and the head of
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human resources that same day. They sat Leslie down to
explain their concern that two of her security team special-
ists utilized company software to assist an engineer who
had just been terminated with outside work. Myles, the vice
president of engineering, explained the company’s clear
policy forbidding engineers from doing freelance or
retainer work for other entities. The human resources (HR)
specialist, Cindy, pointed out that the cybersecurity employ-
ees hadn’t signed any similar clauses in their agreements.
So, were Andy and Victoria’s actions using company soft-
ware to work on outside security programming worthy of
termination?

The three executives met for the next hour trying to
decide how to proceed. Leslie was adamant that her employ-
ees had great records and that this was the first instance of
anything that merited discipline. The vice president of engi-
neering felt that misusing software was theft and that they
should be terminated. Furthermore, some log analysis
showed that they had actually worked on developing
Mehdy’s program on company computers but after com-
pany hours.

The case would be presented to the CIO the next day.
Leslie felt unsure that her boss would side with her view.
She told the human resources specialist that she needed the
evening to think through how she would proceed. After all,
these were both talented employees. The coming days
would determine if Andy and Victoria’s choice to borrow
(or steal) company resources would leave them looking for
new employment.
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Critical Application Questions

Considering some of the scenarios we have discussed
throughout the book, how would you proceed if you
were Leslie?

Can you identify with Andy and Victoria in this
scenario? If they haven’t violated company policy
about freelance work, then have they done any-
thing wrong?

Does using company software in this instance
constitute theft in your mind? Why or why not?

If you are Andy and Victoria, how can you move
forward in a way that may restore trust with their
managers and stakeholders?

Have you been involved in a situation like this at
work before? Describe and discuss what happened.

What are some challenges to consider in this
situation?







CHAPTER

It's None of Your Business

“I will protect and respect the privacy of others.”
— The Cybersecurity Code of Honor

“Privacy is an inherent human right, and a requirement
for maintaining the human condition with dignity
and respect.”

— Bruce Schneier, cryptographer and author

“It’s none of your damn business.”
— Evelyn Hiddings, Ed’s nana

wight is the system administrator at a local state
university. Angela is a professor in the computer sci-
ence department who has taught at the university for more
than a decade. The two met at a faculty luncheon and hit it
off. They dated for several months before Angela broke off
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their relationship, and Dwight has taken this new reality a
little contentiously. Dwight is a valued employee at the uni-
versity. He shows up on time and is always helpful with the
staff, which includes a number of older professors who often
struggle to integrate technology into their classrooms. The
administration loves Dwight’s dedication to supporting the
staff, and he enjoys being on campus and interacting with
the educators.

Last week, as Dwight was leaving the administration
building, he noticed Angela walking into the cafeteria with
an English professor named Robert. Of course, it bothered
him a little bit. He wasn’t quite over the breakup. He was on
his way to the president’s office for a meeting about a new
tech initiative on campus that would require him to lead a
training session. Later that day, he happened to notice
Robert and Angela walking across campus together again.
Unbeknown to him, the two were working on a departmen-
tal collaboration that was part of a state-wide educational
initiative. Dwight returned to his office with hurt feelings.
When Angela broke up with him, she never mentioned dat-
ing anyone else. He sat down at his desk and began to work
through his long to-do list. But as the day began to wind
down, his mind wandered back to Angela, and curiosity sim-
ply got the best of him.

In his day-to-day job, he has admin access to the email
server used by Angela’s department and decided to look at
her email, simply to browse the subject lines and senders.
He justified it to himself that it was no more personal than
reading a postcard. But as he browsed, he noticed an email
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from Robert with the subject line “Meeting tonight.” Over-
come with curiosity, Dwight opened the email that detailed
Robert and Angela’s plans to meet for dinner.

Several days later, Dwight and Angela found themselves
standing in line together before a meeting in the adminis-
tration building. After some small talk, Dwight, forgetting
where he had learned about it, casually mentioned her
dinner with Robert. The conversation quickly became
uncomfortable, and they went their separate ways. When
Angela finally returned to her office that day, she sat down
at her desk and began to review her sent emails. She won-
dered whether Dwight might have violated her privacy. She
knew Dwight’s role as system administrator would provide
him with that kind of access but never dreamed he would
abuse it. Dwight had always been very earnest and above
reproach with the access and privileges that came with his
job, but she had a hunch that he had read her email.

She changed her password and then decided to walk
over to human resources and file a complaint. She sat down
with Sally, the human resources director, and explained the
entire situation. Sally agreed that they would look into the
logs to see if Dwight had abused his administrative privi-
leges. Over the next few weeks, Dwight would face some
pretty serious consequences for invading the privacy of his
co-worker.

Now, you are probably reading Dwight’s story and
thinking, “I’d never do something like that!” But the reality
is that small invasions of privacy are a constant issue in the
greater tech industry (not just cybersecurity). And it takes
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only one impulsive decision to violate someone else’s right
to privacy. Not long ago, Meta, who already has a long his-
tory of publicly reported privacy concerns, released a state-
ment about disciplining a large group of employees for
illegally accessing user accounts. If you work in tech, you are
already aware that privacy is a huge challenge. For security
professionals in particular, it raises the following question:
with unlimited access to so much private information, how do
you properly maintain a commitment to protect and respect the
privacy of others?

In case you are wondering why this final chapter in
The Code of Honor is about privacy, let us remind you that the
innovations of our age have brought a near-continuous digi-
tal trail of our thoughts, health, wealth, and personal lives.
The places we go on our phones and keyboards often reflect
the life that we choose not to share with others. Our conver-
sations that went unrecorded and unnoticed two decades
ago are now texted or emailed with clear and persistent
records available to the wrong eyes. We have digital evi-
dence of arguments between spouses and serious conversa-
tions about the lives of our children over email and text. We
make financial and medical decisions online; we even do
therapy on the Web now. Your search engine history duti-
fully records your fleeting thoughts and inquiries about all
manner of hopes, fears, delights, and more. All of the things
that may have constituted our “private life” years ago are
now online (and on record somewhere). Just because they
are now discoverable doesn’t mean that they shouldn’t be
protected.
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Curiosity Can Kill the Cat

Every human being has an inherent right to privacy. This is
long-established and globally accepted as a human right.
The Universal Declaration of Human Rights is considered
by generations of governments and leaders around the
globe as an authoritative standard of human rights. It was
established by the United Nations in 1948, and declares the
following in Article 12: “No one shall be subjected to arbi-
trary interference with his privacy, family, home or corre-
spondence, nor to attacks upon his honour and reputation.
Everyone has the right to the protection of the law against
such interference or attacks.”

A person’s privacy is deeply connected to a person’s
inherent dignity, which connects the first plank of the
Cybersecurity Code of Honor with the last. One of the
threads of this book is that despite the screens we work
behind, we work in a human business. Our charge is to pro-
tect real human beings. Because every person has dignity
and value, we therefore hold that every person has a right
to privacy.

The same curiosity that makes you good at your job is
the same quality that can get you into trouble. We cannot
have a conversation about protecting privacy in cybersecu-
rity without discussing personal self-control (plank #6 of
the code of honor).

Cybersecurity professionals often have the keys to very
personal information of our user base. Therefore, the use
of those keys must be carefully considered and monitored
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for the sake of accountability. It means we have to look
away at times, and it means we need to avoid even the
appearance of violating the privacy of others. It is easy to
violate someone’s privacy, even by accident. We must use
self-restraint because it is natural to want to go where we
are not supposed to go.

Perhaps you’ve heard the phrase, “Curiosity killed the
cat,” which dates back to Shakespeare. It is a proverb used to
warn of the dangers of unnecessary investigation, and it sug-
gests that being curious can sometimes lead to danger or
misfortune.

We’re surrounded by examples of the forbidden hav-
ing attraction. Consider early childhood development
psychology experiments: just tell a small child they can
play with any toy in the room except for the red block, and
you know what will very likely happen. This issue is rep-
resented in our stories, mythologies, and movies. In JRR
Tolkien’s mythology, Gollum must have the One Ring at
all costs, even though it disfigures, consumes, and ulti-
mately will destroy him. In the famous War Games movie
from the 1980s, Matthew Broderick’s character David
Lightman can play any computer game he wants to, but he
instead uses a restricted password so that he can play Pro-
tovision’s games before they are released publicly. Of
course, he mistakes his access to Protovision with the
computer in charge of the United States, nuclear launch
codes and mayhem ensues. These examples reflect the
truth that we must be on guard against our own curi-
ous nature.



It's None of Your Business 169

The Golden Rule Applied to Cybersecurity

You'’ve likely heard of the Golden Rule, which is meant to
teach us to treat others as we want to be treated. The con-
cept of doing to others as you’d want them to do to you is an
idea represented in different phrasings throughout the
world’s great religions and moral codes. It is a relatively uni-
versal moral code. In cybersecurity, it could be translated
into practical phrasing, such as every time you investigate
someone’s system, approach it with the same discretion that
you’d want them to use if the roles were reversed. In the
very same breath with which we pledge to protect the peo-
ple we serve from theft, we must also be as vigilant about
safeguarding their privacy—no matter the situation. It is
important to remind ourselves that there are often only two
groups of people that can access these private records—us
(cybersecurity and I'T professionals) and bad actors.

Our friend Preston took over a role at a regional dairy
company when he was right out of college. At 24, he was
hired as the system administrator and spent most of his time
attending to the mundane computer issues that you might
imagine would present at a dairy company in the early
2000s. His day-to-day role wasn’t particularly engaging, and
he recalls getting bored at work and deciding to investigate
the chief executive officer’s (CEO’s) email. He had picked
up the password one day when he was troubleshooting the
CEO’s desktop in the corner office at the top of the facility
with the windows looking over the small town. It was a small
choice to snoop around. Preston explains that he did it
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because he could and because he knew he shouldn’t. But
that small step soon escalated to snooping through other
accounts to compare his salary to other co-workers and to
investigate who was getting a raise. He didn’t realize how
much he had stepped over the line as a young employee
until much later in his career, when he began working as a
security professional.

His early failures and experience have made him intro-
spective about the kind of security professional he wants to
be. He was recently promoted to the chief information
security officer (CISO) position at a prominent company
and now lectures his team about clear privacy protections.
Preston told us that he creates clearly defined protocols
with specific checks and balances to help everyone keep
their eyes in the right place when they are doing investiga-
tive work. But most of all, he reminds his people to treat
others as they would want to be treated.

Stay in Your Lane

In cybersecurity, protecting the privacy of others is often
as simple as focusing on your particular responsibility. Just
because you have the keys to the entire hotel doesn’t mean
you can go investigate room number three when you are
only supposed to be cleaning up room number two. For
those of you in the C-suite who don’t do ground-level
security work, understand that this requires security pro-
fessionals to have character and to be discerning. They
must know when to look away. This is often as easy as just
focusing on the actual job at hand and not deviating from
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an assigned task. The challenge can be as straightforward
as looking the other way as we sit with people when we ask
them to type in the passwords to their system.

Ed remembers several years ago sitting with some fel-
low cybersecurity instructors during a lunch break from
teaching. We all sat around the table with our computers,
eating quickly and trying to respond to any urgent email
that popped up that morning while we were teaching. I tried
to furtively type in my password to log into my system. One
of my colleagues then blurted out my password. I looked up
at him in shock. He said, “I shoulder surfed your password,”
he said with quite a bit of glee. Yes, I had tried unsuccessfully
to hide my password. But I was stunned that my so-called
friend would violate my privacy that way, not only seeing
my password but announcing it publicly. I was stunned.
I tried to coach my fellow instructor on his ethical lapse as
I moved away to change my password quickly and furtively.
"To this day, I still have concerns about that shoulder-surfing
interloper.

A young security professional told us that he was work-
ing on the system of a key executive in his organization. As
he was sorting out a macro virus delivered through a phish-
ing email to this executive’s account, he came across a long
series of emails between the executive and a recruiter. It was
obvious from the subject lines that the executive was accept-
ing a job with a competing organization, but this security
professional explained to us that he simply had to keep that
information confidential. Could it affect the company that
he was working for? Yes. In fact, it did, with a big impact on
the stock price after the change was announced publicly.
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Was he supposed to see that kind of information when he
was working to fix the system? It was right in front of his
face. But it was also out of the scope of what he was supposed
to do. He leaned into protecting the privacy of this particu-
lar executive and kept that information private even though
he felt that he was violating his sense of loyalty to the com-
pany. From our point of view, he made the right call by stay-
ing in his lane.

Four Questions to Help Avoid Impropriety

Staying focused on the scope of your job is vital in protect-
ing the privacy of others. We are there to safeguard, not to
investigate, the personal lives of our clients, co-workers,
bosses, or shareholders. Here are a few questions you can
employ to keep yourself accountable.

¢ First, is this information essential to what I am
working to investigate or trying to accomplish? If it
isn’t, you don’t need to see it.

* Second, is this information something that I would
want others to see or know about if they were work-
ing on my system? This goes back to the “treat others
as you would want to be treated” lesson. We are often
going to come across others’ personal stuff as we work,
so it is important to get in the habit of looking the
other way.

* Third, am I getting into information here that
was not intended for me? It is a simple and
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straightforward question. Just because you can access
information doesn’t give you the right to access it.

* Finally, as you move into a security task, you need
to ask: is this something that I need to be investi-
gating alone? Make sure you are following your organ-
ization’s official policies and procedures and using the
wisdom of the people around you to navigate circum-
stances where the lines appear to be blurred. If you see
something that looks illegal, dangerous, or unethical,
discreetly ask an appropriate person in your organiza-
tion for their advice. You may need to reach out to
human resources or your in-house legal team for sup-
port on the issue.

Remember, cybersecurity and especially decision-making
about the privacy aspects of our field do not lend them-
selves to “lone-wolf” behavior. If you are accessing areas of
sensitive information, have someone else on your team
working with you. If you are going to work around sensi-
tive financial files, have a superior with you observing. It is
always best to plan ahead for these types of situations. If you
are a leader, have policies and procedures in place to guide
your team.

Each Time You Cross the Line,
It Becomes Easier

Our friend has a big family dog named Butch that is treated
like a child in their home. The dog loves to escape the yard
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and run all through the neighborhood. The family had to
buy an invisible fence to keep the dog secure on their one-
acre lot. Invisible fence systems train the dog to listen for a
certain frequency when nearing the line at the edge of the
property. That signal warns the dog of an impending deter-
rent shock from the collar if he gets close enough to the
line. Butch had been properly trained to respond to the col-
lar and stop when he heard the signal. But curiously, Butch
likes to run more than he minds being shocked. Over a few
hours’ time, Butch kept inching closer and closer to the line
until he ran right through it. Sure, it was uncomfortable in
the moment, but he made it out of the yard quickly and was
soon able to go on his unimpeded tour of the neighborhood.
His owners adjusted the settings on the fence to strengthen
the shock, but this did not deter Butch. Each time he ran
through the shock, the less he seemed to mind it at all.
Finally, the owners capitulated, gave up the invisible fence
idea, and are building a large privacy fence for their beloved
Butch. We are curious to see how Butch responds.

The moral of the Butch story is that the more we get
comfortable with crossing some line, the easier it is to do.
It’s kind of a shame we don’t get shocked for violating
someone’s privacy the way Butch did when he crossed
the property line. This is why we urge you to make deci-
sions that are clearly above reproach routinely. Yes, doing
the right thing is a habit. So, we encourage you to practice
doing the right thing to protect privacy. A friendly reminder:
there is a huge difference between what you can do and what
you should do. Privacy is essential, so we must create good
habits in our daily work practices to honor it.
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We Hurt Real Human Beings

It begins with the celebrity who checks into the hospital.
The hospital’s on-site cybersecurity professional is just
curious—why is the celebrity on the cardiology floor?
There emerges the temptation to look, to get out of one’s
assigned lane and investigate what is going on with the
celebrity. This happens again. The next time the cybersecu-
rity professional pushes a little bit further. Eventually, a line
has been crossed so often that it becomes a habit when a
celebrity is admitted to the facility to go look it up. It starts
with sharing private information with friends and family,
and maybe that grows until the cybersecurity practitioner is
sharing the information with a website or a news source. It
gets a little easier each time.

If it sounds familiar, it should. Reading patient records is
a violation of their privacy, but it happens all the time. Let’s
take just one organization as an example. In 2003, there was
a case at the UCLA Medical Center where a disgruntled
employee began to spy on the organization’s electronic
records. He logged into the system 323 times before he
was caught. In 2005, a handful of UCLA Medical Center
employees received disciplinary action for peeking into
Brittany Spears’ records after the birth of her son. In 2008,
it happened again, but this time, the staff was caught reading
Spears’ psychiatric evaluations. After this second event, the
university medical facility fired 13 employees, suspended
6 others, and took disciplinary action against 6 doctors.

You would think that this type of disciplinary action
against employees who invaded the privacy of others would
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be a deterrent, but it was not. It happened again at UCLA
during Farah Fawcett’s battle with cancer.!” And again, with
Maria Shriver, a former television news personality and
ex-wife of the action movie star and former California
Governor Arnold Schwarzenegger. We aren’t suggesting
that there is something wrong with the UCLA health
organization; we are pointing out that the problem is so
rampant that it can recur in one group repeatedly despite
the measures put in place. The names may be familiar, but it
is important to note that these violations hurt real human
beings. Imagine if one of these people was part of your
immediate family.

You may be familiar with the long list of whistleblowers
and admissions from the Meta/Facebook organization.'®
Over the years, Facebook has commercialized quite a bit of
information, monetizing the information users share with
the organization.'” When third-party apps began to enter
the platform, it is public record that Facebook falsely
claimed that the apps could access only the data they needed
to function properly. We know those apps could access each
user’s personal data, and even users who had never authen-
ticated the applications could have their private information
collected.”” Many prominent social media platforms have
been outed for sharing user information with advertisers
and government agencies despite promises that they
wouldn’t. This type of action generally gets shrugged off by
the media and even by government officials. Facebook, as
we write this, continues to be a powerful medium for social
connections and sharing information on the world stage.
The reality is that it isn’t just “bad actors” who are purposely
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violating privacy. In fact, we read about privacy violations so
frequently in the news that it seems we are becoming desen-
sitized to it.

Our call to action in cybersecurity is to protect and
serve. We are here to guard the vulnerable, and that means
we are to protect their privacy.

An Outrageous Example of the Problem

We recently heard a story about privacy that speaks to the
urgency of what we are facing, and we think it might be
helpful for those in leadership. Our lawyer friend Jim walked
into his law office building one day with his co-worker Gary.
As they entered the lobby, they stopped to see a group of
employees, from executive admins to clerks to partners,
milling around and gawking at large printed images of
emails, financial records, and personal photos that had been
carefully placed on display near the company elevators in
the most public walkway of the building. The firm employed
1,500 people in the four-story building, and everyone who
came and went throughout the day had to pass through this
main hallway. As Jim looked closer, he noticed a woman’s
name all over the information—it seemed familiar, but he
just couldn’t place it. Ironically, a security guard was stand-
ing in front of the wall and informing employees not to
touch the display. He shrugged at Gary as they entered the
elevator to head up to the office for their 9 a.m. conference
call. Whatever was happening in that hallway was going to
be quite embarrassing for someone.
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As the two walked together into an “emergency” man-
agement meeting later that day, everyone in the company
was buzzing about what had happened. The meeting was
apparently going to address the morning’s event, and as you
can imagine, with a room full of legal experts, concern was
high. Jim and Gary expected that the firm’s partners had
already responded with the proper protocols for whatever
was transpiring. They wondered if the firm had been hacked
or if this was some type of strange, isolated incident. Who
was this employee whose emails and personal information
had been posted in the lobby? Someone sitting behind
them mentioned that even her Social Security and credit
card numbers were on display. It was definitely stranger
than fiction.

The explanation came quickly as a cybersecurity con-
sultant walked into the front of the large conference room
along with the CEO of the law firm. The specialist, Sheila,
stood at the front of the room and clicked on a presentation
that had the exact photos from the morning. She smiled
calmly and said, “You probably noticed Jenna’s private digi-
tal life was placed in the high-traffic lobby of the firm. It was
displayed prominently so that everyone could see it. I am
sure Jenna is devastated. I am sure she is horrified that her
medical information, credit card numbers, Social Security
number, home address, and even some of her very personal
photos have been shared with everyone here at the
firm today.”

There was some murmuring around the room as the
speaker paused. “Fortunately,” she continued, “Jenna is not a
real employee, and none of the information on display in
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the foyer hallway is real.” This drew laughter from the large
crowd of attorneys and law clerks. Sheila continued, “But,
this should be a lesson for us. Every day, the private digital
life of many of our clients is invaded and shared publicly.
Sometimes, we even violate their privacy. Whenever you
think about the invasion of privacy happening in the world
of the Internet today, I want you to remember poor Jenna.
It should inform how we defend our clients’ privacy and
how we protect our own digital lives.”

We are told that this outlandish illustration had a lasting
impact on Jim and the other attorneys at the firm. It is a
poignant example of what we are facing across industries
today. It is a call to arms for those in cybersecurity.

Remember: We Are the Shield

Protecting others from the perils of bad actors on the
Internet is at the core of our mission. Whenever you ques-
tion the urgency of this issue, just put yourself or any of
your loved ones in Jenna’s shoes. Would you want your per-
sonal information shared in the main walkways of your
office every day? It is happening. An invasion of privacy far
worse is being inflicted upon people you know as you read
these lines. Protecting others has always been the primary
responsibility of cybersecurity professionals. Whether you
are working for a large corporation, at a government agency,
or in an individual capacity, helping others become better
educated about online activity is at the core of our cyber-
security role. Protecting the privacy and dignity of every
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human being is the aim of that endeavor. After all, we work
in a human business.

We are the shield that defends not just the data, finances,
and healthcare of people—we are the ones who protect
some of their basic human rights. Let that sink in for a
moment. Privacy is connected to the very essence of what it
means to be a free human being. If you work in a start-up, in
a medical organization, or even a social media platform, you
must be accountable to this principle of privacy. The inva-
sion of privacy is so commonplace that we are becoming
desensitized to the violation of a basic human right. There
is never an excuse for a cybersecurity professional to take
part in such activities or even be complicit. There is no
profit margin, no competitive advantage, and no financial
gain that should ever supersede our fundamental responsi-
bility to protect the privacy, which is a fundamental human
right, of others. As leaders and practitioners, we are to be
unequivocal about our expectations in this area. While we
know that “curiosity killed the cat” and our yearning to
know things is often an essential quality that drives us to
be great at our jobs, it must be harnessed and directed in the
right way—with integrity and accountability. We encourage
you to be clear and consistent with what you believe and
allow those beliefs to dictate your actions.

Code-Ciritical Application

Read the following case study and answer the ques-
tions applying what you have learned in this chapter.




It’s None of Your Business 181

Case Study: To Share or Not to Share?
Investigating the CFO's System

Karen and Chad have led the cybersecurity department at
the regional hospital facility for nearly 10 years now. They
have a great level of comfort working together and even get
together with their spouses and children outside of the office
quite frequently. They both report to the chief information
officer (CIO) of the hospital and split the management duties
of a strong cyber team that they have been instrumental in
building since the pandemic. They are also on the front lines
of innovation in healthcare security and have turned down
other job offers because their families love the coastal city
where they reside. Frankly, they enjoy their jobs because
they work so well together managing the many security cri-
ses that come and go like the nearby ocean waves.

One day, a junior analyst happens to bring a potential
breach into their stand-up afternoon security team meeting.
The issue seems to involve several members of the executive
team, and their policies and procedures are clear that either
Karen or Chad should be present when investigating this
type of situation. Karen has an off-site meeting that after-
noon with a security vendor that the hospital may contract
with in the next calendar year, so she agrees to let Chad be
the manager present. Chad picks up the phone and informs
the chief executive officer (CEO) that they will be looking
through some sensitive information and that he will follow
standard company policies and procedures.

The breach has the potential to be high-risk, so the
CEO gives Chad permission to move forward quickly.
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Chad begins to investigate the breach and traces it back to
the chief financial officer’s (CFO?) system. It appears to be
a break-in through a mobile accounting application that the
department is using, but he needs to take a closer look to see
if any files were compromised. As Chad is looking through
the CFO’s system, he accidentally discovers a listing titled
“Force Reduction,” and before he can close out the file, he
happens to notice his good friend and co-worker Karen’s
name at the very top of the list of suggested layoffs.

As he continues to investigate the breach, he realizes it
is easily contained, but he also can’t help himself. He circles
back to the “Force Reduction” file one more time and looks
more closely. Sure enough, it is a list for the CEO of employ-
ees who will be laid off at the end of the fiscal year. They are
a month away, and Chad realizes that his friend Karen has
no idea. In fact, Chad and Karen were both promised raises
in the new fiscal year, both received great reviews, and Karen
was even promised additional funds for staffing. Karen and
her husband are about to close on a new house near the
beach at the end of the week. On top of everything, Karen’s
husband has just given his company notice that he is leaving
his lucrative sales position to launch a small business in the
new year. Chad realizes that things couldn’t line up any
worse for his friend.

Karen returns from her meeting with the vendor that
afternoon excited about the future of security at the hospi-
tal. She wants to tell Chad all about her meeting and asks
him about the breach. Chad tells her that two of their top
analysts are tying up the report and that they will review it
tomorrow, but as he talks with his friend, he just can’t
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“unsee” the force reduction information he found on
CFO’s system. He goes home that night and discusses this
dilemma with his wife. Should he tell Karen? They have
worked together for a decade, and he doesn’t feel that it is
ethically right for the company to lay her off right before
the holidays. In fact, Chad feels like Karen has been lied to
by their superiors. He is well aware that layoffs are happen-
ing everywhere in the industry, but could Karen get a new
job? Very likely, she would, but she would also have to move
out of the city to find a great position. Chad doesn’t sleep
well that evening, trying to decide the most ethical way to
move forward, considering the information he has about his
friend and co-worker’s future.

Critical Application Questions

Is it ethical for the company to have promised Karen
a raise and even discussed increasing her staff budget
while later planning to lay her off in a force reduc-
tion move? How can we be sure that the list repre-
sents the final decision about lay-offs?

Does Chad have an ethical responsibility to tell
Karen she is on the layoff list? If it is unethical, how
would you sort out the challenge of seeing this infor-
mation and not sharing it with a close friend?

Did Chad do anything wrong by seeing the
“Force Reduction” file as he worked on the CFO’s
system?

(continued)
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(continues)

How would you handle this situation if you
were Chad?

Are there other avenues to approach this situation
other than informing Karen that she is on the
layoff list?

Could Chad approach the CIO about this dilemma?

Is Chad committing an ethical violation if he tells
his wife? Or if he tells Karen?

How is this entire scenario informed by our
commitment to protecting privacy?




Appendix A: The Cybersecurity
Code of Honor

he challenge we have set before all of us, for those in the

trenches all the way to the executive offices, is a big ask.
Many leaders and policymakers consider cybersecurity to be
the economic and security threat of our age. The stakes are
high. It is one thing to write a code of honor and a cyberse-
curity ethics book, but executing these principles is a com-
pletely different matter. Our life experiences and professions
serve as daily reminders of this difference and the impor-
tance of practicing our principles in the real world. How-
ever, let us assure you that we are far enough along the
journey to champion the worthiness of such an endeavor
and all that it will require. As we have said before, the
benefits are far-reaching—corporately, professionally, and
personally. Someone once said, “Right isn’t always easy, but
it is always right.”

It is hard enough to teach, train, and practice a high
ethical standard, but it is further compounded by situa-
tions where the ethical response is not always clear. The
real-life, painstaking examples we have explored in this
book give us a glimpse into those complexities. And not to
pile on, but the complex realities of our world do not
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always serve us well. Culturally, many have been indoctri-
nated to respond based solely upon how they feel. Of course,
there is nothing wrong with being aware of our emotions,
but not to the exclusion of additional vitally important
concerns about others and the impacts of our decisions on
them. In reality, this means we may not be as practiced as we
should be when making hard decisions. We must not suc-
cumb to our shortcomings and pressure. Yes, there will be
days when the burden seems heavy, maybe even too heavy,
but this is when we need to remember the words of tennis
legend Billie Jean King, “Pressure is a privilege.”

The Cybersecurity Code of Honor gives us the ability
to withstand such pressure and, as a framework, gives the
C-suite and those who are in the trenches every day a fight-
ing chance. It requires that we focus and be mindful of those
ideals that are fundamental (respect, protect, and serve
others), be accountable, learn from mistakes, work collabo-
ratively (no lone wolves), and practice discipline and self-
control. Until the perfect human comes along, we need one
another as well as the help of the Cybersecurity Code of
Honor. The black hats are smart and out for all that benefits
them, but we are better than that. We truly hope that the
ethical standards discussed here and embodied in commit-
ting to the code of honor will encourage you to aspire for
wisdom, the strength of will to set aside passing feelings,
and the development of character that is rooted in a mean-
ingful ethic.

When judges are sworn onto the bench, doctors commit
to the Hippocratic oath, and witnesses raise their right hand
and promise to tell the truth, the gravity of individual
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responsibility is brought to the forefront. Throughout his-
tory, civilized nations have cloaked oath-taking in ceremo-
nial traditions, underscoring the significance of the
commitment being made because it is calling forth the best
from us. Oaths or code of honors should elicit humility and
soberness for the responsibility, for the pressure, and for the
privilege to which we are enlisting. When we sign the
Cybersecurity Code of Honor, we are joining a broader col-
lective that says our jobs matter, our work is valuable, and
our industry’s integrity is important and worth protecting.
Let’s band together and commit to the Cybersecurity Code
of Honor that is as much about our integrity as it is about
the dignity we see in the people who place their trust in us:
“I solemnly swear to uphold to the best of my ability and
judgment, in all my professional duties, personal practices,

and future endeavors. . ..”
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CYBERSECURITY CODE

1 solemnly swear to uphold to the best of
my ability and judgment, in all my professional duties, personal practices, and
future endeavors, the tenets of this pledge:

I will treat all people with dignity and respect.
I will seek the best interests of others.

I will strive to recognize, take ownership, and appropriately communicate my
mistakes and exercise patience toward others who make errors.

I will be honest, trustworthy, and above reproach in my actions
and communications.

I will not be a lone wolf, but will instead work collaboratively with my
peers and superiors.

I will endeavor to exercise patience, wisdom, and self-control in all situations.

I will not steal and will do everything in my power to prevent theft in
all its forms.

I will protect and respect the privacy of others.

Signed: Date:

~"" The creation of this code was sponsored by the National Centers of Academic Excellence
[ - in Cybersecurity in partnership with Montreat College, a private liberal arts college in

MONTREAT North Carolina. Montreat College is recognized by the NSA as a Center of Academic
COLLEGE Excellence in Cyber Defense.




Appendix B: Where Do We Go
from Here?

hank you for reading this book. Here are some next
steps for adopting the Cybersecurity Code of Honor:

. Individuals should sign the Cybersecurity Code of
Honor included in Appendix A.

. Everyone in a cyber department should sign the
Code of Honor.

. Companies should incorporate the Code of Honor into
the company culture and make it part of the hir-
Ing process.

. Educational institutions should encourage students to
sign the Code of Honor as a rite of passage into the
cybersecurity world.

. Institutions and corporations should consider creating
a tradition or a ceremony of sorts to further communi-
cate the importance of this Code of Honor. If commit-
ting to the Code of Honor is primarily an individual
function, e.g., a required step in the hiring process, you
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can consider giving a special pen for the signing. The
pen becomes a welcome gift from the company and a
symbol of the individual’s commitment.

6. Visit our website at www . montreat .edu/cyber-oath
to download, personalize, and print a frame-worthy copy
of the Cybersecurity Code of Honor.


http://www.montreat.edu/cyber-oath
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