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Preface

Hello there! In our rapidly changing world of technology, it is essential to learn and understand the
Linux command-line interface. The Linux operating system (OS), known for its robustness, versatility,
and open source nature, has become an integral part of modern computing.

Essential Linux Commands is your gateway to this dynamic world of command-line proficiency.
Whether you're a seasoned system administrator, a developer, or simply someone eager to explore
the power of Linux, this book offers a comprehensive and accessible guide to the fundamental tools
that make Linux tick.

Linux commands are the unsung heroes, silently but efficiently performing tasks ranging from managing
files to configuring networks, securing systems, and optimizing performance. Each command is a
valuable tool in your arsenal, capable of simplifying complex operations and automating routine chores.

As our digital landscape continues to transform, understanding Linux commands becomes a
fundamental skill. With this book, you’ll not only acquire the technical knowledge to navigate the
Linux environment but also the confidence to tackle real-world challenges.

The beauty of Linux commands lies in their universal applicability. They are equally relevant to
individuals working on personal projects and professionals overseeing complex enterprise-level
infrastructure. The knowledge gained from this book will empower you to efficiently manage and
manipulate Linux-based systems.

The book provides in-depth explanations, practical examples, and valuable insights, ensuring that you
gain both the technical proficiency and the practical wisdom needed to excel in the world of Linux.

Just as the world of Linux commands continues to grow and evolve, this book is designed to grow
with you, offering an essential foundation for Linux mastery.

So, as we embark on this journey through Essential Linux Commands, prepare to unlock the full potential
of Linux and transform the way you interact with the digital world. Whether you’re venturing into
Linux for the first time or seeking to enhance your existing skills, this book is your key to becoming
a proficient Linux command-line user.
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Who this book is for

This book is designed for a diverse audience of technology enthusiasts, professionals, and learners. It caters
to a range of individuals who can benefit from a comprehensive guide to Linux command-line proficiency:

o Linux enthusiasts: If you're passionate about Linux and want to deepen your understanding of
its command-line interface, this book provides a wealth of knowledge to further your expertise.

o Developers: Whether you're a software developer, web developer, or programmer, understanding
Linux commands is invaluable for your work. This book helps you harness the power of the
command line to improve your productivity.

o IT professionals: If you work in the IT industry, this book offers insights into Linux commands
that can enhance your problem-solving capabilities and broaden your skill set.

o Students and aspiring professionals: If you're studying computer science or pursuing a
career in IT, this book serves as a foundational resource to help you grasp the fundamentals
of Linux commands.

o Anyone curious about Linux: If you've been curious about Linux and want to explore its
command-line capabilities, this book is a user-friendly starting point.

What this book covers

Chapter 1, Getting a CentOS Server Up and Running, provides a comprehensive guide to the initial
setup of a CentOS server, offering essential insights and practical steps for a seamless start. It covers
key aspects such as downloading the OS installation file, downloading and setting up a hypervisor,
package installation commands, and information commands.

Chapter 2, Linux User and Group Commands, provides valuable insights and hands-on guidance for
using commands such as useradd, userdel, and usermod, as well as mastering file, directory,
and permission commands. Additionally, it covers the groupdel, groupmod, groupadd, and
grpck commands, along with the pwck, chage, and passwd commands. To enhance your Linux
skills further, this chapter also delves into the £ind, locate, and whereis commands.

Chapter 3, File Compression and Archival Commands, provides a comprehensive guide to essential
commands to manage and compress files and archives. It equips you with the knowledge and practical
skills needed to efficiently work with file compression and archival tools. The chapter covers commands
such as gunzip and gzip for compression, tar, rar, and unrar for archiving, zip and unzip
for creating and extracting archives, as well as commands such as bunzip2 and bzip2.

Chapter 4, Format and Disk Space Commands, offers a comprehensive guide to essential commands
to manage disk formatting and optimize disk space in a Linux environment. It equips you with the
knowledge and practical skills needed to efficiently work with disk formatting and space management
tools. It explores the history and evolution of disk formatting and partitioning in Linux, providing
step-by-step instructions to create partitions. It also covers essential commands such as £disk,
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1sblk, df, and du to analyze and manage disk space, as well as commands to display package space
such as dpkg and rpm. Additionally, the chapter delves into commands such as mkfs, mke2fs,
and fdformat.

Chapter 5, Linux Permissions Commands, provides a comprehensive guide to managing and optimizing
file permissions in a Linux environment. It equips you with the knowledge and practical skills necessary
to efficiently work with Linux permission commands. It also explores the significance of permission
commands and different types of permissions, and delves into commands such as chmod, chown,
chgrp, and umask. Additionally, it covers the utilization of absolute paths in commands and
introduces the use of sudo for executing commands with elevated privileges.

Chapter 6, Filesystem Mount and Manipulation Commands, equips you with the knowledge and
practical skills needed to efficiently manage filesystems, perform mounting, and manipulate files in a
Linux environment. It explores essential Linux mount commands, covering the mount and umount
commands to mount and unmount filesystems. Additionally, it introduces the fuser command and
delves into file manipulation, using commands such as cat and grep, enabling you to work with
files and directories effectively in a Linux environment.

Chapter 7, File Content and Conversion Commands, provides you with the knowledge and practical
skills necessary to efficiently work with file content and conversion in a Linux environment. It explores
essential commands such as tail and £ile to examine and analyze file content. It also covers the
convert command for file format conversion and introduces tools such as dos2unix to convert
MS-DOS files to the Unix format and unix2dos to convert Unix files to the MS-DOS format.
Additionally, the chapter discusses the recode command, offering you a comprehensive toolkit to
manage and convert file content effectively.

Chapter 8, Linux SWAP Commands, provides you with the essential knowledge and practical skills
required to efficiently manage SWAP memory in a Linux environment. It focuses on critical SWAP
commands such as swapon and free, enabling you to effectively manage and optimize SWAP
memory to enhance system performance.

Chapter 9, Linux Monitoring and Debugging Commands, equips you with an extensive toolkit to
effectively monitor, troubleshoot, and debug Linux systems. Delving into an array of critical commands,
including top, ps, pstree, strace, watch, smartctl, and upt ime for real-time monitoring
and system analysis, this chapter ensures that you have the tools at your disposal to maintain a
smoothly running Linux environment. It also covers essential commands such as 1sof, 1smod,
last reboot, last,w, and vmstat to track system processes and resource utilization. You’ll
explore the kill and pkill commands to terminate processes, further enhancing your proficiency
in Linux system management.

Chapter 10, Linux IPTABLES and Network Commands, equips you with a comprehensive toolkit to
manage network security and configuration in a Linux environment. This chapter delves into essential
iptables rules such as iptables -t ACCEPTand iptables -t DROP, allowing you to control
network traffic effectively. It also explores network management commands such as ifconfig, ip,

XV
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route, and netstat to configure and monitor network settings. Additionally, the chapter covers
hostname and nslookup to manage system and network identities, along with host for domain
name resolution, ensuring you have the skills to master network control and security.

Chapter 11, File Transfer, Downloading, and Managing Log Files, provides the tools to efficiently transfer
files, download content, and manage log files in a Linux environment. This chapter explores methods
to copy files into remote systems using netcat and socat, providing versatile file transfer solutions.
It also covers the use of wget and curl to download files from the web. Additionally, the chapter
delves into the exploration of common log files, enhancing your skills in managing and analyzing
system logs for troubleshooting and monitoring.

Chapter 12, Exploring Linux Security, equips you with the knowledge and tools to enhance the security
of your Linux system. This chapter delves into topics such as enforcing and permissive modes, enabling
or disabling SELinux Boolean values, locking user accounts, and securing SSH. It provides you with a
comprehensive understanding of Linux security measures and practical techniques to safeguard your
system from potential threats and vulnerabilities.

Chapter 13, Linux in the Cloud, provides an in-depth exploration within the scope of AWS services,
with a focus on creating EC2 instances on AWS, guiding you through the process of establishing
secure connections using PuTTY and efficiently working within these instances. It equips you with the
essential knowledge and skills required to seamlessly launch a Linux environment within the cloud.

To get the most out of this book

Software/hardware covered in the book OS requirements
VMware Windows

PuTTY Windows
convert (ImageMagick) Linux

The convert command doesn't come with Linux by default; it’s typically part of the ImageMagick
software suite. To install this, execute the following:

sudo yum install ImageMagick
The following are essential prerequisites to get the most out of this book:

o Basic Linux knowledge: While Essential Linux Commands is designed to be accessible to
beginners. Having a basic understanding of Linux fundamentals, such as filesystem navigation
and command-line usage, can be helpful.

 Desire to learn: You should approach the book with a willingness to learn and experiment with
the Linux commands presented. The more you practice, the more proficient you'll become.
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o Willing to experiment and explore: Don’t limit yourself to the commands in the book.
Experiment with variations, and explore additional Linux commands that are relevant to your
specific interests or work.

We also have other code bundles from our rich catalog of books and videos available at https: //
github.com/PacktPublishing/. Check them out!

Conventions used

There are a number of text conventions used throughout this book.

Code in text:Indicates code words in text, database table names, folder names, filenames, file
extensions, pathnames, dummy URLs, user input, and Twitter handles. Here is an example: “The
useradd command in Linux is used to create a new user account or update an existing one”

A block of code is set as follows:

username:password: lastpasswordchanged: minpasswordage :maxpasswordage:
passwordwarningperiod:inactivityperiod:expirationdate:reservedfield

When we wish to draw your attention to a particular part of a code block, the relevant lines or items
are set in bold:

username:password: lastpasswordchanged: minpasswordage : maxpasswordage:
passwordwarningperiod:inactivityperiod:expirationdate:reservedfield

Any command-line input or output is written as follows:

sudo "useradd [options] username"

Bold: Indicates a new term, an important word, or words that you see on screen. For example, words
in menus or dialog boxes appear in the text like this. Here is an example: “Our second step is to select
the x86_64 option for all architectures”

Tips or important notes

Appear like this.
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Get in touch

Feedback from our readers is always welcome.

General feedback: If you have questions about any aspect of this book, mention the book title in the
subject of your message and email us at customercare@packtpub.com.

Errata: Although we have taken every care to ensure the accuracy of our content, mistakes do happen.
If you have found a mistake in this book, we would be grateful if you would report this to us. Please
visit www . packtpub . com/support /errata, select your book, click on the Errata Submission
Form link, and enter the details.

Piracy: If you come across any illegal copies of our works in any form on the internet, we would
be grateful if you would provide us with the location address or website name. Please contact us at
copyright@packt . com with a link to the material.

If you are interested in becoming an author: If there is a topic that you have expertise in and you
are interested in either writing or contributing to a book, please visit authors . packtpub. com.

Share your thoughts

Once you've read Essential Linux Commands, wed love to hear your thoughts! Please click here to go
straight to the Amazon review page for this book and share your feedback.

Your review is important to us and the tech community and will help us make sure were delivering
excellent quality content.
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Download a free PDF copy of this book

Thanks for purchasing this book!

Do you like to read on the go but are unable to carry your print books everywhere?

Is your eBook purchase not compatible with the device of your choice?

Don't worry, now with every Packt book you get a DRM-free PDF version of that book at no cost.

Read anywhere, any place, on any device. Search, copy, and paste code from your favorite technical
books directly into your application.

The perks don’t stop there, you can get exclusive access to discounts, newsletters, and great free content
in your inbox daily

Follow these simple steps to get the benefits:

1. Scan the QR code or visit the link below

https://packt.link/free-ebook/9781803239033

2. Submit your proof of purchase

3. That’s it! We'll send your free PDF and other benefits to your email directly
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Part 1:
Server Installations and
Management Commands

In this part, we dive into fundamental system administration tasks for Linux systems, including
setup, maintenance, and the crucial role of package management in software installation. You'll
gain proficiency in file structure navigation, user and group management, and file compression and
archiving. Each chapter equips you with distinct commands, essential knowledge, and practical skills
for effective server installations and management in a Linux environment.

This section contains the following chapters:
o Chapter 1, Getting a CentOS Server Up and Running

o Chapter 2, Linux User and Group Commands

o Chapter 3, File Compression and Archival Commands







1
Getting a CentOS
Server Up and Running

As a system administrator, one of the most fundamental tasks you may encounter is defining your
roles and responsibilities. However, how to do this varies greatly depending on who you ask. Different
individuals and companies may have their own unique perspectives on what the title of system
administrator entails.

Welcome to the first chapter of this book, where we will be learning about server installations and
management commands. Setting up a Linux system and keeping it up to date are the basic tasks that
most system administrators perform in their day-to-day work. In this chapter, we will start by setting
up a Linux server and then learn about the purpose of package management and how it provides an
easy way to install software on Linux hosts. We will then explore commands that allow us to view the
Linux file structure, add users and groups, and archive files.

By the end of this chapter, you will have a solid foundation of how to set up and manage Linux servers.
We will begin by learning how to download the CentOS server installation file, set up a hypervisor,
and install packages. We will also explore commands that allow you to view system, kernel, hardware,
and processor information. With the skills you learn in this chapter, you will be able to set up and
manage Linux servers with confidence.

In this chapter, we are going to cover the following main topics:

o Downloading the operating system (OS) installation file
o Downloading and setting up a hypervisor
o Package installation commands

o Information commands



Getting a CentOS Server Up and Running

Downloading the OS installation file

In this section, we will cover the process of downloading the Linux server operating system, including
which Linux distributions are recommended and the requirements that need to be met.

When it comes to choosing a Linux distribution for your server, there are many options to choose from.
Some popular choices include Ubuntu, Debian, and Red Hat. However, one of the most popular and
stable choices for enterprise and web server environments is the Community Enterprise Operating
System (CentOS).

CentOS is a free and open source Linux distribution based on Red Hat Enterprise Linux (RHEL).
It is known for its stability and reliability, making it a popular choice for enterprise and web server
environments. It is also widely used in the hosting industry, education, research, and for personal use.
It is compatible with the Red Hat ecosystem, meaning that users can leverage their existing knowledge,
skills, and tools of RHEL. The distribution is maintained by a large community of developers and
users who work together to provide updates and security patches, making it a secure and stable choice.
Additionally, it is designed to be fully compatible with the upstream vendor, Red Hat, and it provides an
almost identical environment. This means that users can use the same set of commands and packages
as in Red Hat Linux, and they can also access the Red Hat customer portal and support. As we'll be
making use of CentOS throughout this book, we’ll be downloading the installation image from the
official website (https://www.centos.org/). The website offers both DVD and minimal ISO
images, which can be used to install the server. Make sure to download the correct version for your
architecture (32-bit or 64-bit).

When it comes to downloading the installation image for CentOS 8, there are two options available:

e CentOS-Stream-8-x86_ 64-20220104-boot.iso

e CentOS-Stream-8-x86_ 64-20220104-dvdl.iso

The CentOS-Stream-8-x86_64-20220104-boot . iso file is a minimal image used for
booting the system and performing a network installation. It is designed to be used with a network-
based installation process and contains only the packages required to start the installation process.
Additional files will be downloaded during the installation.

The CentOS-Stream-8-x86_64-20220104-dvdl. iso file is the DVD image containing
all the packages included in the distribution. It can be used for a local installation (also known as an
offline installation, as there is no need to download files during the installation), and it contains a
complete set of packages.
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It’s important to note that, depending on your system requirements and the intended use of the server,
one of these images may be more suitable than the other. The minimal image is recommended for
servers with limited resources, while the DVD image is recommended for servers with more resources
and a wider range of needs. The following are the system requirements for setting up our own server:

o Processor: A 64-bit processor is required

o Memory: A minimum of 2GB of RAM is recommended, but 8 GB or more is recommended
for servers with a high workload

o Disk space: A minimum of 20 GB of storage space is recommended, but the more storage
space, the better

« Network connectivity: A network connection is required for downloading the installation
image and performing updates

o Graphics card: A graphics card is not necessary for a server, but if you're planning on using
the server for graphical applications, a graphics card is recommended

o Operating system: A 64-bit version of Windows, macOS, or Linux is required for running
a hypervisor

Now that we know our system requirements, our first step is to open a web browser and go to www .
google.com:

1. In the search bar, type download CentOS ISO and press Enter. This will bring up the
official website for CentOS, which is https://www.centos.org/ (see Figure 1.1).

Google  downioad Centos iso X & @ Q

™ vVideos ) Images [ Books E News i More Tools

About 5,710,000 results (0.21 seconds)

. Cent0S
https:fwniy centos.org » download

Download - CentOS

As you download and use CentDS Linux or CentD$S Stream (What's the difference?), the
CentOS Project invites you to be a part of . How to verify your IS0
Download - Cent0S Wiki - Cent0s

Figure 1.1 — Google search
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2. Our second step is to select the x86_64 option for all architectures:

CentOs Linux

=l
¥ Architectures Packages Others
HBE_B4 RFhds Cloud | Containers | wagrant
ARMESL (aarches) RFMs Cloud | Containers| wagrant
B Power (ppocésle) RFhds Cloud | Containers | Wagrant

E Documentation

Release Motes | Release Email | Website

Figure 1.2 — x86_64 architectures

3. Next, we select the available link for our region. As we can see from the figure, mineis http://
mirror.web4africa.ng/centos/8-stream/isos/x86 64/:

In order to conserve the limited bandwidth available, ISO images are not downloadable from mirror.centos.org

The following mirrors in your region should have the ISO images available:

http://mirror.web4africa.ng/centos/8-stream/isos/x86_64/

Other mirrors further away:

http://mirror.ufs.ac.za/centos/8-stream/isos/x86_64/
http://www.ftp.saix.net/linux/distributions/centos/8-stream/isos/x86_64/
http://mirror.ictglobe.com/centos/8-stream/isos/x86_64/
http://centos.mirror.liquidtelecom.com/8-stream/isos/x86_64/

Figure 1.3 - Selection by region
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Downloading and setting up a hypervisor

From the index /centos/8-stream/isos/x86_64/, we'll need to download the Cent0S-Stream-
8-x86_64-20221222-dvdl.iso DVD version. As we have read previously, the DVD image
contains all the packages that are included in the distribution, which means that it can be used to
perform a local installation.

Index of /centos/8-stream/isos/x86 64/

aad

CHECKSL 12-Jan-2823 16:56 i
CHECKSLM. 35 12-Jan-2823 17:13 1564
Centos-Stream- 8-x86 &4- MG221027-boot .i50 27-0ct-2mz2 15:34 20 8E EESLE
CentOs-Stream- 8-x86 B4-R221A27-boot . iso.manifest 27-0Oct-2822 15:44 EZC
CentOs- Stream- 8- 286 E4- MA221027- duydl.is50 27-0ct-2m22 16:13 11559581824
Centos- Stream- 8-x86 £4- 28221A27-dydl.dso.manifest 27-0Oct-2822 16:13 39552
CentOs-Stream- 8-x86 F4-R221222-hoot . is0 22-Dec-22 18:51 1621248
CentOs-Stream- 8-x86 B4-R221222-boot . iso.manifest 22-Dec-2822 19:81 EZC
CentOs-Stream- 5-x86 E4-SR2R1202- dydl.iso 22-Dec-822 19:29 11729371136
CentOs-Stream- 8-x86 B4-R221222-dudl.iso.manifest 22-Dec-2822 19:29 CICRZE
CentOs-Stream- 8-X86 - R230112-hoot . 350 12-Jan-2323 15:34 AETFZET2
Centos- Stream- 8- w86 F4- 2923R112-boot . dso.manifest 12-Jan-2823 15:449 E3E
CentOs-Stream- 8-x86 E4- 28230112 dydl.is50 12-Jan-2¥23 16:14 11735662592
CentOs-Stream- 8-x86 F4-R230112-dvdl.iso.manifest 12-1an-2823 16:14 C3CRCS
Centos-Stream- 8-x86 £4-latest-boot.iso 12-Jan- 2423 15:34 MWASTFZETZ
CentOs-Stream-8-x86 E4-latest-boot.iso.manifest 12-Jan-2323 15:49 EZC
CentOs-Stream- 8-x86 Fq-latest-dwdl.iso 12-Jan-2323 16:14 11735ER2592
centos- Stream- 8-x86 B4-latest-dwdl.iso.manifest 12-Jan-=423 16:14 535854

Figure 1.4 - DVD download page

After downloading the image, we'll need to download a hypervisor.

Downloading and setting up a hypervisor

In this section, we will cover the process of downloading and setting up a hypervisor. A hypervisor
is software that allows you to create and run virtual machines on a physical host. This is essential
knowledge for a system administrator, as it allows for more flexibility and resource management.
There are several hypervisors available, such as VMware, VirtualBox, and Hyper-V. In this book, we
will be using VMware as an example.
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G

File Edit View WM Tabs Help

WORKSTATION 16 PRO™

® [ P

Create a New Open a Virtual Connect to a
Virtual Machine Machine Remote Server

Figure 1.5 - VMWare (Workstation 16 Pro)

The steps for downloading and setting up a hypervisor are as follows:

1. The first step is to download the VMware software from the official website:

download

All =] Mews

Abcut 41,400,000 results (O

Figure 1.6 — Downloading VMWare Workstation

2. Make sure to download the correct version for your operating system. Once the download is
complete, you will need to install the software on your physical host. This process is straightforward
and involves following the prompts during the installation process.
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Change, repair, or remove installation P
Select the operation you wish to perform.
Change

Lets you change the way features are installed.

Repair

Repairs errors in the most recent installation by fixing missing and corrupt
files, shortcuts, and registry entries.

Remove

Removes VMware Workstation Pro from your computer.

Back Next Cancel
Figure 1.7 — Setting up

Once the installation is complete, you will need to create a new virtual machine.

We'll utilize the Custom configuration wizard. This process involves specifying the amount of
memory and storage and the network settings for the virtual machine.

() Typical {recomrmended)

Create a \Workstation 16.2.x virtual
machine in a few easy steps.

Q custom (advanced)

Create a virtual machine with advanced
options, such as a SCSI confroller type,
viriual disk type and compatibility with
older YiMware products.

Help < Back Mext = Cancel

Figure 1.8 — Custom configuration wizard
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4. Configure the Virtual machine hardware compatibility settings as follows:

Yirtual machine hardware compatibility

Hardware Wiorkstation 16.2.x e
Compatible ES3 Server
Compatible products: Limitations:
Fusion 12.2.x Y 123 GB memary &
Workstation 16.2.x 32 processars
10 network adspters
8 TB disk size
8 GB shared graphics
memory
L v
Help < Back Mext = Cancel

Figure 1.9 — Hardware compatibility settings

5. Choose the operating system media, then choose the I will install the operating system later
option for a hands-on setup process:

Install frorm:

(JInstaller disc:

Mo drives available ~

Oinstaller disc image file (iso):

D YWCentDSyWCentDS-Siream-2-x86_64-20221222-dvd. -~ Browse...

Q1 will install the operating system later,
The wirtual machine will be created with a blank hard disk.

Figure 1.10 — Choosing the operating system media
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6. Provide a name for the virtual machine and choose a location.

MNew Virtual Machine Wizard X

Mame the ¥Yirtual Machine
What name would you like to use for this virtual machine?

Yirtual machine name:

Cent2sS 8 a4-hit

Location:

D A\CentDS\CentDS-Server Browse.. .

The default location can be changed at Edit = Preferences.

Figure 1.11 - Choosing a virtual machine name
7. Select a guest operating system:

Mew Virtual Machine Wizard X

Select a Guest Operating System
which operating system will be installed on this virtual machine?

Guest operating system

() Microsoft Windows

o Liriix

()WMware ESX

() other

Yersion

Cent0S & 64-hit b

Figure 1.12 — Selecting a guest operating system
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8.  Allocate processor resources:

New Virtual Machine Wizard X

Processor Configuration
Specify the number of processors for this virtual machine.

Processors

Mumber of processars: | 2 v |
Mumber of cares per processor: | 2 v |
Total processor cores: 4

Figure 1.13 — Specifying the number of processors to allocate

9. Allocate memory to the virtual machine. Calculating memory allocation should be approached
in the same manner as processor allocation. Ensure that the host system has adequate memory
and allocate the remainder to the virtual machine. For this example, we’ll be going with 8 GB
or more.

MNew Virtual Machine Wizard X

Memory for the Yirtual Machine
How ruch memory would you like to use for this virtual machine?

Specify the amount of memory allocated to this virtual machine, The memory
size must be & multiple of 4 MB,

178 GB Memary for this virtual machine: 57765 El MB

64 GB
32 GB
16 GB >
ace -4l W Maximum recommended memory
4 GE 11.7 GB
2 0GB
158
S12 ME
256 ME
128 MB
£4 ME Guest OS5 recommended minimum:
32 MB 512 MB
16 MB
2 ME
4 ME

- W Recommended memaory:
1 0GR

Figure 1.14 - Specifying the amount of memory
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10. Configure the network settings. Choose the network configurations that meet your needs, or
just select the default NAT Network. Why do this?

Network address translation (NAT) in VMware is a networking feature that allows virtual
machines to access the internet and other network resources with the use of a host computer’s
IP address. This feature provides a secure and convenient way to access the internet for virtual
machines that do not have their own IP addresses. In NAT mode, the virtual machine’s network
traffic is transparently translated between the virtual network and the host’s physical network,
allowing the virtual machine to access network resources as if it were directly connected to the
physical network. NAT is often used in virtualization environments for testing and development,
where virtual machines need access to the internet for downloading software, updates, and so
on but do not require public access.

New Virtual Machine Wizard *

Network Type
What type of netwark do yvou want to add?

Metwork connection

(JUse bridged networking
Give the guest operating system direct access to an external Ethernet
metwork, The guest must have its own IP address on the external network,

0 Use retwork address translation (AT

Give the guest operating system access 1o the host computer's dial-up or
external Ethernet networl connection using the host's IP address.

(JUse host-only networking
Connect the guest operating system o a private viriual network on the host
computer,

ODD niot use & network connection

Figure 1.15 — Network type

11. Select the I/O controller type.

The SCSI controller type is the type of controller that is used to control a virtual disk. The
following figure contains these options:

= BusLogic: This controller type is not available for 64-bit guests. It is an older controller type
that is no longer commonly used.

13
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LSI Logic (recommended): This controller type is recommended for most guests. It is a newer
controller type that offers better performance and compatibility than the BusLogic controller.

LSI Logic SAS: This controller type is designed for use with Serial Attached SCSI (SAS)
disks. It offers better performance than the LSI Logic controller, but it is not as widely
supported by guest operating systems.

Paravirtualized SCSI: This controller type is a high-performance controller that is designed
for use with VMware guest operating systems. It requires that the guest operating system
have a special driver installed.

If you are not sure which SCSI controller type to choose, I recommend using the LSI Logic
controller. It is a good all-purpose controller that is widely supported by guest operating systems.

MNew Virtual Machine Wizard X

Select I/0 Controller Types
Wihich SCSI controller type would you like to use for SCSI virtual disks?

[/O confroller types
SCSI Contraller:

BuisLogic Mot available for 64-bit guests)

O 51 Logic (Recommended)
(OLSI Logic 545
() Paraviriualized SCSI

Figure 1.16 - 1/O controller types

12. Choose the disk type.

The screenshot that follows shows the different disk type options available in the New Virtual
Machine Wizard window. The options are as follows:

Integrated Drive Electronics (IDE): This is an older disk type that is not as fast as newer disk
types, such as SATA and NVMe. However, it is still supported by most guest operating systems.

Small Computer Systems Interface (SCSI): This is a faster disk type than IDE. It is also
more versatile, as it can support multiple disks and devices.

Serial ATA (SATA): This is the most common disk type in use today. It is faster and more
reliable than IDE and SCSI.
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* Open non-volatile memory express (ONVMe): This is the newest and fastest disk type.
It is still under development, but it is becoming increasingly popular in high-performance
servers and workstations.

If you are running a guest operating system that supports newer disk types, such as SATA and
NVMe, then I recommend choosing one of those disk types. They will offer better performance
and reliability.

MNew Virtual Machine Wizard *

Select a Disk Type
What kind of disk do you want to create?

Yirtual disk type
(O1oE
(scal
Osete

(OMye {Recommended)

Figure 1.17 — Disk type

13. Select a virtual disk (select the virtual disk if you have one, or create one).

New Virtual Machine Wizard x

Select a Disk
\Which disk do you want to use?

Disk
© create a new virtual disk

A wirtual disk is composed of one or more files on the host file system,
which will appear as a single hard disk to the guest operating system.
‘irtual disks can easily be copied or moved on the same host or between
hosts,

()Use an existing virtual disk

Choose this option to reuse a previously configured disk.

(Use a physical disk (for advanced users)

Choose this option to give the virtual machine direct access to a local hard
disk. Requires administrator privileges,

Figure 1.18 — Creating a new virtual disk
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14. Specity the disk capacity. The recommended disk space is 20 GB, but we'll be allocating 30 GB
of space to ensure sufficient room for your virtual machine. Be sure to tick the Store virtual
disk as a single file option.

Specify Disk Capacity
How large do you want this disk to be?

Maximum disk size (GB): 300 L=

Recommended size for CentDS 2 64-hit: 20 GB

[ Jallocate all disk space now,
Allocating the full capacity can enhance performance but requires all of the

physical disk space to be available right now. If you do not allocate all the
space now, the virtual disk starts small and grows as you add data to it

O store virtual disk as a single file
() split virtual disk into multiple files

Splitting the disk makes it easier to maove the virtual machine to another
computer but may reduce performance with very large disks,

Figure 1.19 - Setting the disk capacity
15. Define the virtual disk file.

New Virtual Machine Wizard b4

Specify Disk File
Where would you like to store the disk file?

Disk file
One 30 GB disk file will be created using this file name.

Centos 8 &d-hit vk Browse. ..

Figure 1.20 - Specify Disk File
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16. Create the virtual machine by selecting Finish.

Ready to Create Yirtual Machine

Click Finish to create the virtual machine. Then you can install Cent0S 8
G4-bit,

The virtual machine will be created with the following settings:

MNarme: Cent0S 8 64-hit
Location: DyCent0OsShCent0S-Server
Yersion: Workstation 16.2.%

Operating System: CentDS B 64-bit

Hard Disk: 30 GB

Memary: 2776 MB

Metwork Adapter:  MAT

Other Devices: 4 CPU cores, CO/OND, USE Contraller, Printer, Sound C...

Customize Hardware...

< Back Finish Cancel

Figure 1.21 — Ready to Create Virtual Machine

17. Next, to initiate the CentOS installation on VMware Workstation, provide the virtual machine
with the CentOS ISO image. Once you've done this, click on the Power on this virtual machine
option. This will create a new virtual machine and configure it according to the specifications
you have provided.

[[] CentOs 8 64-bit

Virtual Machine Settings X

Hardhware  Options

Device Summary D s
~ Devices E=Memary 96 GE Connected
Memory 86C { FProcessars 4 B connect at power on
Pre [\Hard Disk (SATA) 0GE
o (=) CD/DVD (IDE) Autn detect Connection
30GB Fanetwork adapter N&T O use physical drive:
Auto detect ) use controller Present TR -
Network Adapter  NAT b Sound card Auta detect ‘
USB Controller Present Siprinter Present el
USB Controlle ese
[Cloisplay Auto detect \ D:\Cent0S\CentOS-Siream-6-u86_64-20221222-dvd] ~ | | prowsa...
Sound Card Auto detect LSS
Printer Present 7 7
Advanced...
Auto detect -

Figure 1.22 - Selecting the I1SO image file
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18.

19.

After the installation is complete, you will power on the newly created virtual machine, which
will boot up and be ready for use. This process will allow you to have a fully functional CentOS
installation running within a virtual environment, providing you with the ability to easily test,
run, and manage multiple operating systems on a single physical machine.

The next step is to power on the virtual machine. This will bring the newly installed operating
system to life and allow you to start configuring and using it. It is important to ensure that
the virtual machine is properly configured before proceeding with the power-on process. This
includes verifying the network configuration, memory and processor allocation, and disk space
availability. Once you have confirmed that all the necessary parameters are set up correctly, you
can power on the virtual machine by clicking the Power On button in VMware Workstation.
This will move us into the next stage of the configuration process.

We'll select Install CentOS Stream 8-Stream from the list of options. To navigate between the
options, use the arrow keys and press the Enter key to select the desired one.

Cent0S Stream 8-stream

Install CentOS Stream B-stream
Test this media & install CentOS5 Stream B-stream

Troubleshoot ing

Automatic boot in 59 seconds...

Figure 1.23 — Powering on CentOS 8-Stream

Upon successful initiation of the CentOS installation, you will be presented with a welcome
screen that gives you the option to choose your preferred language. Simply select your desired
language and click Continue to proceed.
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CENTOS STREAM 8-STREAM INSTALLATION

B us Help!
WELCOME TO CENTOS STREAM 8-stream.

What language would you like to use during the installation process?

English Eng!:'sh > English (United States)

Afrikaans Afrikaans English {United Kingdom)
AICE Amharic English (India)
English (Australia
Ege Arabic e gl' hic 4 ]]
nglish (Canada
AT
Assamese English {Denmark)
Asturianu Asturian English (Ireland)
Benapyckas Belarusian English (New Zealand)
Bbnrapcku Bulgarian English (Nigeria)
JreeTt Bangla English (Hong Kong SAR China)
[ a

Figure 1.24 — Choosing your preferred language

20. To move forward with the installation of CentOS, it is important to set up certain parameters
such as keyboard layout, language support, time and date settings, software packages to be
installed, root password, installation media, and disk partition information. These parameters
will ensure a smooth and successful installation.
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& Centos

INSTALLATION SUMMARY

LOCALIZATION

E Keyboard
English (US)

CENTOS STREAM 8-STREAM INSTALLATION

SOFTWARE

Installation Source
Local media

| Helpl |

SYSTEM

51 Installation Destir
2 Automatic partitioning sele

Language Support Software Selection KDUMP
English (United States) Server with GUI Kdump is enabled
Time & Date =>» Network & Host P
Americas/New York timezone (- Not connected
n Security Policy
USER SETTINGS No content found
Root Password

Root account is disabled.

Quit H Begin Installation

We won't touch your disks until you click 'Begin Installation’.

/1y Please complete items marked with this icon before continuing to the next step.

Figure 1.25 - The installation summary

21. The installation wizard in CentOS 8 can automatically detect all the locally accessible network
interfaces prior to the installation process. These interfaces will be displayed in the left pane
(see Figure 1.26), allowing you to easily choose the desired network and configure it as active
or inactive based on your specific requirements. This step ensures that the correct network
connection is established for the system during the installation process.
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NETWORK & HOST NAME

5160)

NET3 Ethernet Controller

bl - |

CEN TREAM 8-STREAM INSTALLATION

g Ethernet (ens160) ﬂj

Connected

—

Speed 10000 Mb/s

IP Addre
Default Rou
DN

Configure...

Figure 1.26 - The Network & Host Name page

22. With all the necessary settings configured, it’s time to commence the installation process. Click
the Begin Installation button:

21
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INSTALLATION SUMMARY CENTOS STREAM 8-STREAM INSTALLATION
& Centos —
B us | Help! ‘
E Keyboard Installation Source @ Installation Desti
English (US) Local media Automatic partitioning sele
Language Support Software Selection .Q KDUMP
English (United States) Server with GUI Kdump is enabled
Time & Date Network & Host

Africal agos timezone Wired (ens160) connecte

n Security Policy
No content found

USER SETTINGS

@ Root Password
Root password is set

@ User Creation
Administrator instructor will
be created

Quit Beqin Installation

We won't touch your disks until you dlick ‘Begin Installation’.

Figure 1.27 - The Begin Installation button

As the installation process begins, the setup wizard will commence the installation of CentOS.
The process may take several minutes to complete, depending on the speed of your system and the
configuration settings selected. Keep an eye on the progress bar to track the installation’s progress.
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INSTALLATION PROGRESS CENTOS STREAM 8-STREAM INSTALLATION
B us

& Centos

) Creating xfs on /dev/mapper/cs-root

Figure 1.28 - Installation progress

23. After the successful installation of CentOS, it's important to reboot the virtual machine to ensure
that all changes made during the installation process take effect. This will help in initializing
the newly installed operating system and making it ready to use. To reboot the virtual machine,
simply select the Reboot System button to restart from the system menu and wait for the
machine to complete the reboot process.



24 Getting a CentOS Server Up and Running

INSTALLATION PROGRESS CENTOS STREAM 8-STREAM INSTALLATION
Eus

& Centos

Completel

CentO5 Stream is now successfully installed and ready for you to usel
Go ahead and reboot your system to start using itl

Reboot System

/1y Use of this product is subject to the license agreement found at /usr/share/redhat-release/EULA

Figure 1.29 — The Reboot System button

24. Upon rebooting the virtual machine, select the first option presented in the GRUB menu for
successful boot into the installed CentOS operating system.



Downloading and setting up a hypervisor

CentDS Stream (4.18.0-4H8.el8.x86_64) 8

CentDS Stream (B-rescue-e3ed3e24d5cd44daa82d391736e9bc81) 8

Use the * and | keys to change the =election.
Press ‘e’ to edit the selected item, or 'c’ for a command prompt.
The zelected entry wWill be started automatically in 5=.

Figure 1.30 - The CentOS 8 GRUB menu

25. One more important step to remember is to read and accept the license information, as it is
required to proceed with the boot process.

License Information
e
Done

License Agreement:

CentOS 8 Linux EULA
CentOS 8 Linux comes with no guarantees or warranties of any sorts, either written or implied

The Distribution is released as GPLv2. Individual packages in the distribution come with their own licences. A copy of the GPLvZ license is included with the distribution media.

+1 1 accept the license agreement.

Figure 1.31 — Accepting the license information

25
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26. Upon accepting the license information, the final step in the process is to complete the configuration
by clicking the Finish Configuration button. This action finalizes the setup and configuration
process and enables the system to boot into the newly installed CentOS operating system.

INITIAL SETUP CENTOS STREAM 8

B us Helpl

LICENSING

License Information
License accepted

auIr FINISH CONFIGURATION

Figure 1.32 - Finishing the configuration
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27. With your credentials, log in to your newly installed CentOS Linux system.

. instructor

Cancel ¥ Signin

v CentOS

Figure 1.33 - Logging in

28. Upon logging in, select the Start Using CentOS Linux option to begin utilizing the full
functionality of the operating system.

27
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Ready to Go

You're ready to go!

Start Using CentOS Stream

Figure 1.34 — Ready to Go

It is reccommended that you log in as the root superuser as soon as possible and run the commands in
the next section to ensure your newly installed CentOS Linux system has the latest updates and fixes.

Package installation commands

Package installation commands are used in CentOS to install and manage software packages on the
system. The package management system in CentOS is called Yellowdog Updater Modified (YUM),
and it provides a centralized method for managing and installing software packages.

YUM package management system

YUM is the default package manager for CentOS. It makes it easy to manage software packages
by resolving dependencies and downloading required packages. With YUM, users can install new
packages, update existing packages, and remove packages as needed. YUM provides a command line
interface that allows users to manage packages from the terminal, as well as a graphical user interface
for users who prefer a visual approach.
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Common package installation commands

The most common commands used with YUM include yum install to install a new package,
yum update to update an existing package, and yum remove to remove a package. Additionally,
yum list canbe used to list all available packages, and yum search can be used to search for
packages. It is important to remember that when using YUM to manage packages, it is necessary to
have an active internet connection and to run the commands as root or with administrative privileges.

The following commands are the starting point of the 100 Linux Commands Every System Administrator
Should Know journey:

o yum upgrade: The yum upgrade command is used in CentOS Linux to upgrade all
installed packages to their latest available version. The command updates the system with
the latest packages, bug fixes, and security patches, ensuring the system remains secure and
stable. The yum upgrade command is executed in the terminal and it is executed with
administrative privileges, usually as the root user. By running the command, the system will
upgrade all installed packages and resolve any dependencies or conflicts that might arise during
the upgrade process.

instructor]# yum upgrade

eam

00:00
> on Fri 83 Feb 2023 09:20:17 PM WAT.

Figure 1.35 — Upgrading the server

o yum update: This package management tool is used in CentOS and other Linux distributions
to upgrade and update system software packages. It downloads the latest package updates from
a repository and installs them on the system, ensuring that your system has the most up-to-date
security patches and bug fixes. Running yum update on a regular basis is an important part
of system maintenance, as it helps keep your system secure and running smoothly.

instructor]# yum update
ata expiration check: 1:00:24 ago on Fri 03 Feb 2023 ©9:21:12 PM WAT.
resolved.

Complete!

Figure 1.36 — Updating the server

29
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o reboot: This command is used to restart a computer running on a Unix-based operating
system such as Linux. It is used to apply changes made to the system or to refresh the system
after completing a process. The command can be executed by a user with root or superuser
privileges. Upon executing the command, the system initiates a reboot sequence and all running
processes are terminated. Then, the system is restarted. The reboot command is often used
after completing a system update or upgrade to ensure the changes are applied.

[root@localhost instructor]# reboot

Figure 1.37 — Rebooting the server

Information commands

CentOS provides system administrators with a range of commands for obtaining information about
various aspects of the system, including hardware, software, networks, and users. These commands
are essential tools for monitoring and troubleshooting the system and its components, providing
insight into the current status, configuration, and performance of the system. With the ability to obtain
accurate and up-to-date information about the system, system administrators can quickly identify
and resolve issues, ensuring optimal performance and the stability of the system. These commands
provide information about the system’s hostname, disk usage, processes, CPU, and network interfaces,
respectively, making them valuable tools for system administrators who need to diagnose and resolve
system issues.

Here are a few commonly used information commands in CentOS:

o uname: The uname command is used to display information about the operating system and
the system’s hostname. This command can also display the type of hardware, the version of the
operating system, and the release number of the kernel.

[instructor@localhost ~]1% uname

Linux

Figure 1.38 — Displaying the operating system

The uname command comes with different flags that can be executed; for example, the -a
parameter displays the whole information, including the system name, network node hostname,
kernel release, version, and machine hardware name, as we can see in the following terminal:

[instructo calhost ~1% una

a
Linux localhost.localdomain 4.18.0-448 86 64 #1 SMP Wed Jan 18 15:02:46 UTC 2023 x86 64 x86 64 x86 64 GNU/Linux

Figure 1.39 - Displaying all system information
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o 1sb release:Thelsb release command is used to display information about the Linux
Standard Base (LSB) version, distributor ID, and release number. The LSB is a standard that
defines the Linux operating system and ensures compatibility among different Linux distributions.

[instructor@localhost ~]$ lsb release

LSB Version: :core-4.1-amd64:core-4.1-noarch

Figure 1.40 - Displaying the Linux Standard Base version

To execute additional flags, we'll make use of a flag commonly used by administrators to display
the distributor indicator.

[instructor@localhost ~]% 1sb_relea

Distributor ID: Cent0S5Stream

Figure 1.41 - Displaying Distributor Indicator

o hostnamectl: The hostnamectl command is used to display and modify the system
hostname and to view various system settings such as the operating system architecture, boot
mode, and system time zone. This command is useful for changing the hostname or viewing
system settings without having to log in to the system as a root user.

[instructor@localhost ~]% hostnamectl
Static hostname: localhost.localdomain
Icon name: computer-wvm
Chassis: wvm
Machine ID: e3ed3e24d5cd44daag82d391736e%bc8
Boot ID: 64d5cf5d7d7b4db9ab3e3eaas57894b74

Virtualization: wmw
Operating System:

Figure 1.42 - Displaying the system settings and architecture

Let us execute hostnamect1 with another flag, set -hostname. This flag is used to set
the system hostname to a specified value. For example, you might execute hostnamectl
set-hostname myhost:

31
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namectl set-hostname Instructor
~1% hostname

[instructor@localhost ~1%

Figure 1.43 — Setting a system hostname

The preceding useful information commands that we covered in this section will help you gather
information about your system. Throughout this chapter, we emphasized the importance of proper
server setup and installations, including regular software upgrades and updates, to ensure that your
system runs smoothly and remains secure. By following the steps outlined in this chapter, you will be
well on your way to setting up a reliable and secure server for your personal use, as well as building
a foundation to further learn about Linux system administration.

Summary

In our first chapter, we focused on the steps involved in downloading and setting up a server. We
began by discussing the process of downloading the server’s operating system, which is a crucial step
in the setup process. We then delved into the topic of downloading and setting up a hypervisor, which
is a virtualization platform that enables the creation of virtual machines. The hypervisor provides an
isolated environment for each virtual machine, which allows multiple virtual machines to run on the
same physical server.

Moving on, we discussed the importance of package installation commands in the server setup process.
These commands allow system administrators to install, upgrade, and remove packages from the
server, which are essential for the server to function properly. We also provided an overview of some
common package installation commands such as yum.

Finally, in the fourth section, we highlighted the role of informational commands in the server setup
process. These commands provide important information about the system, including information
about the operating system and the hardware. We covered three common information commands
in CentOS, including uname, 1sb_release, and hostnamectl, and described their uses and
benefits. These information commands are useful for monitoring and troubleshooting the server and
ensuring that it is functioning optimally.

In our next chapter, we dive into Linux users and groups management. Essential for system security,
stability, and resource allocation, this chapter covers key commands and tools for system administrators
to manage users and groups.
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As important as it is to choose the right distribution of Linux, it’s equally important to understand the
key components of Linux system administration, including Linux user and group management. The
Linux operating system allows administrators to create multiple users and assign different permissions
and group policies, ensuring system security, stability, and resource allocation. In this chapter, we will
dive into Linux user and group management and focus on the key commands and tools used by Linux
system administrators to manage users and groups.

The history of Linux user and group commands dates back to the early days of the Unix operating
system, where user and group management was a key aspect of system security and resource allocation.
With the growth of the open source movement, Linux adopted these concepts and expanded upon
them, allowing for granular control over user and group permissions, user authentication and access
control, and more. Today, Linux user and group commands form a critical component of any Linux
system, providing system administrators with the tools they need to manage users, assign permissions,
and ensure secure access to sensitive resources and data.

In this chapter we are going to cover the following main topics:

o useradd, userdel, and usermod

« Files, directories, and permission commands
o groupdel, groupmod, groupadd, and grpck

o pwck, chage, and passwd commands

« find, locate, and whereis commands
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useradd, userdel, and usermod

In a Linux system, it is important to manage users and groups to ensure security and access control.
The useradd, userdel, and usermod commands are fundamental tools for creating, deleting,
and modifying users on a Linux system. These commands allow administrators to create user accounts,
assign permissions, and limit access to resources. Understanding how to use these commands is
essential for managing users on a Linux system. Whether you are setting up a single-user system or an
enterprise-level environment, the useradd, userdel, and usermod commands are indispensable
tools for Linux administrators. We will explore these commands in detail, including their usage, options,
and examples, to give you a comprehensive understanding of user management on a Linux system.

These tools—useradd, userdel, and usermod—are part of the Shadow Password Suite, which
is commonly used on Linux systems to manage user accounts. It is essential to understand how to
use these tools properly to ensure the security and stability of a Linux system. While these tools are
primarily used on Linux systems, they can also be used on other Unix-like systems.

We will cover their usage in detail, including the options and syntax for each command. We will also
discuss best practices for managing user accounts on a Linux system, such as creating a standard
user account and using sudo for administrative tasks. Now, let’s dive into these commands in the
following subsections.

useradd

The useradd command in Linux is used to create a new user account or update an existing one.
It is a powerful tool that can be used to manage user accounts in a variety of ways, from assigning a
home directory and shell to setting the user’s password and expiration date. When creating a new user
account, useradd requires several pieces of information to be provided, such as the username, the
user ID (UID), and the group ID (GID). The UID is a unique number assigned to the user, while
the GID is the primary group that the user belongs to. These values are used by the system to identify
and manage user accounts. In addition to the required information, there are several optional flags
that can be used with useradd to customize the user account. For example, the -m flag can be used
to create a home directory for the user, while the - s flag specifies the default shell for the user. The
- ¢ flag can be used to add a comment or description to the user account, which can be helpful in
identifying the purpose of the account. Once the user account has been created, it can be modified
using the usermod command. This command is used to modify the user’s account information,
such as their password or expiration date. It can also be used to add or remove the user from groups,
change the user’s default shell, and much more. The basic syntax of the useradd command is as
follows (note that you will need sudo access to successfully run the command):

sudo "useradd [options] username"
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The following figure shows more details on the usage and options for the useradd command:
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Figure 2.1 — useradd usage and options

To create a new user account named testerl and a corresponding home directory, as well as
displaying the UID, use the following command:

[instructor@Instructor ~]% sudo useradd -m testerl
[sudo] password for instructor:

ructor ~]% id testerl
1001 ( erl) groups=1001(testerl)

1) g

Figure 2.2 - Creating a user and a home directory for the user

The -m option tells the system to create the home directory, which is where the user will store their
files and settings. The purpose of creating a home directory for a new user is to ensure that they have
their own space on the system to work in and allow them to store files and customize their environment
without affecting other users. Additionally, it provides a place for the user to store configuration files
and other settings that are specific to their account.
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We also introduced another command, 14, in the process of creating a new user.

The 1d command from the preceding example is a Linux/Unix command that is used to display the
UID and GID of our tester1l user account. When used with a specific username as an argument,
suchas id username, the id instructor command will display output similar to the following
if the instructor user exists on the system:

[instructor@Instructor ~]% id instructor

uid=1eee(instr or) gid=1000(instructor) groups=1000(instructor),10(wheel)

Figure 2.3 - Displaying the ID

We can also check the existence of this user in the /etc/passwd file:

instructor:x:1000:1000:instructor:/home/instructor:/bin/bash
testerl:x:1001:1001::/home/testerl:/bin/bash

The following screenshot shows the result:

Figure 2.4 — Evidence of the existence of the users

The following are the details of the user information in the preceding figure:

e testerl: Username

e 1001:UID

e 1001:GID

o /home/testerl: User’s home directory
« /bin/bash: Login shell

o ::Separator

o ::: A password-less user account

o x: The stored password in the /etc/shadow file

userdel

userdel is a Linux command used to delete a user account and its associated files and directories.
It's important to note that when a user account is deleted using userdel, all the files and directories
under the user’s home directory are also deleted. Therefore, userdel should be used with caution to
avoid the accidental deletion of important files. The command requires root privileges, and the syntax
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isuserdel [options] username. The most commonly used option is - r, which removes
the home directory and mail spool of the deleted user. When deleting a user with userdel, it’s
important to make sure that the user account is no longer needed. It’s also important to consider the
impact that deleting the user account will have on any applications or services that rely on the user
account. This is especially true if the user account is used for system administration or runs any critical
services. In such cases, it’s important to create a backup or a copy of the user’s files and directories
before deleting the account.

Another consideration when using userdel is that it only deletes the user account from the
system’s user database. Any processes that were started by the user before the account was deleted
will continue to run until they are finished or manually stopped. It’s also possible that some system
files or configuration files might still reference the deleted user, which could cause issues in the future.

The following screenshot shows the usage and options of the userdel command:

nstructor ~]% userde
[options] LOGIN

e some actions that would fail otherwise

y and mail spool
chroot into
ory whe are located the
y SELinux user mapping

[instructor@Instructor -

Figure 2.5 — userdel usage and options

To delete the tester2 user, you would run the following command:

[instructor@Instructor ~]$%$ sudo userde
[sudo] password for instructor:

Figure 2.6 — Deleting the user account

As we observe the deletion of the tester?2 entry from the /etc/passwd file, we can also confirm
whether the tester2 user’s home directory is still accessible:

[root@Instructor instructor]# cd /home/tester2/
[root@Instructor tester2]# pwd

/home/tester2
[root@Instructor tester2]# I

Figure 2.7 - Switching to the user’s home directory
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When you run the userdel command, it removes the user’s entry in the /etc/passwd file and
the user’s group, but it does not remove the user’s home directory, /home/tester2. To remove a
user and their home directory simultaneously, execute the userdel command followed by the -
option. Attempting to switch to the deleted user’s home directory will not be successful, as it has been
removed. This can be verified by the following example:

[root@Instructor te

[root@Instructor

[root@Instructor

bast d: /h
[root@Instructor

Figure 2.8 — Deleting the user and the home directory

Here are the steps we took:

1. Deleted the user and the home directory using the -r flag
2. Verified whether we could do a switch to the user for confirmation

3. Checked whether we could switch to that user’s home directory

Overall, userdel is a powerful command that should be used with caution. It’s important to ensure
that the user account being deleted is no longer needed and that all necessary backups and precautions
have been taken to avoid data loss or system issues.

usermod

The usermod command is a powerful Linux administration tool that allows system administrators
to modify user account information. This includes changes to the user’s home directory, login shell,
UID, GID, and other account properties. Additionally, usermod can be used to add or remove user
groups, set password-aging policies, and more. This tool helps system administrators to manage user
accounts on a Linux system effectively.

To use usermod, the command is followed by options that specify the changes to be made. For example,
to add a user to a specific group, the -aG option is used, followed by the group name. Similarly, to
change the user’s home directory, the -d option is used, followed by the new directory path. When
making changes to a user’s account, it is important to consider the impact that the changes will have
on the system and other users.

usermod also has a useful feature that allows for the modification of multiple user accounts at once
using a script or a list of usernames. This feature saves time and effort when making changes to a large
number of user accounts. However, it is important to use usermod with caution, as improper use
of the command can result in unintended consequences or even system damage. We'll take a look at
execution examples using usermod:
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o Adding a user to a group: Let’s say you want to add a user named tester1l to the developers
group and verify that the user has been added to the group. You can use the following command:

[instructor@Instructor ~]$ sudo usermod -aG developers testerl
[instructor@Instructor ~]$ groups testerl

testerl : testerl developers
[instructor@Instructor ~]% I

Figure 2.9 - Adding a user to a group

o Changing the home directory of a user: Suppose you want to change the home directory of
auser named testerl to /home/testerl new. You can use the following command:

[instructor@Instructor ~]$ sude usermod -d /home/testerl newl testerl
[instructor@Instructor ~]% grep testerl /etc/pa

:x:1001:1001: : fhome/ _newl:/bin/bash
[instructor@Instructor ~1%

Figure 2.10 — Changing the user’s home directory

o Lock/unlock a user account: If you want to lock/unlock the account of a user named testerl,
you can use the following command:

[instructor@Instructor sudo use d -L testerl
[instructor@Instructor sudo ¢ sterl /etc/shadow
19409:0:99999:

Figure 2.11 - Locking a user
The exclamation mark indicates that the testexr1 account is locked. If the account is not
locked, the second field will contain the password hash for the user’s password.
Now let’s unlock the testerl user:

[instructor@Instructor ~1% sudo
[instructor@Instructor ~]4% sudo
[instructor@Instructor ~]4$ sudo g

testerl:12345:19441:0:99999:7:::
i .tructurudln tructor ~1%
:1001:1001: : fhome/

Figure 2.12 - Unlocking a user

o Changing the UID and GID of a user: Let’s say you want to change the UID of a user named
testerl to 1001 and the GID to 1002. You can use the following command:

39



40 Linux User and Group Commands

~1% sudo usermod -u
ructor:
structor ructor ~]% it
=1001(te gid=1002(
structor@Instructor ~]$ I

structor

[instructor
[sudo]

1001 -g 1002

pass

groups=1002 (

Figure 2.13 - Changing a user’s UID and GID

This will change the UID of the user testerl to 1001 and the GID to 1002.

Files, directories, and permission commands

Files and directories are organized in a hierarchical structure, with the root directory as the top-most
level. Each file and directory has a set of permissions that determine who can read, write, or execute
it. The file permissions are divided into three categories—user, group, and others:

o user: This refers to the owner of the file
o group: This refers to a group of users assigned to the file (e.g., developers)

o others: This refers to anyone else who is not the owner or part of the assigned group

Let’s take a look at the hierarchical structure:

I I I

/bin letc /sbin fusr
“essential user “configuration files “essential system  “read-only user application

command binaries” for the system” binaries” support data & binaries”
bash crontab fdisk
cat cups fsck — /usr/bin
chmod fonts getty “most user
cp fstab halt commands”
date host.conf ifconfig
echo hostname init — /usr/include
grep hosts mkfs “standard include
gunzip hosts.allow mkswap files for ‘C’ code”
gzip hosts.deny reboot
hostname init route — /usr/lib
kill init.d “obj, bin, lib
Iless ISS“th » files for coding
n machine-i ”
Pk micb & packages
mkdir mtools.conf — /usr/local
more nanorc “local software”
mount networks Jusr/local/bin
mv pas;“”d usr/local/lib
2;2‘; g:Zfoiols /ust/local/man
ping resolv.conf /USr/'OCG'/bII?I
ps rpe Jusr/local/sbin
pwd securetty Just/local/share
m services L /usr/share
sh s‘heIIs “static data sharable
su timezone N ,,
tar accross all architectures
touch Jusr/share/man
umount “manual pages”
uname

Ivar

“variable data files”

— /var/cache

“application

cache data”

— /var/lib

“data modified as

programmers run”

— /var/lock

“lock files to track

resources in use”

— /var/log

“log files”

— /var/opt

“variable data for

installed packages”

— /var/spool

“tasks waiting to

be processed”
Ivar/spool/cron
/var/spool/cups
/var/spool/mail

L— /var/tmp

“temporary files saved

between reboots”

— /dev
“device files
incl. /dev/null”

— /home

“user home
directories”

— /lib

“libraries &
kernel modules”
— /mnt

“mount files for
temporary
filesystems”

— /opt

“optional software
applications”

— /proc
“process & kernel
information files”

— /root
“home dir. for
the root user”

Figure 2.14 - Linux files and directory hierarchical structure

To manage file and directory permissions in Linux, there are several command line tools available.
Some of the commonly used commands include chmod, chown, and chgrp.
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chmod

The chmod command is used to change the permissions of a file or directory. To recursively change
the permissions of all files and subdirectories within a directory, we can use the -R flag of the chmod
command. This flag is essential for applying permissions changes to all contents within a directory.

However, the suggested text after that doesn’t seem to directly address the significance of the 700
permission setting.

For example, in the following screenshot, 700 signifies that the owner of the Confidential files
directory has read, write, and execute (RWX) permissions (7), while the group and others have no
permissions (0). This configuration ensures that only the owner can access, modity, or execute files
within the directory, providing a high level of security for sensitive information:

structor Documents]$ chmod -R 700 Confidential files/
structor Documents]$ 1s -1

total 4
structor instructor 6 Mar 26 13:51
rw-r--. tructor i ructor 77 Mar 26 13:49 sensitive fTile.txt
[instructor@Instructor Documents]$

Figure 2.15 — Granting the owner RWX permissions

chown

The chown command is used to change the owner and group of a given file or directory. To change

the owner and group of a directory, we must pass both arguments separated by the : sign. Just like

the chmod command, you can replicate the new settings recursively by adding - R to the command:
o chown -R testerl:developers /home/instructor/Documents/office-c

ructor offic
structor Docum

@ Mar

Figure 2.16 — Changing the owner and group of a directory

This command changes the owner and group of the directory located at /home/instructor/
Documents/office-docs/ along with all its content recursively. The -R option stands for recursive.

chgrp

chgrp is used to change the group of a file or directory without touching the owner’s permission. To
change the group ownership of a directory named project-001 and all of its contents to a group
named developers, use the following command:
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0 nstructor Documents]$ sudo chgrp -R developers project-ee1/
o] pass d for instructor:
[instructo nstructor Documents]$ ls -la project-081/
total €

instructor developers Mar 26 14:
instructor instructor Mar 26 14:
instructor developers ) Mar 26 14:
instructor el ) Mar 14:

FWXr
r-Xr
~-MW-Mw-Ir--
~-M'wWw-Irw-r
-rW-Trw-r--. Mar 26 14:
-rW-Trw-r--. ' r i ) Mar 26 14:
r
r
r
r
r

N
=

-rW-rw-r-- 5 Mar 26 14:
-W-Tw-r-- instructor veloper 3 Mar 26 14:
-W-TwW-T instructor el 3 Mar 26 14:
-W-TFwW-Ir-- Mar 26 14:
- FW-wW-1--. Mar 26 14:
- FW-wW-1--. ) Mar 26 14:
[instructor

LE, I - TS}

]
o

Figure 2.17 - Changing the group ownership of a directory

Security is also an essential aspect of file and directory management in Linux. System administrators
must ensure that files and directories are secured and only accessible to authorized users. This can be
achieved by implementing access control measures such as using strong passwords and configuring
user access permissions appropriately.

groupdel, groupmod, groupadd, and grpck

Group management is an important aspect of Linux system administration. Groups are used to
organize users and define their access privileges to files and directories on the system. The four main
commands used for group management are groupadd, groupmod, grpck, and groupdel.

groupadd is used to create a new group on the system. To use this command, type groupadd
followed by the desired options and the new group name. For example, to create a new group called
DevSec-group, the command would be groupadd DevSec-group:

[instructor@Instructor ~]% sudo groupadd DevSec-group
[instructor@Instructor ~]% cat /etc/group | grep DevSec-group

Xx:1003:
[instructor@Instructor ~]%

Figure 2.18 - Adding a new group

This command will create a new group with the default settings, including a new GID.

Now that we've created our groups, let’s do some modifications such as changing its membership using
the groupmod command. This is a command used to modify an existing group on the system. This
command can be used to change the group’s name, GID, or membership. To modify a group, type
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groupmod followed by the desired options and the group name. For example, to change the name
of the group DevSec-group to DevSec-group-new, the command would be groupmod -n
DevSec-group-new DevSec-group:

[instructor@Instructor ~1% cat /etc/group | grep DevSec-group
1003:
ructor ~]%$ sudo groupmod -n DevSec-group-new DevSec-group
jord for instructor

[instruct Instructor ~1$ cat /etc/group | grep DevSec-group-new
+x:1003:
[instructor@Instructor ~]% I

Figure 2.19 — Modifying an existing group

Our next command is grpck, which is used to check the integrity of the group files on the system.
This command will check the group file (/etc/group) and make sure that all groups listed in
the file have valid entries in the password file (/etc/passwd). To use this command, simply type
grpck -r /etc/passwd:

[instructor@Instructor ~]% grpck -r /etc/passwd
0 no user @

nember
adm: no
e member
se
delete member '7'? No
group sync: no user @

Figure 2.20 — Checking the integrity of the /etc/passwd file

Lastly, the groupdel command is used to delete a group from the system. To use this command,
simply type groupdel followed by the group name. For example, to delete a group called DevSec-
group-new, the command would be groupdel -f DevSec-group-new.

[instructor@Instructor ~]$ cat /etc/group | grep DevSec-group
-new:x:1003:
[instructor@Instructor ~]$ cat /etc/group | grep DevSec-group-new
:X:1003:

[instructor@Instructor - sudo groupdel -f DevSec-group-new
[instructor@Instructor - a qgr i evSec-group-new
[instructor@Instructor -

Figure 2.21 - Deleting a group
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This command will remove the group from the system. The - £ option is used to force the deletion of
the group, along with any users who were assigned to that group.

Overall, group management is a critical aspect of Linux system administration. Proper management
of groups can ensure the security and accessibility of files and directories on the system. The four
main commands used for group management, groupdel, groupmod, groupadd, and grpck,
provide system administrators with the necessary tools to effectively manage groups on a Linux system.

pwck, chage, and passwd commands

The pwck command is a Linux system administration tool that is used to verify the consistency of
the passwd, shadow, and group files. The purpose of the command is to ensure that the user
accounts and groups listed in these files are valid and to detect any inconsistencies between them.
It is useful in maintaining the integrity and security of a Linux system, as it can help to identify and
correct errors that may arise due to manual edits of these files. For example, if a user account exists
in the passwd file but not in the shadow file, pwck will detect this and prompt the user to fix the
inconsistency. Let’s take a look at some examples using this tool:

o Verify the consistency of the passwd file with sudo pwck /etc/passwd.

The following output from the pwck command checks the consistency of the /et c/passwd
file on our Linux system:

[instructor@Instructor ~]$ sudo pwck /etc/passwd

[sudo] password for instructor:

user 'gluster': directory '/run/gluster' does not exist

user 'pipewire': directory '/var/run/pipewire' does not exist
user 'pulse': directory '/var/run/pulse' does not exist

user 'saslauth': directory '/run/saslauthd' does not exist

user 'cockpit-ws': directory '/nonexisting' does not exist
‘cockpit-wsinstance': directory '/nonexisting' does not exist
‘clevis': directory '/var/cache/clevis' does not exist
‘gnome-initial-setup': directory '/run/gnome-initial-setup/' does not exist
"testerl': directory '/home/testerl_newl' does not exist
no changes

Figure 2.22 - Checking the consistency of the /etc/passwd file
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o Check the consistency of the shadow file:

[instructor@Instructor ~]$ sudo pwck /etc/shadow

user 'bin': directory '7' does not exist

user 'daemon': directory '7' does not exist

user 'adm': directory '7' does not exist

user 'lp': directory '7' does not exist

user 'sync': directory '7' does not exist

user 'shutdown': directory '7' does not exist

user 'halt': directory '7' does not exist

user 'mail': directory '7' does not exist

user 'operator': directory '7' does not exist
'games': directory '7' does not exist
"ftp': directory '7' does not exist
'nobody': directory '7' does not exist
'rpc': directory '7' does not exist
'testerl': directory '7' does not exist

invalid password file entry

delete line 'instructor:$6$hGj28e04fYjh2pRs$f/Bsr2SrDSjifBfAYkv8/Zaapcjmc

g84/::0:99999:7:::'7? ~C

Figure 2.23 — Checking the consistency of /etc/shadow file

The invalid password file entry message for the instructor user suggests deleting the
invalid line for the instructor user account. However, we can keep the instructor user and
resolve the error without deleting the invalid line by correcting it to ensure that it is properly formatted.

First, open the /et c/shadow file with the vipw command to edit the /etc/passwd and /
etc/shadow files, or their respective shadow versions (/etc/gshadow and /etc/gshadow),
with vigr. Locate the line that corresponds to the instructor user or any user you created and
correct any syntax errors.

Using vipw and vigr is the recommended and safer approach to editing these critical system files,
as these commands are specifically designed for this purpose and set appropriate locks to prevent
file corruption.

The line should contain nine fields separated by colons (: ). We'll fix this error using our next command.
Opverall, the purpose of the pwck command is to ensure that the user and group information stored
on a Linux system is accurate and consistent:

username:password: lastpasswordchanged: minpasswordage :maxpasswordage:
passwordwarningperiod:inactivityperiod:expirationdate:reservedfield

The chage command is a Linux system administration tool that is used to change the aging and
expiration policy of a user’s password. The purpose of the command is to enforce password policies
and increase the security of a system by setting limits on the age of a password, the time between
password changes, and the maximum number of failed logins attempts before a user is locked out.
This helps to ensure that passwords are changed regularly and that users are prompted to create strong
and secure passwords. Now, let’s use this command to correct our error.
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We'll use the chage -d 2023-12-1 instructor command to set the date of the last password
change for the instructor user to December 1st, 2023. The -d option in the chage command is
used to set the date of the last password change. By default, the last password change date is set to the
current date, but using the - d option allows you (the admin) to set it to a specific date. In this case,
the date is set to December 1st, 2023.

chage -E 2023-12-31 instructor isused to set the account expiration date for a specific
user. The - E option is used to specify the expiration date, and the 2023 -12-31 argument is the
date when the account will expire. The instructor parameter at the end of the command is the
username of the account that we want to set the expiration date for.

The chage -1 instructor command shows the password aging information for the user
account named instructor:

[root@Instructor instructor]# chage -d 2023-12-1 instructor
[root@Instructor instructor]# chage -E 2023-12-31 instructor
[root@Instructor instructor]# chage -1 instructor

Last password change : Dec 01, 2023
Password expires : never

Password inactive ! never
Account expires : Dec 31, 2023
Minimum number of days between password change : 0

Maximum number of days between password change : 99999
Number of days of warning before password expires : 7

Figure 2.24 - Using chage

It displays the following information:

o Last password change date: This shows the date when the password for the account was
last changed

o Password expiration date: This shows the date when the current password will expire

o Password inactive date: This shows the date when the password will be disabled and the
account will no longer be accessible

o Account expiration date: This shows the date when the account will expire and be disabled

o Minimum password age: This shows the minimum number of days that must pass before the
password can be changed

o Maximum password age: This shows the maximum number of days that the password can be
used before it must be changed

o Password warning period: This is the number of days before the password expiration date
that a warning is given to the user

chage is a very powerful command that’s useful for every system administrator who wants to improve
the security of their systems by enforcing strong password policies.



pwck, chage, and passwd commands

The passwd command, on the other hand, is used to manage user passwords, allowing users to

change their own password, while administrators can use it to change the password of another user.

Its purpose is to ensure that user passwords are secure and that the password policies are enforced.
The following are some examples:

« Configure password policies.

The /etc/security/pwquality.conf file is used to configure password quality-
checking policies. It defines rules and settings that control the complexity and strength of
user passwords. This file is used by the pluggable authentication module (PAM) system to
enforce password policies on the system, such as minimum length, complexity requirements,

and reuse prevention. Administrators can edit this file to customize password policy settings

to align with their security requirements.

As the admin with sudo privileges, you can locate and edit the /etc/security/pwquality.
conf file using the Vim editor. Here are the specific requirements for password quality
configuration you need to follow:

minlen = 8 or 16 (for the sake of this example we selected 8)
minclass =3

maxrepeat = 2

minsequence =4

maxclassrepeat =4

reject username =true

Minimum acceptable size for the new password (plus one if
credits are not disabled which is the default). (See pam cracklib manual.)

Cannot be set to lower value than 6.
minlen = f§

Figure 2.25 - Editing /etc/security/pwquality.conf

Here’s a brief summary of the configuration parameters:

minlen: This specifies the minimum length of a password (eight characters)

minclass: This sets the minimum number of character classes required (three classes,
e.g., lowercase, uppercase, and digits)

maxrepeat: This limits the maximum number of consecutive identical characters (two
consecutive identical characters are allowed)

minsequence: This sets the minimum length of a sequence (four characters, e.g., ‘1234’
or ‘abcd’)
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* maxclassrepeat: This limits the maximum number of consecutive characters from the
same character class (four consecutive characters from the same class are allowed)

* reject username: This ensures that the password does not contain the username

« Change the password of a specific user:

[root@Instructor instructor]# passwd testerl
Changing password for user testerl.

New password:
Retype new password:
passwd: all authentication tokens updated successfully.

Figure 2.26 — Changing a user’s password

o Locka user’s password:

[root@Instructor instructor]# passwd -1 testerl
Locking password for user testerl.

passwd: Success

[root@Instructor instructor]# JJ

Figure 2.27 — Locking a user’s password

o Unlock a user’s password:

[root@Instructor instructor]# passwd -u testerl
Unlocking password for user testerl.

passwd: Success
[root@Instructor instructor]#

Figure 2.28 - Unlocking a user’s password

Unlocking a user’s account with the passwd -u testerl command is a crucial part of managing
user account settings in Linux. In our next topic, we'll explore techniques for discovering and locating
files and identifying them within the Linux filesystem.

find, locate, and whereis commands

One of the most common tasks in Linux system administration is finding files. In CentOS 8, there are
several commands that you can use to find files based on different criteria. The most commonly used
commands for finding files are f£ind, locate, and whereis. Each command has its own syntax
and options, making them suitable for different use cases.

The £ind command is used to search for files and directories based on various criteria such as name,
size, type, and modification time. Here’s an example of how to use the £ ind command to search for
all files with the . txt extension in the current directory and its subdirectories:
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[instructor@Instructor ~]1$ find . -name "*.txt"
./.cache/tracker/db-version. txt
.cache/tracker/db-locale.txt

/
E
o

/

cache/tracker/parser-version.txt
.cache/tracker/locale-for-miner-apps.txt
./.cache/tracker/last-crawl. txt
./.cache/tracker/first-index.txt
./Templates/.secret-text.txt
./Documents/sensitive file.txt
[instructor@Instructor ~1$ i

Figure 2.29 - Finding files with the .txt extension

The first argument of the command is the starting directory for the search. In our example, the dot
. character means “current directory; and -name is used to specify the filename pattern to match.
The * character is a wildcard that matches any number of characters, and * . txt matches all files
that end with . txt.

The locate command, on the other hand, uses a pre-built database to search for files based on
name or pattern. The advantage of locate over £ind is that it's much faster since it searches a
pre-built database.

Here’s an example of how to use the locate command to find all files with sensitive in their names:

[instructor@Instructor ~]$ locate sensitive
/home/instructor/Documents/sensitive file.txt
/usr/share/gtk-doc/html/gst-plugins-good-plugins-1.0/left-insensitive.png
/usr/share/gtk-doc/html/gst-plugins-good-plugins-1.0/right-insensitive.png
/usr/share/gtk-doc/html/gst-plugins-good-plugins-1.0/up-insensitive.png
/usr/share/themes/Adwaita/gtk-2.0/assets/button-insensitive.png
/usr/share/themes/Adwaita/gtk-2.0/assets/checkbox-checked-insensitive.png
/usr/share/themes/Adwaita/gtk-2.08/assets/checkbox-mixed-insensitive.png
/usr/share/themes/Adwaita/gtk-2.0/assets/checkbox-unchecked-insensitive.png
/usr/share/themes/Adwaita/gtk-2.0/assets/combo-entry-ltr-button-insensitive.png

Figure 2.30 - Using the locate command to find all files

Finally, the whereis command is used to locate the binary, source, and manual page files for a
given command. Here’s an example of how to use the whereis command to find the location of
the 1s command:

[instructor@Instructor ~]$ whereis 1s
1s: /usr/bin/ls /usr/share/man/manl/ls.l.gz /usr/share/man/manlp/ls.1lp.gz

[instructor@Instructor ~1% I

Figure 2.31 - Locating binary, source, and manual page files for the Is command
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Here’s another example using whereis to find the location of the passwd command:

[instructor@Instructor ~]$ whereis passwd
passwd: /usr/bin/passwd /etc/passwd /usr/share/man/manl/passwd.l.gz /usr/share/man/

man5/passwd.5.gz
[instructor@Instructor ~]$%

Figure 2.32 - Locating binary, source, and manual page files for the passwd command

These commands are essential tools for managing and locating files on a Linux system. By mastering
these commands, you can easily search for and identify files based on various criteria and improve
your productivity as a system administrator.

Summary

In this chapter, we explored Linux user and group management, a crucial aspect of system security,
stability, and resource allocation. We began by introducing the concept of user management and
explained how to use commands such as useradd, userdel, and usermod to add, remove, and
modify users on a Linux system. We also covered how to verify and set password expiration using the
pwck, chage, and passwd commands, ensuring that user accounts remain secure.

The second section focused on file permissions and security basics, essential knowledge for any system
administrator. We discussed the various file and directory permissions and how to use commands
such as chmod and chown to modify them. In the third section, we delved into group management
and covered commands such as groupadd, groupmod, groupdel, and grpck. We explained
how groups allow for the efficient management of multiple users with similar permissions and access,
and we learned how to use these commands to create and modify groups on a Linux system.

Moving on to the fourth section, we discussed the pwck and chage commands, which are used
to verify the integrity of user and password files and set password expiration policies, respectively.
We also covered the passwd command, which is used to change user passwords. Finally, the fifth
section, find, locate, and whereis commands, covered how to locate files in directories and print their
location using the find, locate, and whereis commands, which are particularly useful for system
administrators who need to quickly locate files on a Linux system.

The next chapter delves into the topic of file compression and archiving in Linux. Through this chapter,
readers will gain an understanding of how to use various commands such as gzip, tar, zip, and
more to compress and decompress files.
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File Compression
and Archival Commands

File compression and archival commands have become an essential part of modern computing.
With the ever-increasing amount of data being generated and shared, it has become necessary to use
compression techniques to reduce the size of files, making them easier to store, transfer, and share.
This process involves using software tools that compress files by removing any unnecessary data from
them. The compressed file can then be stored in a smaller amount of space or transmitted over the
internet more quickly.

There are several file compression and archival commands available in Linux, including gunzip
and gzip, tar, rar and unrar, zip and unzip, bunzip2 and bzip2, and many more. Each
command has its own unique features, benefits, and limitations, making them suitable for specific
use cases. For instance, the gzip command is a simple and easy-to-use compression utility that can
compress files quickly. On the other hand, tar is a popular utility for creating and managing tarballs,
which can be used to bundle multiple files into a single archive file. In this chapter, we will explore
these commands and more, giving readers an overview of the different compression and archival
options available in Linux.

In this chapter, we are going to cover the following main topics:
o gunzip and gzip
o tar, rar, and unrar
o zip and unzip

o bunzip2, bzip2, and more
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gunzip and gzip

The gunzip (GNU Unzip) and gzip (GNU Zip) commands are used for file compression and
decompression on Linux systems. The gzip command is used to compress files and create a compressed
file with a . gz extension, while the gunzip command is used to decompress these . gz files. These
commands are particularly important for system administrators who need to save disk space by
compressing files and folders, as well as transfer files over a network using less bandwidth.

In addition to their practical benefits, the gunzip and gzip commands are also important for
maintaining system security. Compressed files can be used to hide malicious code, so system
administrators must be able to quickly and easily scan compressed files for security threats. The
gzip command also includes options for setting file permissions and modifying the timestamp of
files, allowing system administrators to maintain granular control over file access and modification.

gunzip is a command-line tool used to decompress files that have been compressed using the gzip
utility. The tool is used to extract the compressed data from a . gz file and restore it to its original
state. The command is vital for system administrators because it helps to reduce file sizes and save disk
space. Additionally, the command can be used to compress and decompress files while transferring
them over a network, which reduces the amount of bandwidth used. A scenario-based example should
help us understand the basic use of gunzip.

Suppose a system administrator receives a compressed file called largefile.txt.gz from
another team member. The file contains important data that they need to access. However, the file
is too large to be transferred over email or other messaging platforms in its uncompressed form. To
access the data in the file, the administrator will need to decompress it using the gunzip command.
Here’s how it is done:

1.  First, navigate to the directory where the compressed file is located. For example, if the file is
located in the /home/instructor/Desktop/administrator/data directory, you
can navigate to that directory by running the following command in the terminal:

[root@Instructor ~]# cd /home/instructor/Desktop/administrator/data/
[root@Instructor datal# 1s -1
total 996

-rw-rw-r--. 1 instructor instructor 1017661 Apr 1 10:15
[root@Instructor datal# |J

Figure 3.1 — Navigating to the file location
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2. Next, use the gunzip command to decompress the file. We'll do this by running the
following command in the terminal:
[root@Instructor data]# qunzip largefile.txt.gz

[root@Instructor data]# 1ls -1
total 1024000

-rw-rw-r--. 1 instructor instructor 1048576000 Apr 1 10:15 largefile.txt
[root@Instructor datal# ||

Figure 3.2 - Decompressing the large file using gunzip

This will decompress the file and restore it to its original state, then we can access the data in the file
using our preferred text editor or other tool.

gzip is a command-line utility that is used to compress and decompress files. It is commonly used in
Linux and Unix systems to reduce the size of files for storage or transfer. The gzip command works
by compressing a file into a smaller size using a compression algorithm. This makes it easier to store
or transfer the file, as it takes up less space.

The gzip command is an important tool for system administrators, as it allows them to manage
large files more efficiently. For example, if a system administrator needs to transfer a large file over
the internet, they can use the gzip command to compress the file before sending it. This will reduce
the amount of time it takes to transfer the file and reduce the amount of bandwidth required. Let’s
take a look at the following two examples:

o A system administrator wants to compress a log file named app . 1og that is located in the

/var/log directory. The administrator can use the following command to compress
the file:

[root@Instructor log]# gzip /var/log/app.log && ls -la

drwxr-xr-x. 19 4096 Apr
. 22 4096 Feb

2 4096 Feb

1 1017655 Apr

23 Feb

Figure 3.3 - Compressing a log file using gzip
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This will create a compressed file named app . 1og. gz in the same /var/log/ directory:

o s EEE -
app.log.gz Properties x
© Recent
Basic Permissions Open With
* Starred
& Home gt Name: app.log.gz
fct) Type: Gzip archive (application/qzip) boot.log

[0 Documents Size: 1.0MB (1,017,655 bytes)
~ Downloads

Parent Folder: /var/log
dd Music
@1 Pictures Accessed: Sat 01 Apr 2023 10:52:15 AM WAT ot.log-20230330

Modified: Sat 01 Apr 2023 10:52:16 AM WAT
' Videos
1 Trash

- -~

@ Cent05-Stre.. = cron
+ Other Locations

Figure 3.4 — Compressed app.log.gz file from 1 GB to 1.0 MB

o A system administrator wants to compress a directory named backup located in the /home /
instructor directory. This directory compression process is often referred to as creating a
“tarball,” which is a common method for bundling and compressing multiple files or directories
into a single archive file. The administrator can use the following command to compress the
backup directory:

[instructor@Instructor ~]$ tar -czvf backup.tar.gz backup/

backup/
backup/site.html

[instructor@Instructor ~1$ 1s -1 backup
backup/ backup.tar.gz

Figure 3.5 — Compressing a directory called backup.tar.gz

This will create a compressed file named backup . tar.gz in the same directory. The tar
command will also be introduced for our next topic. The czv£ option supplied in the preceding
command is used to create a compressed archive in gzip format.

The options are as follows:

* Create an archive

= Compress the archive using gzip
* Display progress information

*  Specify the name of the archive file
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tar, rar, and unrar

The tar, rar, and unrar commands are essential tools for system administrators, providing
them with the ability to compress and archive files for more efficient storage and transfer. With these
commands, administrators can bundle up multiple files and directories into a single archive file, which
can then be compressed to save even more space. These archive files can then be transferred between
systems, backed up to remote storage, or stored for future use.

The tar command is particularly useful for creating archive files, as it allows administrators to specify
a range of options for compression and file organization. The rar and unrar commands, on the
other hand, are proprietary tools developed by RARLAB for creating and extracting RAR archive
files. These commands are widely used in the Windows environment but can also be used on Linux
systems with the proper installation.

Overall, the tar, rar, and unrar commands have greatly simplified the process of managing and
organizing files for system administrators. With their ability to bundle up files into archive files and
compress them for efficient storage and transfer, these commands have made it much easier to manage
large amounts of data across multiple systems.

tar, short for tape archive, is a command-line tool used in Linux and other Unix-based operating
systems for creating, manipulating, and extracting archive files. It is an essential tool for system
administrators, developers, and other users who frequently work with large amounts of data. The tar
command allows users to bundle multiple files and directories into a single file using the following syntax:

tar [options] [archive-file] [file or directory to be archived]

This archive file can then be easily compressed, transferred, and backed up.

This tool is important because it simplifies the process of creating and managing backups, as well as
allowing users to easily share files with others.

One common use case for tar is for creating backups of important files and directories on a system.
For example, a system administrator may use the tar command to create a backup of critical
configuration files and directories before making any major changes to the system. In this scenario,
the tar command can be used to bundle all of the necessary files and directories into a single archive
file, which can then be stored on a separate backup device or transferred to a remote location for
safekeeping. Another use case for tar is for distributing software packages. Developers can use tar
to bundle all of the necessary files and directories for a software package into a single archive file,
which can then be easily distributed to end users.

A system administrator may need to transfer a large file or directory to another server over the
network. In this case, the tar command can be used to bundle the necessary files and directories
into a single archive file, which can then be compressed and transferred over the network using tools
such as secure copy (SCP) or remote sync (RSYNC). For example, a system administrator may use
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the following command to create a TAR archive of a directory named webBackups and compress
it using the gzip compression algorithm:

[instructor@Instructor Desktopl$ tar -cvzf webBackups.tar.gz webBackups/
webBackups/

webBackups/admin-site.html

[instructor@Instructor Desktop]$ ls -1

total 996

drwxrwxr-x. 3 instructor instructor 18 Apr 1 10:26
drwxrwxr-x. 2 instructor instructor 29 Apr 5 18:24
-rw-rw-r--. 1 instructor instructor 1017791 Apr 5 18:27

Figure 3.6 — Creating a TAR archive of a directory

rar is a proprietary file-archiving utility used to compress and decompress files on Linux systems. The
tool was developed by Eugene Roshal and is used to create compressed files with the . rar extension.
It's a popular file compression format that allows users to compress large files into smaller archives for
easier storage, transfer, and distribution. rar supports features such as password protection, error
recovery, and archive spanning, making it a versatile and efficient tool for managing large sets of files.

System administrators can use rar to compress large files or sets of files, reducing their size and
freeing up disk space. This can help improve system performance and reduce the amount of storage
required for backups and file transfers. Additionally, RAR archives can be protected with a password
to provide an extra layer of security to sensitive files. System administrators can also use rar to split
large files into multiple smaller files, which can be useful for transferring files over the internet or
storing them on portable media such as USB drives.

Scenario 1

A system administrator needs to transfer a large backup file to another server over the internet. The
file is too large to transfer in its current format, so the administrator decides to compress it using
rar. The administrator uses the rar a backup.rar backup folder command to create
an archive of the backup folder:

[instructor@Instructor Documents]$ rar a backup.rar backup folder

RAR 6.02 Copyright (c) 1993-2021 Alexander Roshal 11 Jun 2021
Trial version Type 'rar -?' for help

Evaluation copy. Please register.
Creating archive backup.rar

backup folder

[instructor@Instructor Documents]$ 1ls -1 backup folder backup.rar
-rw-rw-r--. 1 instructor instructor 77 Apr 5 18:44

Figure 3.7 - Creating an archive of the backup folder
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The resulting RAR archive is smaller than the original backup folder and can be easily transferred
over the internet.

zip and unzip

zip and unzip are file compression and archiving commands widely used by system administrators.
z1ip is used to compress and archive files, while unzip is used to extract and uncompress files from
ZIP archives. zip and unzip are important commands because they allow system administrators to
efficiently manage large files and directories, reduce storage space usage, and speed up file transfers.
The commands are easy to use and support various compression and archive formats, making them
versatile tools for system administration tasks.

zip is used to compress and archive files into a single file for easier backup, storage, and transfer. The
compressed . zip file takes up less storage space, reducing the need for additional storage devices.
System administrators can use the zip command to compress and archive files, directories, and even
entire filesystems. Let’s look at some scenario-based examples next.

A system administrator needs to create a backup of a web server directory on a Linux machine.
The directory contains several files and subdirectories, and the administrator decides to use zip to
compress and archive the directory into a single file for easier backup and storage. The administrator
usesthe zip -r backup.zip web server command to create a ZIP archive of the web server
directory, including all subdirectories and files. The resulting ZIP archive can be stored on a portable
hard drive or transferred over the network to another server for safekeeping:

[instructor@Instructor Desktopl$ zip -r backup.zip web_server
adding: web server/ (stored 0%)
adding: web server/login.html (deflated 100%)
[instructor@Instructor Desktop]$ 1s -1
total 1984

drwxrwxr-x. 3 instructor instructor 18 Apr 1 10:26
-rw-rw-r--. 1 instructor instructor 1017971 Apr 11 18:03
drwxrwxr-x. 2 instructor instructor 24 Apr 11 18:02
[instructor@Instructor Desktopl$

Figure 3.8 — Creating a backup of a web server directory

In this example, the administrator compresses the web_server directory into a ZIP archive called
backup . zip using the - r flag to include all subdirectories and files recursively. Later, when the
administrator needs to restore the directory, they use the unzip command with the -d flag to extract
the archive to a new directory called restored_web_server.

unzip can also be used to list the contents of a ZIP archive, test the integrity of the archive, and
extract specific files from the archive. It is also used to extract and uncompress files from ZIP archives,
allowing system administrators to retrieve and use files contained in the archive. Here is an example
of using unzip:
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[instructor@Instructor Desktop]$ unzip backup.zip -d restored web server
Archive: backup.zip
creating: restored web server/web server/

inflating: restored web server/web server/login.html
[instructor@Instructor Desktopl$

Figure 3.9 - Using the unzip “-d" flag to extract the archive to a new directory
Theunzip backup.zip -d restored web server command is used to extract the
contents of a ZIP archive named backup . zip into a directory named restored web_server.

To determine the directory size, you can use the du -H restored web server/ command,
which calculates the disk usage of files and directories, as shown in the following screenshot:

[instructor@Instructor Desktop]$ du -H restored web server/
1024000 restored web server/web server

1024000 restored web server/
[instructor@Instructor Desktopl$ I

Figure 3.10 - The restored_web_server command

The -d flag specifies the destination directory for the extracted files. In this case, the destination
directory is restored_web_server. The contents of the ZIP archive will be extracted into this
directory, preserving the directory structure of the original archive. In our next topic, we will explore
how to use the tar command to compress files using the bzip2 and bunzip formats. We will also
touch on other archiving commands that system administrators commonly use in their daily tasks.

bunzip2, bzip2, and more

bzip2 and bunzip?2 are two commands that are used for file compression and decompression on
Unix-based systems. The bzip2 command is used to compress a file, while the bunzip2 command
is used to decompress a file that has been compressed using bzip2. These commands are commonly
used by system administrators to save disk space and to transfer large files between systems.

bzip2 is a powerful compression tool that compresses files using the Burrows-Wheeler block sorting
text compression algorithm, followed by Huffman coding. This algorithm allows bzip2 to achieve a
high level of compression while maintaining a relatively fast decompression time. This makes bzip2
ideal for compressing large files, such as backups, databases, and software distributions. When a file
is compressed using bzip2, it is typically given a . bz2 extension. Here are a couple of examples to
demonstrate this.
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Scenario 1

A system administrator wants to compress a large log file and save disk space on the server. The
administrator decides to use bzip2 to compress the file. The administrator navigates to the directory
where the log file is located and enters the bzip2 -k -v syslog.log command to compress
the log file using bzip2:

[root@Instructor instructor]# cd /var/log/
[root@Instructor log]# bzip2 -k -v syslog.log

syslog.log: 1392531.208:1, 0.000 bits/byte, 100.00% saved, 1048576000 in, 753 out.
[root@Instructor log]#

Figure 3.11 — Using bzip2 to compress a large log file

Then, we verify the compressed syslog. log file:

[root@Instructor logl# ls -1 syslog.log.bz2
-rw-r--r--. 1 root root 753 Apr 12 17:39

[root@Instructor logl# [

Figure 3.12 — Verifying the compressed log file

The -k option keeps the original file and creates a compressed version, while the -v option displays
the progress of the compression process. The compressed file is now much smaller than the original
and can be safely deleted to free up disk space.

Scenario 2

A system administrator needs to back up a large directory containing multiple files and subdirectories.
The administrator decides to use bzip2 to compress the directory and its contents into a single file.
The administrator enters the tar -cvf - directory to backup | bzip2 -9 -c >
backup.tar.bz2 command to create a TAR archive of the directory, compress it using bzip2
with the highest compression level (- 9), and redirect the output to a backup file:

[root@Instructor Desktopl# tar -cvf - /home/instructor/Desktop/administrator/ | bzip2 -9 -c > backup.tar
bz2

tar: Removing leading “/' from member names

/home/instructor/Desktop/administrator/

/home/instructor/Desktop/administrator/data/

/home/instructor/Desktop/administrator/data/largefile.txt
[root@Instructor Desktopl# ls

[root@Instructor Desktopl#

Figure 3.13 — Compressing a directory with a subdirectory

Let’s dive into the chained commands.
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The tar -cvf - /home/instructor/Desktop/administrator command is used to
create a TAR archive of the /home/instructor/Desktop/administrator directory; this
was the first command we introduced in this chapter. The - ¢ option specifies that a new archive is
being created, the -v option enables verbose mode to display the progress of the archiving process,
and the - £ option specifies the output file. The hyphen after the - £ option indicates that the output
should be sent to standard output (stdout) instead of a file on disk.

The | (pipe) symbol is used to redirect the output of the tar command to the input of the bzip2
command; then, we have the bzip2 -9 -c command, which is used to compress the TAR archive
created by the tar command using the bzip2 algorithm. The -9 option specifies the highest
compression level, while the - c option sends the output to stdout. Finally, > backup.tar.bz2
redirects the compressed output to a file named backup . tar.bz2.

Here’s a brief explanation of the common compression levels in bzip2:

o -1 (fastest): This level provides the fastest compression but generates larger compressed files.
It’s suitable for situations where speed is more critical than file size reduction.

o -9 (maximum compression—our choice in Figure 3.13): This level offers the highest compression,
resulting in smaller compressed files. However, it is slower than lower levels. It's useful when saving
disk space is a top priority and you don’t mind waiting for the compression process to finish.

e -2 to -8 (intermediate levels): These levels offer a trade-off between compression speed and
resulting file size. As you move from -2 to -8, the compression becomes better (smaller file
size) but slower compared to lower levels. Choose an intermediate level based on your specific
requirements for speed and file size reduction.

The resulting backup file is much smaller than the original directory and can be easily transferred or
stored for safekeeping.

The bunzip2 command is used to decompress files that have been compressed using bzip2. When
a compressed file is decompressed using bunzip2, the original file is restored with the same name
and directory path as the compressed file, but without the . bz2 extension. The bunzip2 command
is also able to decompress files that have been compressed using the gzip command.

System administrators can make use of bzip2 and bunzip2 in a variety of ways. One common
use case is to compress and decompress large log files on a web server. By compressing log files using
bzip2, system administrators can save disk space and transfer the logs to another system for analysis.
Another use case is to compress and transfer database backups between servers. By compressing backups
using bzip2, system administrators can reduce transfer times and conserve network bandwidth.
Let’s delve into an example to further clarify this.
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Scenario 1

A system administrator needs to extract and decompress a large compressed file that has been split
into multiple parts. The compressed file has a .bz2 extension and was created using the bzip2
command. To extract and decompress the file, the administrator can use the bunzip2 command
followed by the filename. If the compressed file has been split into multiple parts, the administrator can
use the cat command to concatenate the files and then pipe the output to the bunzip2 command.
The following is an example command that the administrator can use:

[root@Instructor logl# cat syslog.log.bz2 | bunzip2 -c > decompressed file
[root@Instructor logl# ls -1 decompressed file

-rw-r--r--. 1 root root 1048576000 Apr 12 18:56 decompressed file
[root@Instructor logl# |

Figure 3.14 - Using bunzip2 to decompress a compressed file

The cat syslog.log.bz2 command reads the contents of the syslog.log.bz2 compressed
file and passes it as input to the bunzip2 -c command. The - c option specifies that the output of
the command should be sent to stdout (that is, the terminal) instead of a file.

Thebunzip2 -c command decompresses the input file using the bzip2 compression algorithm and
sends the uncompressed data to stdout. Finally, the output is redirected to a file named decompressed
file using the > operator.

Let us explore additional archiving commands that can be utilized, such as 7zip and xz.

7-Zip is a popular open source file archiver that can handle various compression formats such as ZIP,
GZIP, TAR, and its own 7z format. It is widely used by system administrators for compressing and
extracting files and directories. The tool features a high compression ratio that helps in reducing the
file size significantly. The compression format used by 7-Zip is also known to be secure, making it a
suitable option for archiving confidential data. It can also create self-extracting archives that allow
users to extract compressed files without having to install any additional software. We'll delve into a
scenario and explain.

Scenario 1

A system administrator needs to create a compressed archive of a large directory containing confidential
information. The administrator uses the 7z a -t7z -p -mhe=on archive.7z directory
to_ compress command to create a password-protected and encrypted 7z archive of the directory.
The -mhe=on option enables encryption of filenames to ensure the confidentiality of the data:
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[root@Instructor Desktop]# 7z a -t7z -p -mhe=on archive.7z administrator/

7-Zip [64] 16.02 : Copyright (c) 1999-2016 Igor Pavlov : 2016-05-21
p7zip Version 16.02 (locale=en US.UTF-8,Utfl6=on,HugeFiles=on,64 bits,4
n Vega Mobile Gfx (810F81) ,ASM,AES-NI)

Scanning the drive:
2 folders, 1 file, 1048576000 bytes (1000 MiB)

Creating archive: archive.7z

Items to compress: 3

Enter password (will not be echoed):
Verify password (will not be echoed)
Files read from disk: 1

Archive size: 154280 bytes (151 KiB)
Everything is Ok

Figure 3.15 - 7-Zip prompting the user to enter a password

The -p option is used to specify a password for the compressed archive. Since no password is provided
after the -p option, 7z will prompt the user to enter a password. The resulting 7z archive can be
easily transferred and stored on another server or external drive, and only authorized personnel with
the password can extract the data.

XZ is a command-line tool used for data compression and decompression. It is based on the Lempel-
Ziv-Markov-chain algorithm (LZMA), which is known for its high compression ratio and low
memory usage. XZ is used for creating compressed archives of large files and directories, particularly
in Linux systems. It is also used for compressing the Linux kernel during installation. XZ provides a
significant reduction in file size while maintaining the integrity of the original file. Additionally, XZ
can be used for compressing and decompressing files on the fly, which is useful in some scenarios.

Scenario 2

A system administrator needs to compress and archive a large log file generated by a web server. The
administrator usesthexz -z -k -9 logfile.logcommand to compress the file with a maximum
compression level (- 9) and keep the original file (-k). The resulting compressed file is significantly
smaller than the original file, making it easier to store and transfer. The administrator can use the
xz -d logfile.log.xz command to decompress the file for analysis or further processing.

The following command is used for compressing the log file:

[root@Instructor logl# xz -z -k -9 syslog.log
[root@Instructor logl# ls -1 syslog.log

syslog.log syslog.log.xz

Figure 3.16 - Compressing the syslog file
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Here, the xz command is used to compress the syslog. log file with the maximum compression
level of 9 (-9) and keep the original file (-k). The resulting compressed file will have a . xz extension.
The following command is used for decompressing the compressed log file:

[root@Instructor log]# xz -d syslog.log.xz
[root@Instructor logl# 1s -1 syslog.log

-rw-r--r--. 1 root root 1048576000 Apr 13 18:43 syslog.log
[root@Instructor logl# l

Figure 3.17 - Decompressing the syslog file

To decompress the syslog file, we use the same xz command to decompress the syslog.log.xz
compressed file. The resulting file will have the original name, logfile.log.

In conclusion, Linux systems have several powerful tools for compressing and decompressing files,
including bunzip2, bzip2, 7z, and xz. These tools are especially useful for archiving large files
and directories, as well as for transferring files between systems or over networks. With the ability to
password-protect and encrypt data in some of these commands, administrators can ensure the security
and confidentiality of their files. By using these commands, system administrators can more efficiently
manage their files and storage, and optimize their computing resources. For example, 7z can compress
large databases, bzip2 can archive files, and xz can compress log files. Whether the administrator
needs to compress, transfer, or decompress files, these tools provide reliable and efficient solutions.

Summary

This chapter covered file compression and archival commands, which are important for efficient file
management and transferring files over networks. It also covered several powerful tools, including
gunzip, gzip, tar, rar, unrar, zip, unzip, bunzip2,bzip2, 7z, and xz, which enable
system administrators to compress and decompress files efficiently, archive large files and directories,
and transfer files over networks or between systems. These commands offer various compression levels
and encryption options to ensure the security and confidentiality of data. They are particularly useful
for managing large databases, backing up important files, and transferring files over the internet. By
using these commands, system administrators can efficiently manage their files and storage, making
the most of their computing resources.

Overall, this chapter provided a comprehensive guide to file compression and archiving commands
in Linux, which are essential for effective file management and storage optimization. By mastering
these commands, system administrators can efficiently manage their files and storage, ensuring the
security and confidentiality of their data.

As we move to Part 2, the next chapter will focus on format and disk space commands, which are
essential for system administrators to manage disk space and filesystems. Through this chapter, readers
will learn various commands such as mkfs, £disk, du, df, and more to format disks, partition hard
drives, check disk usage, and manage filesystems. By learning these commands, system administrators
can effectively manage disk space and optimize storage performance.
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Part 2:
Frequently Used
Commands - Part 1

In this part, we explore the essential commands frequently used by system administrators in the
command line interface (CLI). We cover their practicality and execution and provide hands-on
experience to ensure a proper understanding.

This section contains the following chapters:
o Chapter 4, Format and Disk Space Commands

o Chapter 5, Linux Permissions Commands

o Chapter 6, Filesystem Mount and Manipulation Commands
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Format and Disk
Space Commands

As we progress in our comprehensive series on frequently used commands for system administrators,
the command-line interface (CLI) is an essential tool for getting many tasks done. The CLI offers
a streamlined and efficient way to perform various tasks, from managing files and directories to
monitoring system performance and troubleshooting issues. In this section, we will delve into
frequently used commands and explore their usefulness, execution, and best practices for effective
system administration. By mastering these commands, system administrators can work more efficiently
and effectively, making the most of their computing resources.

As a system administrator, managing storage and filesystems is an essential part of ensuring the
smooth operation of a system. The ability to format, partition, and manage disk space is critical for
managing files, backing up important data, and maintaining system stability. In this chapter, we will
explore the various commands used for formatting and disk space management, including £disk,
1sblk, df, du, and more.

We will begin by discussing the history and evolution of disk formatting and partitioning, from the
early days of magnetic tapes to modern solid-state drives (SSDs). We will then delve into the steps
involved in creating a partition and explore various commands for disk space management. Additionally,
we will cover the use of package managers to display package space and explore various formatting
commands such asmkfs, mke2fs, fdformat, and others. By the end of this chapter, you will have
a comprehensive understanding of formatting and disk space commands, enabling you to effectively
manage storage and filesystems. It’s important to note that formatting a disk results in deleting all
data on that disk, so you should exercise caution when using these commands.

In this chapter, we are going to cover the following main topics:

o The history and evolution of disk formatting and partitioning in Linux

o Steps to create a partition
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o fdisk, Isblk, df, and du
 Displaying (dpkg and rpm) package space

o mkfs, mke2fs, and fdformat, and more

The history and evolution of disk formatting and
partitioning in Linux

The history of disk formatting and partitioning in Unix/Linux dates back to the early days of computing
when disk storage was a scarce resource. Disk partitioning was essential in organizing disk space into
smaller, manageable sections. It allowed system administrators to allocate disk space more efficiently
and reduced the risk of data loss in the event of a disk failure. In the early days of Unix, disk partitioning
was done using the £disk command, which allowed the user to create, delete, and modify disk
partitions. With the introduction of Linux, the partitioning tool was updated to use the more advanced
GUID Partition Table (GPT) format, which provided support for larger disks and more partitions.

Over time, disk formatting and partitioning in Unix/Linux have become more sophisticated, with new
commands and utilities being added to improve the process. For instance, the mke2 £ s command, which
is used to create an ext2 or ext3 filesystem, was introduced in Linux version 1.2. This command
created a more efficient filesystem, which reduced the risk of data loss and made disk management more
manageable. The introduction of the mke2 £ s command was a significant milestone in the evolution
of disk formatting and partitioning in Unix/Linux as it allowed administrators to create more reliable
filesystems and manage disk space more efficiently. The advent of cloud computing and virtualization
has also had a significant impact on disk formatting and partitioning in Unix/Linux. Cloud computing
has enabled the use of virtual disks, which can be partitioned and formatted using the same tools as
physical disks. In virtualized environments, administrators can easily create, modify, and resize virtual
disks, making it easier to manage storage space. Additionally, cloud storage providers have developed
their own disk formatting and partitioning tools, such as Amazon Elastic Block Store (EBS), which
allows users to create and attach virtual disks to their instances. These tools have made it easier for
administrators to manage disk space in the cloud and ensure that their data is stored securely.

There are three types of partitions:

o Primary partition: A primary partition is a basic partition that can be used to boot an operating
system. In a hard disk, you can create up to four primary partitions. If you want to create more
partitions, you can create an extended partition, which is a special partition that can contain
multiple logical partitions.

» Logical partition: A logical partition is a partition that is created within an extended partition.
You can create multiple logical partitions within an extended partition, which can be useful
when you want to create multiple partitions but you have already created four primary partitions.
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o Extended partition: An extended partition is a special partition that is used to create multiple
logical partitions. An extended partition can only be created if there are no more than four
primary partitions on the hard disk. Once an extended partition has been created, you can
create multiple logical partitions within it.

These partition types are used to organize and manage data on a hard disk. By creating multiple
partitions, you can separate different types of data and manage them more effectively. For example,
you could create a separate partition for the operating system, one for user data, and one for backup
files. This can make it easier to manage your data and protect it in the event of a failure or data loss. The
different types of partitions offer flexibility in how you organize your data on a hard disk, depending
on your needs and the limitations of the hard disk.

Steps to create a partition

Partitioning is the process of dividing a physical hard drive into multiple logical storage units. In
Linux, the process of creating a partition involves defining the size and location of a new partition
on a physical hard drive, and then formatting it with a filesystem such as ext4, XFS, or btrfs.
Creating partitions is essential for managing disk space effectively and efficiently. With partitioning,
system administrators can organize and allocate space on a hard drive to various functions such as
the operating system, application files, user data, and swap space.

The process of creating partitions in Linux involves several steps. The first step is to identify the physical
hard drive that needs to be partitioned, using the £disk command or other disk management tools
such as 1sblk, df, and du. Next, the system administrator must decide on the size and location of
the new partition and use the £disk command to create it. The new partition must then be formatted
with a filesystem using the mk£s command. Finally, the system administrator must mount the new
partition to make it accessible to the operating system and its applications.

Partitioning is important for several reasons. Firstly, it allows system administrators to manage
disk space efficiently by organizing data into logical units. With partitioning, it becomes easier to
back up and restore data, as well as to allocate space for specific applications or functions. Secondly,
partitioning can improve system performance by reducing disk fragmentation and optimizing access
times. Additionally, partitioning can improve security by isolating sensitive data on separate partitions
and protecting it from unauthorized access. Remember that partitioning is a critical tool for system
administrators to manage disk space, optimize system performance, and enhance security.
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The demonstration will be easy as we only require a drive connected to the Linux machine, and we
can begin partitioning by launching the Terminal. The commands we’ll be making use of for this
partitioning are 1sblk and £disk. The 1sblk command will list the available devices so that we
can select the correct one to format, and £disk command will effectively format the selected device.
Let’s get started with the demonstration:

1.

To verify the available devices, execute the 1sb1lk command:

[root@Instructor instructor]# lsblk
MIN RM SIZE RO TYPE MOUNTPOINT
8: 0 306 disk
1G part /boot
29G part

8:

0

0

0 266G lvm /

0 3G lvm [SWAP]

1 58.6G disk

1 58.6G part

1 10.9G rom /run/media/instructor/Ce

Figure 4.1 — Verifying disk space

As we can see, we have listed the available devices and their respective disk spaces, but our main
target is the connected drive on /dev/sdb. Note that /dev represents the device directory in
Linux, where hardware devices are represented as files. In this case, /dev/sdb is the second
SCSI disk drive on the system. Notice that it already has a partition (sdb1). We will delete that
partition, verify it again, and then create our own partition. Let’s proceed with the next steps.

Next, execute the £disk command to open its utility for the /dev/sdb drive. Please ensure
you have sudo access to run this command. Once you have opened the utility, you can create
a new partition, but first, let’s delete the previous one:

[root@Instructor instructor]# fdisk -1 /dev/sdb

Disk /dev/sdb: 58.6 GiB, 62914560000 bytes, 122880000 sectors
Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disklabel type: dos

Disk identifier: ©0x01937f69

Device Boot Start End Sectors Size Id Type
/dev/sdbl * 2048 122879999 122877952 58.6G 7 HPFS/NTFS/exFAT
[root@Instructor instructor]# fdisk /dev/sdb

Changes will remain in memory only, until you decide to write them.
Be careful before using the write command.

Command (m for help): p

Disk /dev/sdb: 58.6 GiB, 62914560000 bytes, 122880000 sectors
Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disklabel type: dos

Disk identifier: 0x01937f69

Device Boot Start End Sectors Size Id Type
/dev/sdbl * 2048 122879999 122877952 58.6G 7 HPFS/NTFS/exFAT

Figure 4.2 - Viewing the fdisk utility for the /dev/sdb drive
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Here, we used the p command, which stands for print, to display information about the existing
partition we had previously identified using the 1sb1k command. Now, we need to delete that
partition so that we can create a new one according to our needs.

To delete the sdb1 partition, use the d command, which stands for delete, to remove the
sdbl partition:

Command (m for help): d
Selected partition 1
Partition 1 has been deleted.

Command (m for help): w

The partition table has been altered.
Calling ioctl() to re-read partition table.
Syncing disks.

Figure 4.3 — Deleting and saving changes made

After that, we can make use of the 1sblk command to check whether the partition was really
deleted. As we can see, the deleted partition (sdb1) is not listed anymore, proving that the
deletion succeeded:

[root@Instructor instructor]# lsbhlk
NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT
sda 8:0 30G disk

sdal 8:1 1G part /boot

sda2 8:2 29G part

cs-root 253:0 lvm /
cs-swap 253:1 3G lvm [SWAP]
8:16 . disk
11:0 . rom /run/media/ins

Figure 4.4 — Verifying that the partition was deleted

Once we have confirmed this, we can proceed with creating our own partition.

Now, call the £disk utility for the /dev/sdb drive, and type p to print the current partition
table. This will help you understand how the disk is currently partitioned. Next, type n to create a
new partition. The n command in the £di sk tool is used to create a new partition on the selected
disk. When the command is entered, we are prompted to select the type of partition we wish
to create. In this case, we are presented with two partition types - primary and extended:
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[root@Instructor instructor]# fdisk /dev/sdb

Changes will remain in memory only, until you decide to write them.
Be careful before using the write command.

Command (m for help):

Disk /dev/sdb: 58.6 GlB 62914560000 bytes, 122880000 sectors
Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disklabel type: dos

Disk identifier: 0x01937f69

Command (m for help): n
Partition type
p primary (@ primary, 0 extended, 4 free)
e extended (container for logical partitions)

Figure 4.5 — Creating a new partition

6. Next, we selected p for the primary partition type. Then, we were prompted to select the
number of partitions, and we left it as the default value by pressing Enter. For the first sector,
we also pressed Enter. The same went for the last sector. Finally, we confirmed that we wanted
to remove the signature by typing yes and then used the w command to save all the changes
that we made:
Partition type

p primary (0 primary, 0 extended, 4 free)

e extended (container for logical partitions)
Select (default p): p
Partition number (1-4, default 1):

First sector (2048-122879999, default 2048):
Last sector, +sectors or +size{K,M,G,T,P} (2048-122879999, default 122879999):

Created a new partition 1 of type 'Linux' and of size 58.6 GiB.

Do you want to remove the signature? [Y]es/[N]o: Yes

The signature will be removed by a write command.

Command (m for help): w

The partition table has been altered.
Calling ioctl() to re-read partition table.
Syncing disks.

Figure 4.6 — Choosing the primary partition and saving changes
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7. Verify its creation by calling fdisk -1 /dev/sdband lsblk:

[root@Instructor instructor]# fdisk -1 /dev/sdb

Disk /dev/sdb: 58.6 GiB, 62914560000 bytes, 122880000 sectors
Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disklabel type: dos

Disk identifier: 0x01937f69

Device Boot Start End Sectors Size Id Type
/dev/sdbl 2048 122879999 122877952 58.6G 83 Linux
[root@Instructor instructor]# 1lsblk
MAJ:MIN RM SIZE RO TYPE MOUNTPOINT
8:0 0 306G disk
8:1 1G part /boot
8:2 29G part
cs-root 253:0 266G lvm /
cs-swap 253:1 3G lvm [SWAP]
8:16 1 58.6G disk
8:17 1 58.6G part
11:0 1 10.9G rom /run/media/instructor/Cent
[root@Instructor instructor]# l

)
)
0
0

Figure 4.7 — Verifying the new partition (sdb1)

Congratulations! You have successfully created a partition.

fdisk, Isblk, df, and du

Among the utilities used in Linux systems to manage filesystems, there’s fdisk, 1sblk, df, and
du. Each of these utilities performs a specific function in disk management, and their proper use is
essential to ensure the efficient functioning of the system.

We introduced £disk, a command-line utility that’s used to partition disks, previously. It allows us
to create and modify partition tables, enabling administrators to organize storage space as required.
Partitioning is essential for efficiently utilizing storage space, improving system performance, and
simplifying the management of the filesystem. £disk can create different types of partitions, including
primary, logical, and extended partitions. Additionally, it can be used to change the partition size,
delete partitions, and modify partition types. Without £d1 sk, managing and organizing the filesystem
would be complex, cumbersome, and prone to errors. We can call this command by simply typing
fdisk -1 to list the partition:
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[root@Instructor instructor]# fdisk -1

Disk /dev/sda: 30 GiB, 32212254720 bytes, 62914560 sectors
Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes
Disklabel type: dos

Disk identifier: ©x193772f7

Device Boot Start End Sectors Size Id Type
/dev/sdal * 2048 2099199 2097152 1G 83 Linux
/dev/sda2 2099200 62914559 60815360 29G 8e Linux LVM

Disk /dev/mapper/cs-root: 26 GiB, 27913093120 bytes, 54517760 sectors
Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk /dev/mapper/cs-swap: 3 GiB, 3221225472 bytes, 6291456 sectors
Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Figure 4.8 - List partition with fdisk

1sblk is another command-line utility that’s used in Linux systems to list all the available block
devices, including hard drives, USB devices, and CD-ROM drives. This utility is useful in identifying
the storage devices attached to the system, and the details of each block device. The output of 1sblk
provides critical information about the block devices, such as the device name, the size, the filesystem
type, and the mount point. An example of this can be seen here:

[root@Instructor instructor]# lsblk

:MIN RM SIZE RO TYPE MOUNTPOINT
8: 0 306 disk

8: 1G part /boot

0
sda2 8: (0] 29G part
0

cs-root 253: 266G lvm /

cs-swap 253: (0] 3G lvm [SWAP]
sro 11: 1 10.9G rom /run/media/instructor/Cent0S-Stream-8-x86 64-dvd
[root@Instructor instructor]# I

Figure 4.9 - Output of block devices

This information is crucial in making decisions on how to allocate storage space and organize the
filesystem efliciently. 1sblk is essential in disk management as it helps system administrators identify
the storage devices attached to the system, troubleshoot device connectivity issues, and make informed
decisions regarding partitioning and disk organization.

The df (Disk Free) utility is a command-line tool that displays the disk space used and available in
filesystems on Linux systems. This tool is important in monitoring filesystem usage, identifying storage
space consumption patterns, and making decisions on how to allocate storage space efficiently. Let’s

try and display the disk space usage for a specific filesystem, such as the root filesystem:

[root@Instructor instructor]# df -h /
Filesystem Size Used Avail Use% Mounted on

/dev/mapper/cs-root 266G 14G 136 51% /

Figure 4.10 - Displaying disk usage with df
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With d£, administrators can identify filesystems that are running low on disk space, which can cause
system performance issues or data loss:

[root@Instructor dlaw-sitel# df -h /var/www/html/dlaw-site/index.html
Filesystem Size Used Avail Use% Mounted on

/dev/mapper/cs-root 266G 26G 504K 100% /
[root@Instructor dlaw-site]#

Figure 4.11 — Monitoring disk usage

In this example, the administrator is monitoring the disk space usage on the filesystem where the
website files are stored, which is mounted on /var/www/html. The df command is used with the
-h option to display the output in a human-readable format, making it easier to understand the disk
space usage. The output shows the total size of the filesystem, the amount of space used, the available
space, the percentage of space used, and the mount point. The administrator can use this information to
identify the directories that are consuming the most space and optimize them for better performance.
Additionally, the administrator can use this information to plan for future disk space needs. The df
utility provides a detailed report on the filesystem usage, including the filesystem type, the total size,
the used space, the available space, and the percentage of the disk space used. With this information,
administrators can optimize disk usage, increase performance, and avoid system crashes.

The du utility is another essential command-line tool that’s used in Linux systems to determine the
amount of space used by specific directories and files. With du, administrators can identify files or
directories that are consuming too much space and decide whether to delete, archive, or move them to
another filesystem. The du utility also displays the amount of space used by each subdirectory, enabling
administrators to pinpoint storage hogs quickly. The du utility’s importance in disk management
cannot be overstated as it helps system administrators optimize disk usage, identify space-hogging
files, and troubleshoot space consumption issues.

Checking the disk space usage of a directory

In this example, we will use the du command to check the disk space usage of a directory.

The steps are as follows:

1. Navigate to the directory whose disk space usage you want to check.

2. Type the following command:

[instructor@Instructor html]$ cd dlaw-site/
[instructor@Instructor dlaw-site]$ du -sh

13G
[instructor@Instructor dlaw-sitel$ [

Figure 4.12 - Using du to check disk usage

We have used the du - sh command to check the disk space usage of the directory. The output
shows that the directory is using 13 GB of disk space.
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Finding large files in a directory

In this example, we will use the du command to find large files in a directory.

The steps are as follows:

1. Navigate to the directory whose large files you want to find.
2. Type the following command:

[instructor@Instructor dlaw-sitel$ 1s -la

total 13571076

drwxr-xr-x. 2 apache apache 24 May 8 21:15
drwxr-xr-x. 4 root root 46 May 8 21:12

-rw-r--r--. 1 root root 13896777728 May 8 21:17 index.html
[instructor@Instructor dlaw-site]$ du -a | sort -rn | head -n 10
13571076 ./index.html

13571076 .

[instructor@Instructor dlaw-site]$ I

Figure 4.13 - Using du to find large files

Utilizethedu -a | sort -rn | head -n 10 command to identify the 10 largest files in the
directory. The resulting output provides the size of each file in bytes, along with its corresponding file
path. Let’s apply this command to a different folder and observe the results:

15571348 .
13571076 ./www/html/dlaw-site/index.html
13571076 ./www/html/dlaw-site

. /www/html

L/ wWww

./log
./log/decompressed file
./cache

./lib

./lib/rpm

Figure 4.14 - Viewing the file size with du

Utilities such as £disk, 1sblk, df, and du are essential in managing and organizing disk space in
Linux systems. £disk is used in partitioning disks, 1sb1lk is used in identifying the storage devices
attached to the system, df is used in monitoring filesystem usage, and du is used in determining
the amount of space used by specific directories and files. Proper use of these utilities is crucial in
optimizing disk usage, increasing system performance, and avoiding data loss.

Displaying (dpkg and rpm) package space

Package management systems such as dpkg and rpm are used to install, remove, and manage software
packages in Linux and Unix operating systems. The dpkg tool is used in Debian-based systems such
as Ubuntu and the rpm tool is used in Red Hat-based systems such as CentOS. These tools not only
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provide an easy way to manage software packages but also offer valuable information about disk space
usage by the installed packages. One important use of the dpkg and rpm tools is to display the package
space, which refers to the amount of disk space used by the installed packages. By using these tools,
administrators can identify the packages that are consuming the most disk space and make decisions on
whether to remove or keep them. This is particularly useful in systems with limited disk space, where
optimizing the use of disk space is critical to avoid system crashes, performance issues, or data loss.

In addition, the dpkg and rpm tools provide information about the package dependencies, which
are other packages that are required by the installed package to function properly. This information
is useful in identifying the packages that can be safely removed without affecting the system’s stability
or functionality. By removing unnecessary packages, administrators can free up disk space, reduce
system complexity, and improve system performance. The dpkg and rpm tools also offer an easy
way to upgrade or install packages with their dependencies automatically resolved. With these tools,
administrators can easily install security patches, updates, and new software packages without worrying
about the dependencies. This reduces the time and effort required to manage packages and ensures that
the system is up to date with the latest software versions. We are currently using CentOS 8, meaning
rpm (Red Hat Package Manager) will be our number one example.

Installing a package

The following example demonstrates how to utilize rpm to install packages on CentOS 8:

[root@Instructor Downloads]# rpm -i ftp-0.17-78.el8.x86 64.rpm
package ftp-0.17-78.el8.x86 64 is already installed

[root@Instructor Downloads]# [J

Figure 4.15 - Using rpm to install a package

This command installs the specified package using RPM. It searches for the package file in the current
directory, or you can specify a path to the package file. This command is useful for installing new
software on a Linux system, whether it is a single package or a set of packages.

Querying the details of a package

The rpm command can be used to query the details of a package installed on the system. For example,
to query the details of the ftp package, use the following command:
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[root@Instructor Downloads]# rpm -qi ftp
: ftp
: 0.17
: 78.el8
: x86 64
: Tue 09 May 2023 09:06:45 PM WAT
: Applications/Internet
: 114803
: BSD with advertising
: RSA/SHA256, Mon 01 Jul 2019 10:37:38 PM WAT, Key ID 05b555h38483c65d
: ftp-0.17-78.el8.src.rpm
: Tue 14 May 2019 12:44:19 AM WAT
: X86-02.mbox.centos.org
(not relocatable)
: Cent0S Buildsys <bugs@centos.org>
: Cent0S
: ftp://ftp.linux.org.uk/pub/linux/Networking/netkit
: The standard UNIX FTP (File Transfer Protocol) client

The ftp package provides the standard UNIX command-line FTP (File
Transfer Protocol) client. FTP is a widely used protocol for
transferring files over the Internet and for archiving files.

Figure 4.16 — Querying the details of a package that’s been installed

The dpkg and rpm tools are essential for managing software packages and optimizing the use of disk
space in Linux and Unix systems. By providing valuable information about package space, dependencies,
and upgrade options, these tools enable administrators to make informed decisions and ensure the
stability, security, and performance of the system.

mkfs, mke2fs, fdformat, and more

Disk formatting is the process of preparing a storage device such as a hard drive, SSD, or USB flash
drive for data storage. Formatting creates a filesystem on the storage device, which allows the operating
system to organize and manage files on the device. In Linux, several disk formatting tool commands
can be used to format storage devices. These tools include mkfs, mke2£fs, fdformat, and more.

mk s is a command that’s used to create a filesystem on a storage device. This command can be used
to create a variety of filesystems, including ext 2, ext3, ext4, XFS, btrfs, and more. The mkfs
command is important in preparing storage devices for use in Linux systems. For example, when a
new hard drive is added to a Linux server, it must be formatted before it can be used for data storage.
Let’s examine a straightforward approach to utilize this tool on CentOS 8:



mkfs, mke2fs, fdformat, and more

[root@Instructor instructor]# mkfs.ext4 /dev/sdbl
mke2fs 1.45.6 (20-Mar-2020)
Creating filesystem with 15359744 4k blocks and 3842048 inodes
Filesystem UUID: 8f037efb-bd35-4dbd-8680-85e926a75a86
Superblock backups stored on blocks:
32768, 98304, 163840, 229376, 294912, 819200, 884736, 1605632, 2654208,

4096000, 7962624, 11239424

Allocating group tables: done

Writing inode tables: done

Creating journal (65536 blocks): done

Writing superblocks and filesystem accounting information: done

Figure 4.17 — Formatting a partition using mkfs.ext4

This will format the /dev/sdb1l partition with the ext4 filesystem. The newly formatted partition
can then be mounted and used for data storage.

mke2fs is a variant of the mkfs command that is specifically designed to create ext 2, ext3, and
ext4 filesystems. The mke2fs command is important in creating and managing Linux filesystems.
With this command, administrators can specify the size of the filesystem, the block size, and other
parameters to optimize the filesystem for specific use cases. For example, a filesystem created with
the mke2fs command can be optimized for high-performance workloads or used with large files,
as shown in the following example:

[root@Instructor instructor]# mke2fs -t ext3 /dev/sdbl

mke2fs 1.45.6 (20-Mar-2020)

Creating filesystem with 15359744 4k blocks and 3842048 inodes
Filesystem UUID: 9dea5946-6494-4593-af0b-5acd62f8fe62
Superblock backups stored on blocks:

32768, 98304, 163840, 229376, 294912, 819200, 884736, 1605632, 2654208,
4096000, 7962624, 11239424

Allocating group tables: done
Writing inode tables: JJ37/469

Figure 4.18 — Creating an ext3 filesystem

Here, the command creates an ext 3 filesystem on the /dev/sdb1 partition. The -t ext3 option
specifies the filesystem type as ext3.

The fdformat command is primarily used for low-level formatting of floppy disks, which are legacy
storage media. It writes a new disk geometry and sector layout to the floppy disk, preparing it for use.
However, this command is not intended for formatting modern storage devices such as pen drives
or USB flash drives.

For formatting pen drives or USB flash drives in Linux, mkfs (make filesystem) commands are
typically used, such as mk£fs . fat for creating a FAT filesystem or mkfs . ext4 for creating an
ext4 filesystem, as shown in the previous examples. These commands are specifically designed for
formatting different types of storage devices, including pen drives, USB flash drives, and hard drives.
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The mkswap command is used to create a swap area on a Linux system. A swap area is a dedicated space
on a hard drive that the system can use as virtual memory when it runs out of physical memory. The
mkswap command initializes a disk partition or a file as a swap area and assigns it a unique identifier.

Let’s delve into comprehensive examples to demonstrate the practical utilization of these commands:

1. Check the available disk partitions:

[root@Instructor instructor]# 1lsblk
NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT
sda 8:0 30G disk
I:sdal 8:1 1G6 part /boot
sda2 8:2 29G part

I:cs—root 253:0 lvm /
cs-swap 253:1 lvm [SWAP]

8:16 . disk

8:17 . part

11:0 rom /run/media/in
[root@Instructor instructorl# |

Figure 4.19 - Viewing the available disk partitions

2. Identify the desired partition for swap, such as /dev/sdb1, and then proceed to execute the
sudo mkswap /dev/sdbl command. This command formats the partition as swap,
resulting in the following output:

[root@Instructor instructor]# sudo mkswap /dev/sdbl
Setting up swapspace version 1, size = 58.6 GiB (62913507328 bytes)
no label, UUID=603fd2d8-894b-4778-af9f-81d984aae45¢
[root@Instructor instructor]# sudo swapon /dev/sdbl
[root@Instructor instructor]# lsblk
MIN RM SIZE RO TYPE MOUNTPOINT
8: 306G disk

8: 1G part /boot
29G part
26G lvm 7/
cs-swap 253: 3G lvm [SWAP]

8: 1 58.6G disk

1 58.6G part [SWAP]

Figure 4.20 — Using mkswap to format the partition as swap

The gdisk command is a variant of the £disk command and is used to partition hard drives
on Linux systems. gdisk is primarily designed for GPT, which is a newer partitioning scheme
that has replaced the older Master Boot Record (MBR) partitioning scheme on many modern
systems. The gdisk command is a powerful tool that allows you to create, modify, and delete
partitions on GPT disks.
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In this scenario, the system administrator is using the gdi sk command to create a new partition
on the /dev/sdb disk. The administrator enters the gdisk /dev/sdb command to launch
the gdisk utility for the specified disk.

Once inside the gdisk utility, the administrator uses the n command to create a new partition.
The utility prompts for the partition number, first sector, and last sector. The administrator can
choose the default values or specify custom values based on their requirements:

[root@Instructor instructorl# gdisk /dev/sdb
GPT fdisk (gdisk) version 1.0.3

Warning: Partition table header claims that the size of partition table
entries is 0 bytes, but this program supports only 128-byte entries.
Adjusting accordingly, but partition table may be garbage.
Warning: Partition table header claims that the size of partition table
entries is 0 bytes, but this program supports only 128-byte entries.
Adjusting accordingly, but partition table may be garbage.
Partition table scan:

MBR: MBR only

BSD: not present

APM: not present

GPT: not present

3k 3k >k >k 3k sk sk 3k ok sk sk >k sk ok sk sk sk sk sk sk >k sk sk sk sk sk sk sk sk sk ok sk sk sk sk sk sk sk sk ok sk sk sk sk sk sk Sk sk sk sk sk sk ok sk sk sk sk ok sk sk skok sk
Found invalid GPT and valid MBR; converting MBR to GPT format
in memory. THIS OPERATION IS POTENTIALLY DESTRUCTIVE! Exit by
typing 'q' if you don't want to convert your MBR partitions

to GPT format!
3k 3k >k >k 3k sk sk 3k ok sk sk >k sk ok sk sk sk sk sk sk >k sk sk sk sk sk sk sk sk sk ok sk sk sk sk sk sk sk sk ok sk sk sk sk sk sk Sk sk sk sk sk sk ok sk sk sk sk ok sk sk skok sk

Command (? for help): n

Figure 4.21 — Using gdisk to create a new partition

In this example, the administrator sets the partition type to Linux swap by entering a hex
code of 8300. After confirming the changes, the administrator uses the w command to write
the changes to the disk and exit the gdisk utility:
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Partition number (1-128, default 1):

First sector (34-122879966, default 2048) or {+-}size{KMGTP}:

Last sector (2048-122879966, default = 122879966) or {+-}size{KMGTP}:
Current type is 'Linux filesystem'

Hex code or GUID (L to show codes, Enter = 8300): 8300

Changed type of partition to 'Linux filesystem'

Command (? for help): w

Final checks complete. About to write GPT data. THIS WILL OVERWRITE EXISTING
PARTITIONS!!

Do you want to proceed? (Y/N): Y

OK; writing new GUID partition table (GPT) to /dev/sdb.
Warning: The kernel is still using the old partition table.
The new table will be used at the next reboot or after you
run partprobe(8) or kpartx(8)

The operation has completed successfully.

[root@Instructor instructorl#

Figure 4.22 - The partition was created

The parted command is a partition editor that allows you to create, delete, resize, and move
partitions on a hard drive. Parted supports both MBR and GPT partitioning schemes and can work
with multiple filesystem types. It is a powerful tool for managing disk partitions and is commonly
used in server environments.

Let’s explore a practical scenario of using the parted command:

1. In this scenario, the system administrator is using the parted command to create a new
partition on the /dev/sdb disk. The administrator enters the parted /dev/sdb command
to launch the parted utility for the specified disk.

2. Once inside the parted utility, the administrator uses the mklabel gpt command to create
a new GPT partition table on the disk. This ensures compatibility with modern systems and
larger disk sizes.

3. Next, the administrator uses the mkpart primary ext4 0% 100% command to
create a new primary partition that spans the entire disk. The partition is formatted with the
ext4 filesystem.

4. After creating the partition, the administrator can use the print command to verify the
partition layout and details. This helps ensure that the partition was created correctly.

5.  Finally, the administrator uses the quit command to exit the parted utility:
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[root@Instructor instructorl]# parted /dev/sdb

GNU Parted 3.2

Using /dev/sdb

Welcome to GNU Parted! Type 'help' to view a list of commands.
(parted) mklabel gpt

Warning: Partition(s) on /dev/sdb are being used.

Ignore/Cancel? Ignore

Warning: The existing disk label on /dev/sdb will be destroyed and
continue?

Yes/No? Yes

Error: Partition(s) 1 on /dev/sdb have been written, but we have b
because it/they are in use. As a result, the old partition(s) wil
further changes.

Ignore/Cancel? Ignore

(parted) mkpart primary ext4 0% 100%

(parted) print

Model: Flash Disk 3.0 (scsi)

Disk /dev/sdb: 62.9GB

Sector size (logical/physical): 512B/512B

Partition Table: gpt

Disk Flags:

Number Start End Size File system Name Flags
1 1049kB 62.9GB 62.9GB ext4 primary

(parted) quit
Information: You may need to update /etc/fstab.

Figure 4.23 - Using parted to create a partition table

By using the parted command in this scenario, the system administrator can easily create and manage
partitions on the specified disk, allowing for effective disk management and utilization.

The dd command is a low-level tool that’s used for copying and converting data between files, disks,
and partitions. The dd command is commonly used for creating bootable USB drives, backing up
and restoring disk images, and cloning disks. It can also be used to write zeros to a hard drive, which
is useful for securely wiping sensitive data.

Let’s explore a practical example scenario for the dd command:

1.

In this scenario, the system administrator is using the dd command to copy the contents of a
source file to a USB device represented by /dev/sdb.

The administrator starts by executing the dd command. The if option is used to specify the
input file, followed by the path to the source file (/home/instructor/backup.tar.
gz in this example):
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[root@Instructor instructor]# dd if=/home/instructor/backup.tar.gz of=/dev/sdb bs=4M
0+1 records in

0+1 records out

1017778 bytes (1.0 MB, 994 KiB) copied, 0.0358375 s, 28.4 MB/s
[root@Instructor instructor]# I

Figure 4.24 - Using the dd command to copy on the USB device

3. Next, the of option is used to specify the output file, which is the USB device represented by
/dev/sdb. This means that the contents of the source file will be written to the USB device.

4. The bs option is used to specify the block size for data transfer. In this example, bs=4M
indicates a block size of 4 megabytes.

5. By executing this command, the system administrator can effectively copy the contents of the
source file to the USB device. This can be useful for tasks such as creating bootable USB drives,
transferring large files, or creating disk images.

6. It'simportant to exercise caution when using the dd command with block devices such as
/dev/sdb as any data on the destination device will be overwritten. As an administrator,
you should double-check and ensure they are targeting the correct device to avoid accidental
data loss.

In conclusion, disk formatting tool commands are an essential part of managing storage devices in
Linux systems. These commands allow administrators to prepare storage devices for use, optimize
filesystems for specific use cases, and ensure that devices are reliable and performant. Understanding
the purpose and use of these commands is important for any Linux administrator who works with
storage devices.

Summary

This chapter explored the steps of creating a partition, a fundamental process in disk management.
We provided a detailed walk-through of utilizing tools such as £disk, 1sblk, df, and du to
create, modify, and analyze partitions on storage devices. These tools play a crucial role in partition
management, allowing system administrators to allocate disk space efficiently, monitor disk usage,
and make informed decisions for optimal storage utilization. Additionally, this chapter delved into
the topic of displaying package space using commands such as dpkg and rpm. These commands
enable system administrators to obtain information about installed packages, including their sizes
and disk space consumption. By leveraging dpkg and rpm, administrators can keep track of package
installations, identify space-intensive packages, and manage package dependencies to ensure efficient
disk utilization.

Furthermore, this chapter covered the usage of mkfs, mke2fs, and fdformat, among other disk
formatting tools. These commands provide administrators with the ability to format disks and partitions
with various filesystems, facilitating data organization and compatibility. Proper disk formatting is



Summary

crucial for optimal performance and storage utilization. System administrators can utilize these tools
to prepare disks for specific purposes, create filesystems for data storage, or format removable media.

In summary, this chapter served as a comprehensive guide to effective file management and storage
optimization in Linux. By incorporating the steps of creating a partition, utilizing tools such as £disk,
1sblk, df, and du, displaying package space with dpkg and rpm, and employing disk formatting
commands such as mkfs, mke2fs, and £dformat, system administrators can efficiently manage
their files and storage resources. This enables them to enhance storage utilization, ensure data integrity,
and maintain an organized and optimized system environment.

In the next chapter, we will thoroughly explore and discuss important commands such as chmod,
chown, chgrp, umask, and sudo. These commands play a critical role in granting and managing file
permissions, modifying ownership and group settings, setting default file permissions, and executing
commands with administrative privileges.
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Linux Permissions Commands

Linux permissions commands are a fundamental aspect of Linux system administration, providing a
powerful mechanism to control access to files and directories. These commands, including chmod,
chown, and more, play a crucial role in maintaining security, protecting sensitive data, and managing
user privileges. They allow Linux system administrators to define who can read, write, and execute
files, as well as specify access permissions for different users and groups. The importance of Linux
permissions commands lies in their ability to enforce the principle of least privilege, ensuring that
users and processes have only the necessary permissions to perform their intended tasks. By assigning
appropriate permissions, system administrators can safeguard critical files and prevent unauthorized
access, minimizing the risk of data breaches and unauthorized modifications. Additionally, these
commands enable administrators to allocate privileges based on user roles, maintaining a well-defined
security model within the system.

The purpose of Linux permissions commands is twofold: security and organization. From a security
perspective, they allow administrators to restrict access to sensitive files, directories, and system
resources. By granting or revoking permissions, administrators can limit the exposure of critical data
and prevent malicious activities. On an organizational front, these commands facilitate the management
of files and directories, ensuring that they are properly categorized, protected, and accessible to the
intended users. Linux permissions commands are widely used by Linux system administrators due
to their versatility and effectiveness in maintaining system security and managing user access. They
provide granular control over permissions, allowing administrators to set different access levels for
owners, groups, and other users. Furthermore, these commands can be applied recursively, allowing
for efficient management of permissions across directories and subdirectories. With the use of symbolic
and absolute modes, administrators can easily modify permissions based on specific requirements.

Linux permissions commands are essential for managing file and directory access permissions.
System administrators can use these commands to enforce security measures, control user access,
and safeguard sensitive data. By the end of this chapter, you will have a comprehensive understanding
of Linux permissions commands, enabling you to effectively manage file and directory permissions.
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In this chapter, we will cover the following main topics:

o Why permission commands?
o Types of permissions

o chmod

o chown

o Utilizing absolute paths in commands

o chgrp
e umask
e sudo

Why permission commands?

By utilizing permission commands, administrators can enforce the principle of least privilege, granting
users only the necessary permissions required to perform their tasks. This practice reduces the risk
of unauthorized access or accidental modifications to critical files, minimizing the potential for data
breaches and system compromises. With proper permissions in place, organizations can maintain
control over their sensitive information and prevent unauthorized disclosure or alteration. Moreover,
permission commands enable administrators to implement security policies that align with industry
best practices and compliance regulations. For example, by restricting access to configuration files or
system directories, administrators can protect system files from unauthorized modifications, ensuring
system stability and preventing malicious activities. Additionally, by assigning appropriate ownership
and group permissions, administrators can facilitate collaboration among authorized users while
maintaining data privacy and segregation.

However, despite their importance, lapses in the proper configuration and management of Linux
permissions can lead to security vulnerabilities. Misconfigurations, such as granting excessive
permissions or neglecting to revoke access rights when no longer needed, can expose sensitive data
to unauthorized individuals or increase the risk of insider threats. Administrators must regularly
review and audit permission settings to identify and rectify any inconsistencies or misalignments
with organizational security policies.

Furthermore, the complexity of managing permissions in large-scale environments can pose challenges.
Ensuring the appropriate permissions for numerous files and directories across multiple users and
groups can be time-consuming and prone to human errors. It is crucial for administrators to implement
proper access control frameworks, utilize automation tools, follow standardized procedures to mitigate
the risk of misconfigurations, and maintain a secure environment. Permission commands serve as
a fundamental pillar of securing organizational and administrative files. They provide the means
to enforce access control, maintain data confidentiality, and mitigate security risks. However, it is
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essential for administrators to diligently configure, monitor, and manage permissions to avoid lapses
and ensure the ongoing integrity and security of their systems and data.

Types of permissions

In Linux, three types of permissions can be assigned to files and directories: read (r), write (w),
and execute (x). These permissions define the level of access and control users have over files and
directories. Let’s explore each type of permission and understand their meanings and implications:

e Read (r) permission:

* The read permission allows a user to view and read the contents of a file or list the contents
of a directory

* For directories, the read permission enables the user to see the names of files and subdirectories
within the directory

It’s important to note that having read permission allows users to open and view the contents
of a file. However, they cannot modify or delete it unless they possess additional permissions.

o Write (w) permission:

* The write permission allows a user to modify or delete a file’s content or create new files
within a directory

= For directories, the write permission enables users to add, delete, and rename files and
subdirectories within the directory

o Execute (x) permission:

* The execute permission allows a user to execute or run a file if it is a program or script

For directories, the execute permission enables users to access and enter the directory, allowing
them to navigate through its contents. Unlike the read permission, the execute permission
specifically grants the ability to traverse or navigate the directory structure and access its
subdirectories. With the execute permission, users can execute programs, scripts, and commands
within the directory, provided they have the necessary read permission to view the file’s content.
This means they can run executable files within the directory, but listing its contents with
commands such as 1s might not be allowed without read permission.

Permissions are assigned separately for three different entities: the file owner (also known as “user”), the
group associated with the file, and all other users (others) who are not the owner or part of the group.
These permissions can be set individually or combined into a three-digit numeric representation (for
example, 755) to represent the permissions for the owner, group, and others.
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When a user attempts to access a file or directory, Linux follows a specific order to check permissions:

o User ownership (owner): Initially, Linux checks whether the accessing user is the owner of
the file. If the user is the owner, the system evaluates the permissions configured for the owner.

« Group ownership (group): If the accessing user is not the owner, Linux proceeds to examine
whether the user belongs to the group associated with the file. If the user is part of the group,
the system considers the permissions specified for the group.

o Others: If neither of the previous two conditions applies, Linux assesses the permissions granted
to “others,” which encompasses all users not falling into the owner or group categories.

This sequential approach to permission checking allows Linux to determine access rights with precision.
It ensures that file access and actions (such as read, write, and execute) are granted or denied based
on the user’s relationship with the file’s owner and group, facilitating robust access control.

Let’s delve into the various tools employed for granting permissions, beginning with the widely utilized
command known as chmod.

chmod

Short for change mode, chmod is a command in Linux and Unix-like operating systems that allows
users to modify the permissions of files and directories. It plays a fundamental role in controlling
access to files and ensuring data security. The importance of chmod lies in its ability to define who
can read, write, and execute files, thus determining the level of interaction and control that different
users have over the system resources.

One of the primary reasons why chmod is essential is that it can enforce security measures within an
organization. By setting appropriate file permissions, system administrators can restrict unauthorized
access to sensitive data and prevent unauthorized modifications. For example, critical system configuration
files or confidential documents may require strict read-only permissions to ensure that only authorized
personnel can view and access them. chmod empowers administrators to establish granular access
controls, allowing them to strike a balance between accessibility and security. Another crucial use
of chmod is in managing user access privileges. Different users or groups may have different levels
of permissions based on their roles and responsibilities. chmod enables administrators to assign
specific permissions to individuals or groups, ensuring that each user has the appropriate level of
access required to perform their tasks. This level of control helps maintain data integrity and prevents
accidental or intentional damage to files by unauthorized users. By using chmod, administrators can
ensure that only trusted individuals or groups have the necessary permissions to modify critical files
or execute certain programs.

Furthermore, chmod serves a vital purpose in the administrative aspect of file management. It allows
administrators to organize and control file permissions efliciently, making it easier to manage access
rights across a complex directory structure. By using chmod in conjunction with other tools such as
chown (change owner), administrators can effectively assign ownership and permissions to files and
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directories, streamlining the administrative tasks associated with user management. This capability is
particularly crucial in large organizations with multiple users and diverse filesystems, where efficient
management of permissions is paramount to maintaining order and security. Let’s explore and observe
several scenarios that illustrate how to utilize this command effectively.

Sce

1.
2.

nario 1: Granting read and write permissions to a file:

Identify the file for which you want to grant read and write permissions.

Use the chmod command with the appropriate options to set the desired permissions:

[instructor@Instructor ~]$ filename="Management.txt"
[instructor@Instructor ~]$ chmod +rw "$filename"
[instructor@Instructor ~]$ ls -1 Management.txt

-rw-rw-r--. 1 instructor instructor 1048576000 May 21 14:04 Management.txt
[instructor@Instructor ~1$ ]

Figure 5.1 — Granting permission to files

This command grants read and write permissions to the Management . txt file, allowing
users to both read from and write to the file.

Scenario 2: Revoking execute permission for a group:

L.

Determine the file or directory from which you want to remove execute permission for a
specific group.

Use the chmod command with the appropriate options to revoke the execute permission:

* g-w: This option removes the write permission for the group that the file belongs to.

* g-x: This option removes the execute permission for the group that the file belongs to. This
means that the members of the group can no longer execute the file, even if they have read
and write access to it:

[instructor@Instructor ~]$ filename="ChgMod.sh"
[instructor@Instructor ~]$ 1ls -1 ChgMod.sh

-rw-rwxr--. 1 instructor instructor 1048576000 May 21 14:10
[instructor@Instructor ~]$ chmod g-w "$filename"
[instructor@Instructor ~]$ ls -1 ChgMod.sh

-rw-r-xr--. 1 instructor instructor 1048576000 May 21 14:10
[instructor@Instructor ~]$ chmod g-x "$filename"
[instructor@Instructor ~]$ ls -1 ChgMod.sh

-rw-r--r--. 1 instructor instructor 1048576000 May 21 14:10 ChgMod.sh

Figure 5.2 — Revoking execute permission

This command removes the execute permission for the group from the ChgMod . sh file,
ensuring that group members cannot execute the script.
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Scenario 3: Setting specific permissions using numeric mode:

Determine the file or directory for which you want to set specific permissions.

Calculate the numeric value for the desired permissions — for example, read (4), write (2),
and execute (1):

user permission=6 # read and write permission for the owner
group permission=4 # read permission for the group
other permission=4 # read permission for others

In Linux, file and directory permissions are often represented as a three-digit numeric code,
where each digit corresponds to a specific permission type. The three digits represent permissions
for the owner, the group, and others, in that order. Each digit is a combination of values that
signify read, write, and execute permissions, as follows:

*  4: This digit represents read permission. It allows the user (or entity) to view the contents
of a file or list the files in a directory.

= 2: This digit represents write permission. It grants the user the ability to modify or delete
the file’s contents or create new files within a directory.

* 1: This digit signifies execute permission. It enables the user to run executable files and
scripts or traverse (enter) directories.

To create the three-digit numeric permission code, you can combine these values based on the
desired permissions for the owner, group, and others. Here’s an example:

* 6: This code means that the owner has read and write permissions (4 + 2), but no
execute permission

= 7:In this code, the owner has read, write, and execute permissions (4 + 2 + 1)

*  4: This code represents read-only permissions for the group, with no write or execute permissions
* 5: Here, the group has read and execute permissions (4 + 1), but no write permission

* 0: This code indicates no permissions for a particular entity (owner, group, or others)

By understanding the meaning of each digit in the permission code, you can precisely control
who can read, write, and execute files and directories, ensuring the security and integrity of
your system.
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3. Use the chmod command with the appropriate numeric mode to set the permissions:

instructor@Instructor ~
instructor@Instructor ~

filename="Approvals.txt"
user permission=6

instructor@Instructor ~
instructor@Instructor ~ chmod "$user permission$group permission$other permission" "$filename"
instructor@Instructor ~]$ 1s -1 Approvals.txt

-rw-r--r--. 1 instructor instructor 1048576000 May 21 14:27 Approvals.txt

[instructor@Instructor ~]$ l

other permission=4

[ 1$
[ 1$
[instructor@Instructor ~]$ group permission=4
[ 1$
[ 1%
[ 1$

Figure 5.3 — Numeric permissions modes

This command sets the permissions of the Approvals. txt file to read and write for the
owner, read for the group, and read for others.

Scenario 4: Applying recursive permissions to a directory and its subdirectories:
1. Identify the directory for which you want to apply permissions recursively.
2. Use the chmod command with the appropriate options to apply the desired permissions recursively:

[instructor@Instructor Desktop]$ ls -1 ConfigFile/
total 0

d rwx rwxr-x.
drwXrwxr-x.
d rwX rwxr-X.
d rwX rwxr-x.
d rwx rwxr-x.

2

instructor
instructor
instructor
instructor
instructor

instructor
instructor
instructor
instructor
instructor

29 Sep 30
24 Sep 30
26 Sep 30
6 Sep 30
6 Sep 30

23

126

23:
23:
23:
23:

[instructor@Instructor Desktop]$ directoryname="ConfigFile"
[instructor@Instructor Desktop]$ chmod -R 755 "ConfigFile"

[instructor@Instructor Desktop]$ ls -la ConfigFile/

instructor instructor 88 Sep 30 23:27
instructor instructor 140 Sep 30 23:27
instructor instructor 29 Sep 30 23:26
instructor instructor 24 Sep 30 23:26
instructor instructor 26 Sep 30 23:26
instructor instructor 6 Sep 30 23:24
instructor instructor 6 Sep 30 23:25

Figure 5.4 — Applying recursive permissions to a directory

This command applies the permissions of 755 (read, write, and execute for the owner, and read
and execute for the group and others) to the ConfigFile directory and all its subdirectories.

chmod is a powerful command that plays a vital role in controlling file and directory permissions in
Linux and Unix-like systems. Its importance lies in its ability to enforce security measures, manage
user access privileges, and streamline administrative tasks. By utilizing chmod effectively, system
administrators can ensure the confidentiality, integrity, and availability of data within an organization
while maintaining a structured and secure filesystem.
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chown

Short for change owner, the chown command is a powerful tool in Linux and Unix-based operating
systems that’s used to change the ownership of files and directories. However, it’s important to note
that in many cases, you need superuser privileges (often obtained via the sudo command) to execute
chown. This command allows system administrators to assign new ownership to files, determining
both the user and group that have control over them.

chown plays a crucial role in managing file permissions, enforcing security measures, and organizing
administrative files. One of its key purposes is to ensure proper access control and security within a
Linux system.

By specifying the correct user and group ownership for files and directories, system administrators
can maintain security and control over who can access, modify, or delete specific resources. This is
particularly important in multi-user and multi-group environments where precise control over file
access is essential for system integrity and data protection.

By changing the ownership of files and directories, administrators can restrict access to sensitive
information and prevent unauthorized users from modifying or accessing critical files. This is particularly
important in multi-user environments and organizations where data confidentiality is paramount.
chown enables administrators to assign ownership to specific users and groups, ensuring that only
authorized individuals have the necessary privileges.

Furthermore, chown is essential for system administration tasks and file management. It allows
administrators to transfer ownership of files when users are added or removed from the system.
When a user account is deleted, for example, it is crucial to assign ownership of their files to another
user or a system account to ensure continuity and prevent data loss. chown also facilitates efficient
collaboration within teams by enabling the transfer of file ownership between group members, allowing
them to work on shared projects or documents.

In addition to its security and administrative benefits, chown is a fundamental tool for organizing and
maintaining filesystems. It enables administrators to categorize files and directories by assigning ownership
to specific users or groups based on their role or purpose. This helps streamline file management,
simplifies permission management, and ensures files are properly organized and accessible to the
right individuals. chown plays a vital role in maintaining a well-structured and efficient filesystem,
enhancing productivity and ease of use for both administrators and users.

The chown command allows for various types of ownership changes, enabling administrators to
modify the ownership of files and directories based on different criteria. Here are the types of ownership
changes that are commonly used in Linux permissions:

« Changing user ownership: The chown command can be used to change the user ownership of
a file or directory. By specifying a new user as the owner, administrators can transfer ownership
to a different user account.
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Changing group ownership: Along with changing user ownership, chown also supports
changing the group ownership of a file or directory. Administrators can assign a new group to
a file, allowing members of that group to access and modify the file.

Changing user and group ownership: chown also provides the flexibility to change both user
and group ownership simultaneously. This allows administrators to completely modify the
ownership of a file or directory, assigning both a new user and a new group.

Changing ownership recursively: In cases where directories contain multiple files and
subdirectories, administrators may need to change ownership recursively. The -R option in the
chown command enables recursive ownership change, ensuring that ownership is modified
for all files and directories within the specified directory.

Preserving file context: On systems that implement mandatory access control (MAC)
mechanisms, such as SELinux, it's important to preserve the file context (a special security label
used by MAC systems to focus on the security properties of the file) while changing ownership.
The -h option in the chown command ensures that the file context remains unchanged.

Let’s explore different scenarios that illustrate how to utilize this command effectively:

Changing ownership of a directory and its contents:

[instructor@Instructor ~]$ 1s -1 backup

total 1024000

-rw-rw-r--. 1 instructor instructor 1048576000 Apr 4 18:02 site.html
[instructor@Instructor ~]$ sudo chown -R testerl:instructor backup
[sudo] password for instructor:

[instructor@Instructor ~]$ 1s -1 backup

total 1024000

-rw-rw-r--. 1 testerl instructor 1048576000 Apr 4 18:02 site.html
[instructor@Instructor ~]$ I

Figure 5.5 — Changing ownership of a directory

In this scenario, we pass the ownership of the backup directory and all its contents to the
testerl user, including files and subdirectories. The group ownership is also changed to
instructor. This is useful when transferring ownership of a project to a new team lead or
when organizing files under a specific user and group.

Restoring ownership of system files:

[instructor@Instructor ~]$ sudo chown -R root:root backup
[instructor@Instructor ~]$ 1ls -la backup

total 1024004

drwxrwxr-x. 2 root root 23 Apr 4 18:13

18 instructor instructor 4096 May 25 17:41
1 root root 1048576000 Apr 4 18:02 site.html
[instructor@Instructor ~]$% l

Figure 5.6 — Restoring ownership of a file



96

Linux Permissions Commands

This command recursively changes the ownership of all files and directories under the backup
directory back to the root user and root group. This is important for maintaining the integrity
and security of system configuration files, ensuring that only the root user has the necessary
privileges to modify them.

o Assigning ownership to a specific user in a shared directory:

[instructor@Instructor ~]$ sudo chown -R instructor:testerl projects/backup/
[instructor@Instructor ~]$ ls -la projects/

3 instructor instructor 20 May 25 18:11

. 18 instructor instructor 4096 May 25 18:11
-X. 2 instructor testerl 23 Apr 4 18:13
[instructor@Instructor ~]$%

Figure 5.7 — Assigning ownership to a specific user in a shared directory

Here, the ownership of the project /backup/ directory is changed to the instructor
user and the tester1 group. This is useful in scenarios where multiple users need access to a
shared directory, but specific ownership is required for certain files or folders within that directory.

By customizing the user and group names and applying the appropriate options, you can effectively
manage ownership and permissions in various situations.

Finally, chown is a crucial command for system administrators. Its ability to change file ownership
allows for proper access control, enhances security, facilitates administrative tasks, and contributes
to a well-organized filesystem. By leveraging chown effectively, administrators can ensure data
confidentiality, maintain system integrity, and promote efficient collaboration among users and groups.

Utilizing absolute paths in commands

Utilizing absolute paths in commands is a crucial aspect of working with the Linux operating system.
An absolute path refers to the complete and exact location of a file or directory in the filesystem
hierarchy. It starts from the root directory (/) and includes all the necessary directories to specify
the location precisely. The primary reason for using absolute paths in commands is to provide an
unambiguous and reliable way to refer to files or directories. By using an absolute path, you eliminate
any dependency on the current working directory. This ensures that the command will consistently
target the intended file or directory, regardless of your current location in the filesystem. Absolute
paths eliminate confusion and prevent potential errors that may occur when relying on relative paths.

The importance of utilizing absolute paths becomes evident in scenarios where scripts or commands
need to be executed from different directories or by different users. Absolute paths guarantee that the
same file or directory is accessed, regardless of the executing environment. This is especially crucial
when dealing with system administration tasks, automation scripts, or shared environments where
multiple users interact with the same filesystem. The use of absolute paths is widespread in various
Linux operations. It is especially vital when executing commands that require precise file or directory
targeting, such as file manipulation, data backups, system configuration, or application deployment.
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Absolute paths are commonly used in commands such as file copying, moving, deletion, permissions
modification, and program execution. By utilizing absolute paths, you can ensure the accuracy and
predictability of these operations, minimizing the risk of unintended consequences or errors. To better
understand what we're talking about, we'll be focusing on scenario-based examples that demonstrate
the use of the absolute command in different situations:

« Copying a file to a specific directory: Suppose you have a file named document . txt located
in your home directory, and you want to copy it to the /var/www/html directory. You can
use the following absolute command:

[instructor@Instructor Desktopl$ ls -1 document.txt

-rw-rw-r--. 1 instructor instructor 1048576000 May 25 18:34 document.txt
[instructor@Instructor Desktopl$ sudo cp /home/instructor/Desktop/document.txt /var/www/html/
[sudo] password for instructor:

[instructor@Instructor Desktopl$ ls -1 /var/www/html/

total 1024000

-rw-r--r--. 1 root root 1048576000 May 25 18:36 document.txt
[instructor@Instructor Desktop]$

Figure 5.8 - Copying a file to a specific directory

« Moving a directory to another location: Assume you have a directory named document .
txt in the current working directory, and you want to move it to the /home/instructor/
Documents directory. You can accomplish this using the following absolute command:

[instructor@Instructor html]$ sudo mv document.txt /home/instructor/Documents/
[instructor@Instructor html]$ ls -1 /home/instructor/Documents/
total 1024004
drwxrwxr-x. 2 instructor instructor 6 Apr 5 18:44
. 2 instructor instructor 6 Mar 26 13:51
-rw-r--r--. 1 root root 1048576000 May 25 18:36 document.txt

Figure 5.9 - Moving a directory to another location

o Accessing a file in a different directory: Assume you have a script located in the /usr/local/
bin directory, and it needs to access a configuration file named config. ini located in the
/etc directory. You can use the following absolute command to reference the file:

config file="/etc/config.ini"

Figure 5.10 — Accessing a file in a different directory
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These examples demonstrate how absolute commands are used to specify the exact location of files
and directories, regardless of the current working directory. By providing the complete path, you
ensure precise file operations and avoid any ambiguity in file references.

In conclusion, absolute commands enable accurate and reliable referencing of files and directories
using their complete paths from the root directory. It is important for maintaining consistency,
facilitating system administration tasks, enabling precise file access and manipulation in scripts and
programs, and ensuring the portability of scripts across different environments. By understanding and
leveraging the power of absolute paths, system administrators can effectively navigate the filesystem
and perform tasks with confidence and precision.

chgrp

The chgrp command in Linux is used to change the group ownership of files and directories. It stands
for change group and allows administrators to modify the group ownership of a file or directory to
a specific group. The primary purpose of chgrp is to ensure proper access control and facilitate
group-based permissions management in a Linux system. One of the key reasons for using chgrp is
to align file or directory ownership with a specific group. This is particularly important in multi-user
environments where different groups of users require varying levels of access to files and directories. By
changing the group ownership using chgrp, administrators can ensure that files are accessible to the
appropriate group and restrict access to others, enhancing the security and integrity of sensitive data.

The importance of chgrp lies in its role in managing file permissions effectively. It works hand in
hand with other permission-related commands, such as chmod, to define access rights and maintain
proper ownership. By using chgrp, administrators can assign ownership to a specific group, allowing
members of that group to collaborate on files and directories while maintaining control over access
privileges. The use of chgrp is widespread in various scenarios.

Both chown and chgrp are used to modify ownership attributes of files and directories in Linux.
However, they serve different purposes:

o chown is used to change both the owner and group owner of a file or directory. It allows you to
transfer full ownership of a file or directory from one user to another, including the associated
group ownership.

« chgrp, on the other hand, is specifically used to change the group ownership of a file or
directory while keeping the owner intact. It doesn’t affect the user owner, only the group owner.

When to use chown versus chgrp depends on your specific needs. If you want to change both
the owner and group owner of a file or directory, use chown. If you only need to modify the group
ownership while preserving the user owner, then chgrp is the appropriate choice.

For example, in a project-based environment, administrators can create different groups for each
project and assign the appropriate group ownership to project-related files and directories. This ensures
that only members of the relevant project group can access and modify those resources. chgrp is
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also valuable when managing shared directories where multiple users need to collaborate on files as
it simplifies the process of granting or revoking group-based permissions.

Let’s take a look at some examples:

o Assigning group ownership to a directory.

Suppose you have a directory named project that needs to be accessed and modified by the

testerl group. You can use the following command:

[instructor@Instructor Desktopl$ sudo chgrp testerl project/
[instructor@Instructor Desktopl$ 1s -la project/

total 4

drwxrwxr-x. 2 instructor testerl

6 May 25 19:01

Figure 5.11 - Assigning group ownership to a directory with chgrp

o Recursive group ownership change.

You want to change the group ownership of all files and directories within a directory named
data to the testerl group. You can use the following command:

[instructor@Instructor Desktop]$ sudo chgrp -R testerl data/
[instructor@Instructor Desktop]$

total ©

drwxrwxr-x.

total 1152

drwXxrwxr-x.
SrW-r--r--.
SrwW-r--r--.
-rW-rw-r--.
drwxr-xr-x.
drwXrwxr-x.

6 instructor testerl
[instructor@Instructor Desktop]$
[instructor@Instructor datal$ ls

0 2

instructor
root

root

instructor
instructor
instructor
instructor
instructor

testerl
testerl
testerl
testerl
testerl
testerl
testerl
testerl

[instructor@Instructor datal$

1s -1 data/

165 May 25 19:15

cd data/
-1 project/

18 Apr
154280 Apr
946 Apr
1017971 Apr
6 May

Apr

May

Apr

144 script.sh
102

Figure 5.12 — Using chgrp -R recursively

By using chgrp, administrators can enforce group-based permissions, streamline collaboration
among users, and ensure that files and directories are accessible only to authorized individuals or
groups. It is crucial for managing group ownership in Linux. It provides a means to align file and
directory ownership with specific groups, facilitating proper access control and enhancing security.

umask

The umask command is used to set the default file permissions for newly created files and directories.
The term umask stands for user file-creation mode mask. It is a permission mask that determines
which permission bits are turned off by default when a new file or directory is created. The umask
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value is subtracted from the maximum permissions (usually represented as 666 for files and 777 for
directories) to derive the effective permissions. This change reflects the more accurate terminology
for the permissions being modified by the umask value.

The importance of the umask command lies in enhancing security and controlling file permissions in
a multi-user environment. By setting the appropriate umask value, system administrators can ensure
that new files and directories have the desired permissions. This helps in enforcing security policies,
preventing unauthorized access, and maintaining the integrity of sensitive data.

The umask command is particularly useful in scenarios where multiple users share the same system
or when creating scripts and applications that generate files dynamically. By defining a specific umask
value, system administrators can establish a consistent permission scheme across the system, reducing
the risk of accidental exposure of sensitive information.

It's important to note that setting a more restrictive umask can have certain consequences. For
example, if a highly restrictive umask is applied system-wide, newly installed libraries and their
associated files may not be readable by certain applications, potentially causing compatibility issues.
System administrators should carefully consider the impact of umask settings and strike a balance
between security and functionality when configuring umask values.

Let’s look at some examples:

o Restricting file permissions for newly created files:

[instructor@Instructor ConfigFilel]$ umask 027
[instructor@Instructor ConfigFilel$ touch systemconfig.txt
[instructor@Instructor ConfigFilel$ 1s -1 systemconfig.txt

1 instructor instructor © May 25 19:37 systemconfig.txt
[instructor@Instructor ConfigFilel$

Figure 5.13 — Restricting file permissions for newly created files
In this scenario, the umask command is used to calculate the default permissions for newly
created files. The umask value of 027 is applied as follows:
* 0 in the leftmost position represents the user’s maximum permission, which remains unchanged

* 2 in the middle position (masking writing permission) subtracts the group’s write permission
(2), effectively removing it

* 7 in the rightmost position (masking all permissions for others) subtracts all permissions
for others (4 for read, 2 for write, and 1 for execute), leaving only read permissions

The touch command is then used to create a new file called systemconfig. txt. Finally,
the 1s -1 command is used to list the file’s permissions, which should reflect the permissions
specified by the umask value.
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o Allowing group members to read and write files within a directory:

[instructor@Instructor ConfigFilel$ umask 002

[instructor@Instructor ConfigFilel$ mkdir
[instructor@Instructor ConfigFile]$ chmod g+s dir files

Figure 5.14 — Allowing group read/write permissions

In this scenario, the umask command sets the default permission mask to 002, allowing
group members to have read and write permissions for newly created files within a directory.
The mkdir command creates a new directory called dir files.

Now, let’s dive into the significance of the setgid bit. The chmod g+s command is used to
set the setgid bit on the directory. This bit serves a specific purpose: it ensures that newly
created files within the directory inherit not only the group ownership of the parent directory
but also the group permissions.

For example, if a user creates a new file inside dir files, that file will automatically be
assigned the group ownership of dir files, and it will have the same group permissions
asdir files, even if the user is not a member of that group. This is particularly useful in
collaborative environments where multiple users need access to shared directories, ensuring
that files within those directories maintain the correct group ownership and permissions.

« Setting restrictive permissions for newly created executable files:

[instructor@Instructor ConfigFile]$ umask 077
[instructor@Instructor ConfigFile]$ touch [sSY ]y

[instructor@Instructor ConfigFile]$ chmod +x devportal.sh
[instructor@Instructor ConfigFile]$ ls -1 devportal.sh
1 instructor instructor © May 25 19:43

Figure 5.15 — Setting restrictive permissions for newly created executable files

In this scenario, the umask command is used to set the default permission mask to 077, which
means that newly created files will have no permissions for the group and others. The touch
command is used to create a new file called devportal . sh. The chmod +x command is
then used to make the file executable. Since the umask value restricts permissions for the group
and others, the resulting file will only have executed permissions for the owner.

sudo

The sudo command in Linux stands for superuser do and it allows users to run commands with the
privileges of another user, usually the superuser or root. It provides a way to perform administrative
tasks without logging in as the root user. The sudo command is an essential tool for system
administrators as it enhances security, restricts access to critical operations, and promotes the principle
of least privilege. The importance of the sudo command lies in its ability to control and limit access
to privileged operations. By using sudo, administrators can grant specific users or groups the ability
to execute certain commands with elevated privileges, while still keeping a record of their actions.
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This helps mitigate the risks associated with unrestricted access to the root account as it provides a
controlled and auditable way to perform administrative tasks.

The primary use of the sudo command is to execute commands as the root user or another specified
user with elevated privileges. It requires users to authenticate themselves using their credentials,
such as a password, before executing the privileged command. This adds an extra layer of security
by ensuring that only authorized users can perform administrative actions, reducing the chances of
accidental or malicious system modifications. The purpose of sudo is to promote the principle of least
privilege, which states that users should only be given the minimum privileges necessary to perform
their tasks. By using sudo, administrators can grant temporary administrative privileges to regular
users on an as-needed basis, without exposing the system to unnecessary risk. This helps maintain the
overall security and stability of the system, as well as prevent unauthorized modifications or misuse
of privileged commands.

Let’s look at some examples:

o Installing software as a privileged user.

In this scenario, the sudo command is used to run the yum install (yum stands for
Yellowdog Updater Modified) command with administrative privileges. By prefixing the
command with sudo, the user is prompted to enter their password and, if authorized, the
command is executed with elevated privileges. This allows the user to install software or make
system-wide changes that require administrative access:

[instructor@Instructor ~]$ sudo yum install nmap

[sudo] password for instructor:

Last metadata expiration check: 17:08:20 ago on Thu 25 May 2023 09:14:57 PM WAT.
Dependencies resolved.

Total download size: 6.1 M

Installed size: 24 M

Is this ok [y/N]: y

Downloading Packages:

nmap-7.92-1.el8.x86 64.rpm 926 kB/s |

Figure 5.16 — Installing software with a privileged user

« Restarting the system and checking services.



Summary

In this scenario, the sudo command is employed to restart and verify the status of the
sshd system service. By executing the systemctl restart/status command with
administrative privileges, users gain the ability to restart and monitor the status of essential
services that necessitate root access. This guarantees that any modifications made to the service
configuration or updates applied to it are properly implemented and activated:

[instructor@Instructor ~]$ sudo systemctl restart sshd
[instructor@Instructor ~]$ sudo systemctl status sshd
® sshd.service - OpenSSH server daemon
Loaded: loaded (/usr/lib/systemd/system/sshd.service; enabled; ven
Active: active (running) since Fri 2023-05-26 14:30:16 WAT; 7s ago
Docs: man:sshd(8)
man:sshd config(5)
Main PID: 15053 (sshd)
Tasks: 1 (limit: 52372)
Memory: 1.1M
CGroup: /system.slice/sshd.service
L-15053 /usr/sbin/sshd -D -oCiphers=aes256-gcm@openssh.com,

May 26 14:30:16 Instructor systemd[1l]: sshd.service: Succeeded.
May 26 14:30:16 Instructor systemd[1l]: Stopped OpenSSH server daemon.
May 26 14:30:16 Instructor systemd[1]: Starting OpenSSH server daemon.

Figure 5.17 — Using sudo to restart and verify the service’s status

In conclusion, Linux permissions commands play a crucial role in managing access to files and
directories in Linux systems. These commands allow system administrators to control and enforce
permissions, ensuring that only authorized users can read, write, or execute specific files. Understanding
the different types of permissions and how to manipulate them is essential for maintaining the security
and integrity of the system.

Summary

This chapter delved into the realm of Linux permissions commands, exploring various tools and
techniques to manage file and directory access permissions effectively. This chapter began with an
introduction to the chmod command, which allows users to modify the permissions of files and
directories. Understanding chmod is crucial for enforcing security measures, controlling user access,
and safeguarding sensitive data. Through the use of numeric and symbolic representation, administrators
can assign specific permissions to users, groups, and others. Next, we explored the chown command,
which is used to change the ownership of files and directories. By assigning ownership to specific
users and groups, administrators can control access and ensure appropriate responsibility for files and
directories. Understanding chown is essential for managing file permissions, facilitating collaboration,
and maintaining data integrity. Another important topic that was covered in this chapter was utilizing
absolute paths in commands. Absolute paths provide the precise location of a file or directory within
the filesystem hierarchy. This knowledge enables administrators to navigate and manipulate files and

103



104

Linux Permissions Commands

directories with accuracy and efficiency. Understanding how to work with absolute paths is vital for
executing commands, managing permissions, and performing file operations. Additionally, this chapter
explored the chgrp command, which is used to change the group ownership of files and directories.
By assigning files and directories to specific groups, administrators can control access permissions
and group-level collaboration. We also covered the umask command, which plays a significant role
in setting default file permissions for newly created files and directories. By defining the umask
value, administrators can specify the initial permissions applied to files, ensuring consistency and
adherence to security standards. Finally, we delved into the sudo command, a powerful tool that
grants users the ability to execute commands with elevated privileges. By using sudo, administrators
can perform administrative tasks that require root access, while maintaining security by limiting the
scope of administrative permissions.

In summary, this chapter covered a comprehensive range of Linux permissions commands, including
chown, chmod, chgrp, umask, and sudo. These commands are instrumental in managing group
permissions, facilitating collaboration, establishing standardized file permissions, and executing
administrative tasks with elevated privileges.

In the next chapter, we will delve into essential tools and techniques that enable system administrators
to manage mounted filesystems and perform file manipulation tasks. We will cover four key topics:
the mount command, the umount command, the fuser command, and file manipulation using
commands such as cat, grep, and more.
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Filesystem Mount and
Manipulation Commands

The Linux filesystem mount and manipulation commands are a set of essential tools that allow Linux
system administrators to manage and manipulate filesystems and storage devices. These commands
provide a flexible and efficient way to mount and unmount filesystems, manage disk partitions, and
perform various file manipulation tasks. They are widely used in Linux environments due to their
versatility, reliability, and ease of use. One of the key reasons why such commands are highly valued
by system administrators is their ability to manage filesystems and storage devices. These commands
enable administrators to mount different types of filesystems, such as ext4, NTFS, or NFS, making
data accessible and usable within the Linux system. They also provide options for managing network
filesystems, allowing administrators to connect and access remote filesystems over a network. Another
important aspect of these tools is their role in disk partition management. With them, administrators
can create, resize, and delete disk partitions, ensuring efficient allocation of disk space and organizing
data according to specific requirements. The ability to manipulate partitions is crucial for tasks
such as setting up multi-boot systems, creating dedicated storage areas, or managing disk space for
virtual machines.

These commands offer an added range of file manipulation capabilities, such as navigating and
exploring the filesystem, searching for files, manipulating file permissions and ownership, as well as
performing tasks such as copying, moving, and deleting files. This flexibility allows for efficient file
management and maintenance operations, ensuring data organization, integrity, and security within
the Linux system.

In this chapter, we will explore some of the most important commands in this category. These commands
play a vital role in managing filesystems, allowing for the mounting and unmounting of devices, and
enabling efficient data access and storage. System administrators heavily rely on these commands to
establish connections between devices and the filesystem, exercise control over mounted resources,
and carry out various file operations.
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In this chapter, we will cover the following main topics:

o Linux mount commands
o The mount command

o The umount command

o The fuser command

o File manipulation using cat, grep, and more

Linux mount commands

Mounting in Linux refers to the process of connecting a filesystem to a specific directory in the directory
tree hierarchy, allowing the operating system and its users to access the contents of that filesystem.
The mount command plays a crucial role in this process by associating a device or a remote network
share with a mount point, which is a directory where the filesystem becomes accessible. By using the
mount command, Linux system administrators can dynamically attach various types of filesystems,
including local disks, network shares, virtual filesystems, and removable storage devices, to specific
mount points in the filesystem hierarchy.

The Linux mount commands are vital tools in Linux for connecting filesystems to specific mount
points, allowing administrators to effectively utilize storage resources and provide seamless access to
data. Through the mount command, Linux system administrators can configure and manage various
filesystem types, set mounting options, and integrate additional storage devices. Mounting is essential
for organizing data, facilitating system boot processes, and expanding storage capacity, making it a
fundamental aspect of Linux filesystem management.

The mount command

The mount command in Linux is a powerful tool thats used to connect and integrate filesystems into
the directory tree structure of the operating system. By using the mount command, administrators
can effectively extend the available storage capacity, manage data across different devices, and ensure
seamless data access for users. One of the key reasons for the importance of the mount command is
its ability to provide flexibility and scalability in storage management. With the mount command,
administrators can easily add new storage devices or network shares to the system, making them
accessible to users without disrupting the existing filesystem. This allows for efficient allocation and
utilization of storage resources, ensuring that data is stored in an organized and accessible manner.

The mount command also plays a crucial role in system boot processes. During boot, the root
filesystem, which contains the essential operating system files, is mounted using the mount command.
This operation requires superuser (sudo) privileges. Mounting the root filesystem ensures that the
system can access and load the necessary files to successfully start up. Without the mount command,
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the operating system would not be able to locate and access the root filesystem, leading to boot failures
and an unusable system.

Let’s see a scenario where the mount command is utilized:

o Mounting NFS shares: The following screenshot shows the code for mounting NFS shares:

4
4
4
4
5
4
4

Figure 6.1 — Mounting NFS shares

We will break down the command for more clarity:

The NFS server’s IP address: The command begins with the NFS server’s IP address, which
is represented by 10 .10 . XXX . XX. This IP address indicates the network location of the
NES server that hosts the shared directory.

Exported share name: Following the IP address, /var is specified as the exported share
name. This refers to the specific directory or filesystem on the NFS server that is being made
available for sharing over the network.

Mount point: The command specifies the mount point where the NFS share will be mounted.
In this scenario, the mount point is set to /mnt /Keno. This directory serves as the access
point on the local system where the NFS share will be integrated.

Lastly, the1s -la /mnt/Keno command is used to list the contents of the /mnt /Keno
directory in a detailed and comprehensive format.

By executing 1s -la /mnt/Keno, you will see a detailed listing of all the files and directories
present in the /mnt /Keno directory, including hidden files. The output will include information
such as the file/directory permissions, ownership, size, modification date, and name.

o Mounting second storage device and partition: The following screenshot shows the code for
mounting the second storage device and partition:
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[root@Instructor instructor]# mkdir /mnt/sdb /mnt/sdbl
[root@Instructor instructor]# mount /dev/sdb /mnt/sdb

[root@Instructor instructor]# mount /dev/sdbl /mnt/sdbl
[root@Instructor instructor]# lsblk
:MIN RM SIZE RO TYPE MOUNTPOINT

0 30G 0 disk
1G part /boot
: part
cs-root 253: lvm /
cs-swap 253: lvm [SWAP]
8: ¢ disk
part /mnt/sdbl

Figure 6.2 — Mounting the second storage device and partition 1

Let’s break down the command for more clarity:

This first command creates two directories, /mnt /sdb and /mnt /sdb1l, using the mkdir
command. The mkdir command is used to make directories in the specified locations. In
this case, it creates two directories under the /mnt directory: /mnt /sdb and /mnt/sdb1l.
These directories will serve as mount points for the corresponding devices.

The second command attempts to mount the /dev/sdb device to the mount point, /mnt /
sdb, using the mount command. The mount command is used to attach a filesystem to
the directory hierarchy. In this case, it is trying to mount the /dev/sdb device (which
represents the entire disk) to the mount point, /mnt /sdb.

The third command mounts the /dev/sdb1l device (which represents a specific partition
on the disk) to the mount point, /mnt /sdb1l, using the mount command. This command
successfully mounts the specified partition to the corresponding mount point.

Finally, the fourth command lists information about all available block devices in a tree-like
format. It provides an overview of the block devices present in the system, including their
names, sizes, and partition information. Running this command after the previous steps
allows you to see the details of the mounted devices (sdb and its partition, sdb1, in this
case) and any other connected storage devices.

The mount command without any arguments displays all currently mounted filesystems. To
check whethersdb1 is mounted, you can search for its entry in the output. You can do this
by using the Ctrl + F shortcut, which opens a search pop-up window on your terminal. Type
sdb1 in the search field to quickly locate the relevant information. This allows you to easily

find out whether sdb1 is mounted and retrieve its associated details. If sdb1 is mounted, you
will see its mount point and other relevant information listed:
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/dev/sdal on /boot type xfs (rw,relatime,seclabel,attr2,inode64, loghufs=8,1
sunrpc on /var/lib/nfs/rpc_pipefs type rpc_pipefs (rw,relatime)

tmpfs on /run/user/1000 type tmpfs (rw —

gvfsd-fuse on /run/user/1000/gvfs type

/dev/sr@ on /run/media/instructor/Cent @ sy 1509660
cksize=2048,uid=1000,9id=1000, dmode=50

7 ] Match case )

/dev/sdpl on /run/med;a/lnstructor(UNT T nodev, rela

ge=437,iocharset=ascii,shortname=mixed . =remount-r
atch as regular expression

/dev/Hslal on /mnt/sdbl type vfat (rw,r mask=0022,

ixed, showexec,utf8, flush,errors=remoun

[root@Instructor instructor]# D

« Wrap around

Figure 6.3 — Mounting the second storage device and partition 2

o Checking the /etc/mtab file.

This displays the content of the /et c/mtab file, which contains a list of currently mounted
filesystems. Look for a line in the output that corresponds to sdb1. The line will include the
device path (/dev/sdbl), the mount point, and other information:

[root@Instructor instructor]# cat /etc/mtabl]
/dev/sdbl /run/media/instructor/UNTITLED vfat

charset=ascii, shortname=mixed, showexec,utf8, flu
/dev/ /mnt/sdbl vfat rw,relatime,uid=1000,g
exec,utf8, flush,errors=remount-ro 0 0

Figure 6.4 — Checking the /etc/mtab file

By checking either the mount command output or the /et c/mtab file, you can determine whether
sdb1 is currently mounted and find its associated mount point.

The umount command

The umount command in Linux is used to unmount or detach a mounted filesystem from the
directory tree. It allows system administrators to safely remove mounted devices or network shares,
ensuring that all pending read and write operations are completed and any cached data is properly
flushed before the filesystem is unmounted. This command is essential for maintaining the integrity
of the filesystem and preventing data corruption. One of the primary reasons for using the umount
command is to safely disconnect storage devices or network shares from the system. When a filesystem
is mounted, it establishes a connection between the device or network share and a directory in the
filesystem hierarchy. Unmounting the filesystem ensures that any ongoing read or write operations
are completed, preventing data loss or corruption. It also releases system resources associated with
the mounted filesystem, freeing up memory and improving system performance.
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It's important to note that directories mounted with this command are not permanent. They will be
unmounted automatically after a system reboot. If you want to make the mount points permanent
and have the filesystems mounted automatically at boot, you need to update the /etc/fstab
(filesystems table) configuration file with the appropriate entries. This ensures that the mount points
are reliable and persist across reboots.

The umount command in Linux is crucial for managing removable media, such as USB drives or
external hard disks. Before physically disconnecting the device from the system, it is necessary to
unmount it using the umount command. This ensures that all data is written to the device, preventing
data loss or filesystem inconsistencies. Additionally, the umount command is used to detach network
shares, such as NFS or Samba mounts, allowing users to disconnect from remote filesystems securely.

It's important to note that umount typically requires superuser privileges, so you may need to use
sudo to execute it. Executing the umount command is of utmost importance for safely detaching
mounted filesystems in Linux. It ensures data integrity, releases system resources, and facilitates
the proper removal of storage devices or network shares. By using the umount command, system
administrators can effectively manage filesystem connections and maintain the stability and reliability
of the overall system.

Let’s look at some scenarios where the umount command was utilized:

o Unmounting a partition.

Unmounting a partition ensures that any pending read or write operations are completed, and
it allows you to safely disconnect or perform maintenance on the storage device without the
risk of data corruption:

[root@Instructor instructor]# umount /mnt/sdbl

Figure 6.5 — Unmounting a partition

After executing these commands, the system will unmount the specified partition from their
respective mount points. You can verify the unmounting by using the mount command or
checking the output of the df command to confirm that the devices are no longer listed as
being mounted at the specified locations.

o Unmounting multiple filesystems:

[root@Instructor instructor]# umount /mnt/usbl /mnt/usb2 /mnt/nfs

Figure 6.6 — Unmounting multiple filesystems
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This command unmounts multiple filesystems simultaneously. In this example, it unmounts
the USB drives mounted at /mnt /usbl and /mnt /usb2, as well as the NFS share mounted
at /mnt/nfs.

The fuser command

The fuser command in Linux is a powerful tool that’s used to identify processes that are currently
accessing or using specified files, directories, or sockets. It provides information about which
processes have active file handles or network connections to a given file or directory. The command
is primarily used to investigate and troubleshoot issues related to resource utilization, file locking,
and unresponsive processes.

Please note that the fuser command typically requires superuser privileges, so you may need to
use sudo to execute it. The importance of the fuser command lies in its ability to help system
administrators identify and resolve conflicts related to file access. By running the command with
appropriate options and specifying the target file or directory, administrators can obtain a list of
process IDs (PIDs) that have a file or directory open.

This information can be valuable in scenarios where a file is locked, preventing other processes from
accessing or modifying it. By identifying the process responsible for the lock, administrators can take
appropriate actions, such as terminating or restarting the process, to release the file lock and restore
normal operations.

The significance of the fuser command lies in its role in maintaining the integrity of the filesystem.
It ensures that resources tied to a device are properly released before undertaking any maintenance
tasks. This is crucial because attempting to unmount or detach a device that is still in use can lead to
unexpected errors and data inconsistencies. By identifying which processes are using specific files,
directories, or sockets, administrators can address resource contention issues, troubleshoot file access
conflicts, and ensure the smooth operation of the system. Furthermore, the fuser command aids in
releasing file locks and facilitating safe resource management. It allows administrators to proactively
address any potential conflicts or dependencies before making changes to the filesystem. By preventing
processes from holding exclusive access to files or directories, the fuser command ensures that other
operations can be performed seamlessly. Ultimately, the fuser command enhances system stability,
minimizes the risk of data loss, and contributes to the overall efficiency of managing filesystems and
storage devices.
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Let’s explore some scenario-based examples demonstrating the usage of the fuser command:
o Checking for any processes that are currently accessing files or directories:

[root@Instructor instructorl# fuser -v /home/instructor/
USER PID ACCESS COMMAND

/home/instructor: instructor 11176 ..c.. gdm-wayland-ses
instructor 11178 dbus-daemon
instructor 11181 gnome-session-b
instructor 11279 gnome-shell
instructor 11310 gvfsd
instructor 11328 . gvfsd-fuse
instructor 11339 . Xwayland
instructor 11341 at-spi-bus-laun
instructor 11346 dbus-daemon
instructor 11353 at-spi2-registr
instructor 11356 ibus-daemon
instructor 11360 ibus-dconf
instructor 11361 ibus-extension-
instructor 11365 xdg-permission-
instructor 11366 ibus-x11
instructor 11369 ibus-portal
instructor 11381 gnome-shell-cal
instructor 11396 evolution-sourc
instructor 11400 gvfs-udisks2-vo
instructor 11415 gvfs-mtp-volume
instructor 11421 goa-daemon
instructor 11422 gvfs-gphoto2-vo

OO O0O0O0oO0O0O000000000000~Nn

Figure 6.7 — Checking for any processes that are currently accessing files or directories

Here's what each part of the command does:
* fuser is the actual command that is being executed

* -visan option that stands for verbose and provides more detailed information about the
processes accessing the directory

* /home/instructor is the path to the directory that is being checked

When you run this command, it will display a list of processes, along with their PIDs that are
currently using files or directories within the specified directory. The verbose output will include
additional details such as the user, the type of access (read, write, or both), and the access time.

o Checking for processes using a specific file in your current directory:

[root@Instructor Desktopl# fuser
/home/instructor/Desktop: 12102c

[root@Instructor Desktopl# I

Figure 6.8 — Checking for processes using a specific file in your current directory
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Here’s what each part of the command does:
* fuser is the actual command that is being executed
= . represents the current directory

When you run this command, it will display a list of processes, along with their PIDs that are
currently using files or directories within the current directory. This includes any subdirectories
and files within the current directory.

The output also shows that the process has a PID of 12102. This means that the process can
be identified by the operating system using this unique identifier and the ¢ character in the
PID output means that the process has the file open for reading and writing.

The fuser command will list the following types of access in the ACCESS column:
* C: Open for reading and writing

* R: Open for reading only

* W: Open for writing only

* U: Open by a process that is no longer running

Determining processes using a network socket.

This command checks for processes using the TCP network socket on port 4330. The -n
option specifies the network protocol.

[root@Instructor Desktopl# fuser -n tcp 433
4330/tcp: 3930

[root@Instructor Desktopl# I

Figure 6.9 — Determining processes using a network socket

Here’s a breakdown of the command and its components:

* fuser is the command itself, which stands for file user. It is used to identify processes that
are using files or network sockets.

* -n tcp is an option that specifies the type of network protocol to search for. In this case,
it is set to tcp, indicating that we are interested in TCP connections.

* 4330 is the specific TCP port number that we want to check for.

When you run this command, it will provide information about the processes that are currently
using TCP port 433 0. It will display the PIDs of the processes, along with additional details,
such as the user who owns the process and the command associated with it.
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File manipulation using cat, grep, and more

Using commands such as cat and grep is a fundamental aspect of working with files in Linux
and other Unix-like systems. These commands provide powerful and versatile tools for managing
and extracting information from files. They are essential for system administrators, developers,
and anyone who works with text files regularly. One of the main reasons for the importance of file
manipulation commands is their ability to efficiently process and manipulate large amounts of data.
Commands such as cat, which stands for concatenate, allow users to concatenate multiple files or
display the contents of a file on the standard output. This can be useful for merging files, redirecting
output to other commands or files, and examining the contents of a file without opening it in a text
editor. Another essential command is grep, which is used for searching and pattern matching within
files. grep enables users to search for specific text patterns, extract relevant information, and filter
out unnecessary data. This is invaluable for analyzing log files, extracting specific lines of code from
source files, or searching for specific error messages within a file. Its versatility and efficiency make it an
indispensable tool for various tasks, such as data analysis, system troubleshooting, and log file parsing.

In addition to cat and grep, there are numerous other file manipulation commands available
in Linux, each serving a specific purpose. For example, commands such as sed and awk provide
advanced text processing capabilities, allowing users to perform complex operations such as search
and replace, pattern-based editing, and field extraction. These commands empower users to automate
repetitive tasks, transform data, and manipulate files in a precise and controlled manner. The ability
to efficiently manipulate files using these commands enhances productivity, enables effective data
analysis, and facilitates automation in various system administration and development tasks. Let’s
explore how system administrators can leverage these powerful tools in their day-to-day tasks:

o Extracting lines containing a specific pattern using cat and grep:

[root@Instructor instructor]# ls -la output.txt
-rw-r--r--. 1 root root 1083 Jun 8 22:20 output.txt
[root@Instructor instructorl]# cat output.txt | grep "pattern"

[root@Instructor instructorl]#
Figure 6.10 — Extracting lines containing a specific pattern using cat and grep

The cat output.txt | grep "pattern" command is used to display lines from the
output . txt file that match the specified pattern. Here, cat output . txt is used to display
the contents of output . txt, and the output is piped (| ) to the grep command. The grep
command searches for lines containing the specified pattern and displays only those lines. To
use grep, you can simply run a command such as grep "search term" your file,
where search_term is the text or pattern you want to search for, and your file is the
file in which you want to perform the search.
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» Replacing text in a file using sed:

[root@Instructor instructorl]l# sed -i 's/pattern/mad max/g' output.txt
[root@Instructor instructor]# cat output.txt | grep "mad max"

[root@Instructor instructorl# l

Figure 6.11 — Replacing text in a file using sed

The sed -1 's/pattern/mad max/g' output.txt command is used to replace
occurrences of the specified pattern with mad max in the output . txt file and modify the
file in place.

Here’s a breakdown of the command:
* sed: The command for the stream editor, used for text manipulation.

= -1: Specifies the “in-place” editing mode, which means the changes will be made directly
to the output . txt file.

* 's/pattern/mad_max/g': This is the substitution command in the form of ' s/
old text/new text/g'.Ittells sed to search for occurrences of the pattern and
replace them with mad_max. The g flag is used to perform the replacement globally on
each matching line, not just the first occurrence.

Lastly, the cat output.txt | grep "mad max" command is used to search for lines
in the output . txt file that contain mad_max.

« Using awk to filter lines based on a condition.

This command uses awk to filter the lines in the file (output2 . txt) based on the condition
that the first column is greater than 10. Only the lines satisfying the condition are displayed:

[root@Instructor instructor]# awk '$1 > 10' output2.txt
11 untreading
disproperty
fraternities
Muscadet

unhieratically
deltahedron
shut-mouthed
Desiree
Megaloptera

db d

Figure 6.12 — awk - filtering lines based on a condition



116

Filesystem Mount and Manipulation Commands

Theawk '$1 > 10' output2.txt command is used to filter and print lines from a
file where the value in the first column is greater than 10. Here’s an explanation of each part
of the command:

* awk: The command-line tool for text processing and pattern scanning in Linux.

* 'S$1 > 10':The pattern or condition to be matched in the input file. In this case, it checks
whether the value in the first column (denoted by $1) is greater than 10.

* output2.txt: The name of the file from which the command reads the input.

When you run this command, awk reads the contents of output2 . txt and evaluates the
given pattern for each line. If the value in the first column of a line is greater than 10, that line
is printed to the output.

For example, let’s say file . txt contains the following lines:

Figure 6.13 — awk example 1
Runningtheawk '$1 > 10' file.txt command will output the following:

12 banana

15 Mango

Figure 6.14 — awk example 2

It filters out the lines where the value in the first column is not greater than 10 and prints only
the lines that satisfy the condition.

Counting the occurrence of a specific word in a file using cat, grep, and wc (word count):

[root@Instructor instructor]# cat output2.txt | grep -w "disproperty" | wc -1
1
[root@Instructor instructor]# cat output2.txt | grep -w "mad max" | wc -1

2
[root@Instructor instructor]# I

Figure 6.15 — Counting the occurrence of a specific word in a file using cat, grep, and wc

This command counts the number of occurrences of the exact word, disproperty, in the
output2. txt file. The output is displayed as a single line count. Here’s the breakdown of
the command:

* In the first command, cat output2.txt | grep -w "disproperty" | wc
-1, the output?2. txt file is passed to the cat command, which reads and displays the
content of the file. The output is then piped (| ) to the grep command with the -w flag,



Summary

which searches for the exact word, disproperty, in the input. The result is then piped
again to the we -1 command, which counts the number of lines (-1). The output of this
command is 1, indicating that disproperty appears once in the file.

* Inthesecond command, cat output2.txt | grep -w "mad max" | wc -1,
the same process is followed. The output2 . txt file is read by cat, and the output is
piped to grep -w "mad max" to search for the exact word, mad max. The result is
then piped to wec -1 to count the number of lines. In this case, the output is 2, indicating
that mad_max appears twice in the file.

These examples showcase the versatility and power of the cat, grep, sed, and awk commands in
performing various file manipulation tasks, such as filtering lines, replacing text, extracting fields,
and counting occurrences.

Overall, file manipulation commands such as cat, grep, sed, and awk play a crucial role in
managing and extracting information from files in Linux. They provide powerful and efficient tools
for working with text-based data, allowing users to concatenate, search for, filter, and transform files
with ease. Their importance lies in their ability to handle large amounts of data, facilitate efficient data
analysis, and automate repetitive tasks. By mastering these commands, users gain valuable skills for
effectively working with files, enabling them to accomplish tasks more efficiently and improve their
overall productivity in a Linux environment.

In conclusion, Linux mount and manipulation commands are vital tools for managing filesystems,
mounting and unmounting devices, and manipulating files in Linux. These commands empower
system administrators to establish connections between devices and the filesystem, control access to
mounted resources, and perform diverse file operations. By skillfully utilizing these commands, system
administrators can optimize data access and storage, enforce robust security measures, and uphold
the integrity of the filesystem. Overall, Linux mount and manipulation commands are indispensable
in ensuring efficient system administration, safeguarding data, and maintaining a secure and well-
organized Linux environment.

Summary

This chapter focused on Linux mount and manipulation commands, which are essential tools for
managing filesystems, mounting and unmounting devices, and manipulating files in Linux. This chapter
began by highlighting the significance of these commands in establishing connections between devices
and the filesystem, controlling access to mounted resources, and performing various file operations.
The mount command takes center stage as it enables administrators to mount filesystems and devices
to specific mount points, ensuring efficient data access and storage. The umount command was
introduced as its counterpart, allowing for the safe unmounting of filesystems and detaching storage
devices. The fuser command proves invaluable in scenarios where it is necessary to check for
active processes accessing files or directories before unmounting or detaching devices, safeguarding
against potential data loss or corruption. Additionally, this chapter explored the usage of the cat,
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grep, sed, and awk commands for file manipulation, including searching for patterns, replacing
text, and extracting specific data. These commands provide versatile ways to manipulate and analyze
files efficiently. Overall, Linux mount and manipulation commands offer administrators the means
to manage filesystems, control access, troubleshoot conflicts, and ensure the integrity and security of
the Linux environment.

In the upcoming chapter, which is dedicated to file content and conversion commands, we will delve
into a diverse range of potent tools that empower system administrators to effectively handle and
modify file content within a Linux environment. This chapter, which is a part of our comprehensive
series on frequently used commands, will extensively cover a selection of indispensable commands
that are widely employed for seamless file content management and proficient file format conversions.



Part 3:
Frequently Used
Commands - Part 2

In Part 3, we concentrate on commonly used Linux commands for file analysis, conversion, activation,
monitoring, troubleshooting, network management, and so on. This section simplifies practical
command usage for various tasks.

This section contains the following chapters:
o Chapter 7, File Content and Conversion
o Chapter 8, Linux SWAP
o Chapter 9, Monitoring and Debugging
o Chapter 10, Linux IPTABLES and Networking

o Chapter 11, File Transfer, Downloading, and Log Management
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File Content
and Conversion Commands

File content and conversion commands play a pivotal role in the daily operations of Linux system
administrators. These commands provide a wide array of tools and functionalities for efficiently managing
and manipulating file content in a Linux environment. With the ability to access, search, modify, and
convert file contents, these commands offer tremendous flexibility and convenience, making them
indispensable for administrators. One of the key reasons why file content and conversion commands
are extensively used by Linux system administrators is their importance in handling textual data. These
commands enable administrators to view and analyze file contents, extract specific information, and
perform operations based on patterns or conditions. Whether it’s searching for specific keywords,
filtering data, or extracting relevant information from log files, these commands streamline the process
and allow administrators to efficiently work with large volumes of textual data.

Moreover, file content and conversion commands serve a crucial purpose in managing and manipulating
file formats. They provide the capability to convert files between different formats, such as converting
between Unix and Windows line endings, character-encoding conversions, and transforming file formats
to suit specific requirements. This versatility ensures seamless compatibility and interoperability across
different systems and applications, making it eas