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Is your enterprise considering moving to cloud-based Infrastructure as a Service?
Amazon and Azure are the two primary players, but which one is right for the
needs of your business?

It’s been 10 years since the introduction of Amazon Web Services (AWS). In that
time a lot has changed about AWS and about the competitive landscape around it.
One of those competitors, Microsoft Azure, has been operating since 2010. That’s
not as long as AWS of course, but six years is still quite a while, and Microsoft has
a history of making significant improvements to any product it really puts it’s
mind to and starts iterating on.

Both services have had enough time to create flexible, stable, and profitable
products. At a high level, you will be comparing AWS, a known stable and reliable
choice with a wide array of compelling offerings, against Microsoft Azure, a cloud
offering by the authors of many of the closed source tools you are probably
already using Visual Studio, SQL Server, and indeed Windows itself. With those
two choices in mind, you can bet the decision won’t be easy. [Interested in PaaS
cloud computing services? Check out our top picks.]
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https://www.business.com/articles/azure-vs-aws-cloud-comparison/?q=amazon+web+services

The Basics

Amazon groups its Infrastructure as a Service offerings into the four categories of
Compute, Storage and Content Delivery, Database, and Networking. All of those
resources are used subject to Amazon’s security and identity services, which
include Amazon hosted Active Directory, AWS Identity Management, AWS
Certificate manager for managing SSL/TLS certificates, and even hardware-based
key storage and management through AWS CloudHSM. You can monitor your
infrastructure resource usage through management tools like Amazon
CloudWatch, AWS Cloudtrail for tracking user activity and API usage, and AWS
Conlfig for tracking resource inventory and changes.

Azure is going to be able to cover all of those broad categories, which it will call
Compute, Data Management (which includes database) and Performance, and
Networking. It will secure these services using a combination Azure Active
Directory, Active Directory Federation Services, Multi-Factor Auth, and a
sophisticated Role Based Access control model that it uses to extend a modern
security architecture into the cloud where Group Policy doesn’t always make
sense. Azure also has a number of services and integrations for in-depth
monitoring and alerting on infrastructure performance metrics and logs.

Licensing

For some customers, the simplicity of licensing is a big part of the attraction of
moving to the cloud. You are automatically charged for licenses you use based on
usage. On the other hand, big companies probably already have lots of expensive
licenses for the application servers they want to run on Windows like SQL Server
or BizTalk and others. You'll be glad to know that moving to the cloud isn’t
automatically going to mean that those are wasted investments.

Microsoft offer license mobility for qualifying application servers, so it’s
important to find out ahead of time if your application is going be eligible for
license mobility, and to keep in mind that Windows Server itself is not. Consider
for instance running an on-premises Windows Server with SQL Server. If you spin
up a VM in the cloud running the same stack, you will be paying for two Windows
Server licenses since that license is charged by usage and it is not eligible for
mobility. The SQL Server license, however, is eligible, and you can use the license
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you already paid for to run your SQL Server instance in the cloud.

To learn more about License Mobility, you can read about it with Azure here and
with AWS here.

The Hybrid Cloud

If you have the luxury of developing new apps, or even an entirely new startup
from scratch, you probably don’t have to worry about a bunch of legacy
infrastructure and users that you have to accommodate during your transition to
the cloud. You can just do everything in the cloud from the start, and that’s really
great.

For most enterprises, though, the move to the cloud is a transition, and many of
them simply have no plans to run everything entirely in the cloud. There are lots
of reasons why that might be, but for them, their cloud journey is likely to end
with some things running in the cloud, but others still running on servers in their
own data centers fully under their own control.

Microsoft has seen this pattern and responded with strong support for hybrid
cloud configurations. With a hybrid cloud you can run cloud applications and
deploy infrastructure assets and applications using a cloud model, but you can
choose to use your on-premises compute resources when appropriate and use the
cloud when needed. Crucially, a hybrid cloud allows you to transition between the
two seamlessly.

With platforms like Azure StorSimple, Hybrid SQL Server, Azure Stack and
others, Microsoft clearly has the advantage in the Hybrid Cloud space. Amazon
knows they need to make headway here (Fortune quotes Amazon CIO
acknowledging work to be done), but they're still playing catch up. Amazon does
offer a few hybrid solutions like Storage Gateway, DynamoDB Local, and
OpsWorks, but for now, the Microsoft has the upper hand.
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Government in the Cloud

Private companies aren’t the only ones looking to save money. If you are an IT
leader in government thinking about moving to the cloud, you should know that
despite the heavy regulatory environment you operate in, it can be done. Both
Amazon and Microsoft have dedicated Government areas of their respective
clouds, cordoned off from the rest of their workloads, to ensure that your strict
compliance needs can be met.

Both government clouds tout their compliance with ITAR, DISA, HIPAA, CJIS,
FIPS, etc., etc., and both are physically accessible only by screened U.S. persons.
You can find case studies of their usage here for Amazon and here for Azure.

Right now Amazon’s Gov cloud offering may have a slight edge just because it’s
been operating longer and has more government clients that know how to deal
with them. In this business, people that know how to shuffle the proper
paperwork to get a request approved is no small matter, and Amazon has that
relationship with more agencies than Azure right now.

That being said, Azure does have the proper certifications, and some agencies
have made the jump with them, so it can definitely be done. So if you find the rest
of Azure’s offerings compelling, by all means, go for it.

Microsoft Shops

Microsoft has always had a focus on Enterprise customers, and as the people who
write Windows and most of the other platforms these clients are using, it makes
sense that their Azure integration story is good.

Microsoft is also ensuring that Visual Studio and TFS integration are excellent
and that Active Directory integrates well. You can use the same Active Directory
accounts you have now to sign in to the Azure cloud offerings like Office 365 or
your Azure SQL instances, seamlessly.

For Microsoft shops, the cloud offered by the vendor of your platforms of choice,
and the integrations it offers, can be a compelling argument.
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Open Source

For Open Source shops, until recently the thought of using Azure as your cloud
vendor was either impossible or at least a little odd. Microsoft hasn’t always had a
great, or even a good, relationship with the open source community, but recently
you might have noticed that relationship is changing.

That bad relationship allowed Amazon AWS to open up a significant lead over
Azure in the Open Source cloud hosting space. AWS has been Linux-friendly from
the start and didn’t come from a history that was suspicious of open source. So if
you’re an open source user, you're probably going to be pretty comfortable with
AWS and with all of the open source tools integrations it offers.

PowerShell and .NET Core are open sourced and taking pull requests on GitHub.
SQL Server runs on Linux and Hyper-V will be running Docker. The trend
continues in Azure where you can now run Red Hat Enterprise Linux and Apache
Hadoop clusters. Azure and Microsoft, in general, are really trying to embrace
open source in one of the biggest strategy shifts we’ve seen out of Redmond in a
long time.

Amazon probably still has the upper hand here since it’s history with open source
is long, and because Azure really does work so much more seamlessly if you are
using Microsoft development tools than without them. But if you want to run open
source in the cloud, don’t dismiss Azure without taking a look first to see if it will
suit your needs because that gap is closing fast, and soon may be too close to call.

Costs

Any cloud platform vendor is going to argue that you can save money moving to
the cloud. Unfortunately, making meaningful predictions of the actual cost of any
actual workload can be fiendishly complex, and some of the considerations have
as much to do with user behavior (shutting down VMs when not in use) as the
actual workloads you want to run. Trying to make cost generalizations to help you
estimate costs would probably be meaningless at best. Both Amazon and Azure
have come up with provided cost calculators, which you can find at the links
above.
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Feature for Feature

Direct side-by-side comparisons aren’t always possible between two service
providers like Azure and Amazon, but some of them are close enough. The table
below is an attempt at making those comparisons. This list of services is far from

complete. [See next page]
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Available Regions

Compute Services

Container Support

Scaling Options
Analytics/Hadoop
Options

Government
Services

App/Desktop
Services

Storage Options

Block Storage

Hybrid Cloud
Storage

Backup Options

Storage Services

Content Delivery
Network (COM )

Database Options

MNo5QL Database
Options

Microsoft Azure
Azure Regions

Wirtual Machines [Wis)

Cloud ServicesfAzure Websites and Apps

Azure Wisual Studio Online

Docker Wirtual Machine Extension (how to)

Azure Autoscale (how to)

HOInsight (Hadoop)

Azure Lovernment

Azure Remotefpp

Azure Storage (Blobs, Tables, Queues, Files)

Azure Blob Storage (how to)

StorSimple

Azure Backup

Azure Import Export (how to)

Azure File Storage (how to)
Azure Site Recovery

Azure CON

Azure SOL Database

Azure DocumentDB

Azure Managed Cache (Redis Cache)

Amazon Web Services [RWS)

AWS Global Infrastructure

Elastic Compute Cloud (ECZ)

Amazan Elastic Beanstalk

Mone

ECZ Container Service (Preview)

Auto Scaling

Elastic MapReduce (EME)

AWS GovClowd

Amazon WorkSpacesAmazon AppStream

Amazan Simple Starage (33)

Amazon Elastic Block Storage (EBS)

AWS Storage Gateway

Amazon Glacier

Amazan Impart / Export

AWS Storage Gateway

Mone

Amazan CloudFront

Amazan Relational Database Service
[RDS)Amazon Redshift

Amazan Dynamo DB

Amazan Elastic Cache
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https://azure.microsoft.com/en-us/global-infrastructure/regions/
https://aws.amazon.com/about-aws/global-infrastructure/
https://azure.microsoft.com/en-us/services/virtual-machines/
https://azure.microsoft.com/en-us/services/cloud-services/
https://aws.amazon.com/ec2/
https://aws.amazon.com/elasticbeanstalk/
https://azure.microsoft.com/en-us/services/visual-studio-team-services/
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/dockerextension?toc=%2Fazure%2Fvirtual-machines%2Flinux%2Ftoc.json#Docker-and-Linux-Containers
https://aws.amazon.com/ecs/
https://docs.microsoft.com/en-us/azure/cloud-services/cloud-services-how-to-scale-portal
https://aws.amazon.com/autoscaling/
https://azure.microsoft.com/en-us/services/hdinsight/
https://aws.amazon.com/emr/
https://azure.microsoft.com/en-us/global-infrastructure/government/
https://aws.amazon.com/govcloud-us/
https://docs.microsoft.com/en-us/windows-server/remote/remote-desktop-services/clients/remote-desktop-clients
https://aws.amazon.com/workspaces/
https://docs.microsoft.com/en-us/azure/storage/
https://aws.amazon.com/s3/
https://docs.microsoft.com/en-us/azure/storage/blobs/storage-quickstart-blobs-dotnet?tabs=windows
https://aws.amazon.com/ebs/
https://azure.microsoft.com/en-us/services/storsimple/
https://aws.amazon.com/storagegateway/
https://azure.microsoft.com/en-us/services/backup/
https://aws.amazon.com/glacier/
https://docs.microsoft.com/en-us/azure/storage/common/storage-import-export-service
https://docs.microsoft.com/en-us/azure/storage/files/storage-dotnet-how-to-use-files
https://azure.microsoft.com/en-us/services/site-recovery/
https://aws.amazon.com/snowball/
https://aws.amazon.com/storagegateway/
https://azure.microsoft.com/en-us/services/cdn/
https://aws.amazon.com/cloudfront/
https://azure.microsoft.com/en-us/services/sql-database/
https://aws.amazon.com/rds/
https://azure.microsoft.com/en-us/services/cosmos-db/
https://aws.amazon.com/dynamodb/
https://azure.microsoft.com/en-us/services/cache/
https://aws.amazon.com/elasticache/

Data Orchestration Azure Data Factory

Networking Azure Wirtual Network
Dptions
Azure ExpressRoute
Azure Traffic Manager
Load Balancing Load Balancing for Azure (how to)

Administration & Azure Active Directory
Security

Multi-Factor Azure Multi-Factor Authentication

Authentication

Monitoring Azure Operational Insights

Azure Application Insights

Azure Fvent Hubs

Azure Notification Hubs

Azure Key Vault (Preview)

Compliance Azure Trust Center

Management Azure Resource Manager

Services & Options

APl Management Azure APl Management

Automation Azure Automation

Azure Batch Azure Service Bus

Visual Studio
Azure Scheduler
Azure Search

Analytics Azure Stream Analytics

Email Services Azure BizTalk Services

AWS Data Pipeline

Amazon VPC

AWS Direct Connect

Amazon Route 53

Elastic Load Balancing

AWS Directory ServiceAWS Identity and A
Management (LAM)

AWS Multi-Factor Authentication

Amazon CloudTrai

Amazon CloudWatch

Amazan Kinesis

Amazon Simple Motification Service (SHS)

AWS ey Management Service

AWS CLoudHSM

Amazan CloudFarmation

Amazon APl LGateway

AWS DpsWorks

Amazon Simple Queue Seryvice (S05)Amaz
Simple Workflow (SWF)

AWS CodeDenloy
Mone

Amazon Cloud>earch

Amazan Kinesis

Amazon Simple Email Services [SES)
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https://azure.microsoft.com/en-us/services/data-factory/
https://aws.amazon.com/datapipeline/
https://aws.amazon.com/datapipeline/
https://aws.amazon.com/vpc/
https://azure.microsoft.com/en-us/services/expressroute/
https://aws.amazon.com/directconnect/
https://azure.microsoft.com/en-us/services/traffic-manager/
https://aws.amazon.com/route53/
https://docs.microsoft.com/en-us/azure/load-balancer/load-balancer-overview?toc=%2Fazure%2Fvirtual-machines%2Flinux%2Ftoc.json
https://aws.amazon.com/elasticloadbalancing/
https://azure.microsoft.com/en-us/services/active-directory/
https://aws.amazon.com/directoryservice/
https://azure.microsoft.com/en-us/services/multi-factor-authentication/
https://aws.amazon.com/iam/details/mfa/
https://azure.microsoft.com/en-us/services/log-analytics/
https://azure.microsoft.com/en-us/services/application-insights/
https://aws.amazon.com/cloudtrail/
https://azure.microsoft.com/en-us/services/event-hubs/
https://aws.amazon.com/cloudwatch/
https://azure.microsoft.com/en-us/services/notification-hubs/
https://aws.amazon.com/kinesis/
https://azure.microsoft.com/en-us/services/key-vault/
https://www.business.com/articles/azure-vs-aws-cloud-comparison/Amazon%20Simple%20Notification%20Service%20(SNS)/
https://aws.amazon.com/kms/
http://azure.microsoft.com/en-us/support/trust-center/compliance/
https://aws.amazon.com/cloudhsm/
https://azure.microsoft.com/en-us/blog/azure-resource-manager-2-5-for-visual-studio/
https://aws.amazon.com/cloudformation/
https://azure.microsoft.com/en-us/services/api-management/
https://aws.amazon.com/api-gateway/
https://azure.microsoft.com/en-us/services/automation/
https://aws.amazon.com/opsworks/
https://azure.microsoft.com/en-us/services/batch/
https://aws.amazon.com/sqs/
https://docs.microsoft.com/en-us/azure/app-service/app-service-deploy-local-git
https://aws.amazon.com/codedeploy/
https://azure.microsoft.com/en-us/services/scheduler/
https://azure.microsoft.com/en-us/services/search/
https://aws.amazon.com/cloudsearch/
https://azure.microsoft.com/en-us/services/stream-analytics/
https://aws.amazon.com/kinesis/
https://azure.microsoft.com/en-us/services/biztalk-services/
https://aws.amazon.com/ses/

Media Services

Other Services &
Integrations

Azure Media Services

Azure Machine Learning {Preview)

Azure Functions

Service Bus

Amazon Elastic TranscoderAmazon Maobile

AnalyticsAmazon Cognitor
Amazan Machine Learning

AWS Lambda (Preview)

AWS Config (Preview)
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https://azure.microsoft.com/en-us/services/media-services/
https://aws.amazon.com/mobileanalytics/
https://aws.amazon.com/cognito/
https://azure.microsoft.com/en-us/services/machine-learning-studio/
https://aws.amazon.com/machine-learning/
https://azure.microsoft.com/en-us/services/functions/
https://aws.amazon.com/lambda/
https://azure.microsoft.com/en-us/services/service-bus/
https://aws.amazon.com/config/

Try It Out

In the end, it’s tough to make a significant decision like picking a cloud
infrastructure vendor without actually trying them out. Amazon and Azure both
offer a free tier of service, so you do just that. Keep in mind that if you are a
Microsoft shop that pays for developer MSDN subscriptions, then your developers
all get a small amount of Azure credit to try out Azure’s services. These credits
are perfect for setting up small test environments, and for trying some of these
services out in a way that won't your on-premises IT people angry with lots of
rogue servers on the network.

So go out and give these two clouds a try and see which suits your needs the best.
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Purch Is driving the future of content
and commerce

We Are Purch

Purch isarapidly growing, constantly evolving digital content and services company
that helps millions of people make smarter purchases. We bring together 350
employees from around the globe who share a commitment to serve our customers
with integrity, collaborate to deliver better results, and shape the future of digital
publishing.

To view more content like this, visit www.business.com

To learn more about Purch, visit www.pur ch.com/about


https://www.business.com/
http://www.purch.com/about/

