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A Beginner’s Guide to Microsoft Powershell

Ask any PowerShell user whether Microsoft’s automated task and 
configuration system is worth learning today, more than likely you’ll receive 
an enthusiastic, “YES.” Debuted in 2006, PowerShell remains an indispensable 
tool for automating critical tasks, creating scripts and applications, and 
much more. 

This guide is designed to get you familiar with the features of PowerShell, 
starting with its basic command structure. From there, you’ll pick up 
foundational PowerShell commands (or “cmdlets”) to get you moving, as 
well as how to run PowerShell scripts. Finally, you’ll learn how to create your 
own PowerShell functions. ITPro Today’s PowerShell expert Brien Posey 
provides easy-to-follow instructions, script examples, and visual demos 
along the way.

INTRODUCTION

http://www.itprotoday.com
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earning Microsoft’s PowerShell 
system can be a daunting process, 
particularly for those who tend to 
avoid command line environments. 

Even so, there are tricks you can use to make 
the learning process easier.

In this article, I’ll provide tips on how to 
learn PowerShell so you can get up and 
running quickly.

Check Out Video Tutorials
Arguably, the easiest way to learn 

PowerShell is through videos. I recently 
finished recording a 12-hour PowerShell 
video course that will launch soon. 
However, there are plenty of other 
courses available.

If you prefer the free option, check out 

L

5 Tips for Learning PowerShell
PowerShell endures as an automated task system used by countless IT professionals. 
Here are tips on how to learn PowerShell — plus, resources to jumpstart your education.

YouTube. YouTube offers lots of videos on 
the subject.

Understand the Basic Syntax
Putting aside video-based tutorials, I would 

recommend starting out with PowerShell’s 
basic command structure. While there 
are thousands of PowerShell commands, 
nearly all of them adhere to the same basic 
syntax rules. Once you learn how those 
syntax rules work, you can figure out nearly 
any command.

Incidentally, Microsoft  refers to the 
native PowerShell commands as cmdlets 
(pronounced “command-lets”). Cmdlets 
consist of two words: a verb and a noun. 
The verb and noun have a dash in between 
them (for example: Copy-Item).

PowerShell cmdlets tend to use familiar, 

everyday language because Microsoft 
wanted to make it relatively easy to figure 
out which cmdlet to use in any situation.

Here’s an example of how to use a 
PowerShell cmdlet. Suppose that you wanted 
to see a list of the processes running on 
your computer. In this case, you would use 

the Get-Process cmdlet, shown in Figure 1. 
Here, Get is the verb and Process is the noun.

So, with that in mind, what command 
might you use to display a list of the services 
running on your computer? The cmdlet that 
would be used is Get-Service.

Notice that both the Get-Process and 

Figure 1: The Get-Process cmdlet retrieves a list of system processes.

http://www.itprotoday.com
https://www.youtube.com/watch?v=gGePh1dyZl0
https://www.youtube.com/watch?v=gGePh1dyZl0
https://www.itprotoday.com/powershell/how-copy-files-powershell
https://www.itprotoday.com/powershell/how-use-powershell-where-object-cmdlet
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Get-Service cmdlets use the word “Get.” 
PowerShell cmdlets that include the Get 
verb are always used to retrieve some piece 
of information.

Just as verbs such as Get play a consistent 
role across a variety of cmdlets, so too do 
nouns. I showed that Get-Service retrieves 
a list of services, but what cmdlet might 
you use to shut down a service? The cmdlet 
would be Stop-Service (you would also have 
to supply the name of the service that you 
want to stop). In other words, all the cmdlets 
that are designed for actions related to 

I noted above that if you want to stop a 
service, you must supply the name of the 
service that you want to stop. The name is 
entered with the Name parameter. Generally 
speaking (and there are exceptions), anytime 
that you must supply a named value to a 
PowerShell cmdlet, you can usually use the 
Name parameter to do so. That holds true 
whether you tell PowerShell the name of 
a service, process, virtual machine, or just 
about anything else.

system services will use the Service noun. 
Similarly, cmdlets that interact with system 
processes use the Process noun.

Get Familiar With Parameters
Most PowerShell cmdlets also accept 

various parameters. The required and 
accepted parameters of each cmdlet is a 
little bit different because the parameter 
must be based on the cmdlet’s purpose. Even 
so, you will find that while some parameters 
are unique to a particular cmdlet, others are 
used again and again.

Of course, this raises the question: How 
can you know which parameter goes with 
which cmdlet?

One option is to consult the documentation. 
Microsoft has a dedicated webpage for 
each cmdlet. The page lists all the cmdlet’s 
parameters and provides examples of how 
to use the cmdlet.

PowerShell Integrated Scripting 
Environment (ISE) can also help. As you 

Figure 2: Many PowerShell cmdlets use the Name parameter.  Figure 3: Microsoft provides documentation like this one for every PowerShell cmdlet.

http://www.itprotoday.com


6  
PREVIOUS NEXT

A Beginner’s Guide to Microsoft Powershell

type the name of a cmdlet, PowerShell ISE 
supplies you with a list of the parameters 
that you can use, as shown in Figure 4. 

You can always type Get-Help, followed by 
the name of the cmdlet you need help with 
(notice that the Get-Help cmdlet uses the 
Get verb, shown in Figure 5).

Keep It Safe
When you learn PowerShell, it involves 

more than just memorizing a few cmdlets 
and understanding what parameters 
to use. The only way to truly learn 

Learn From PowerShell Users
Finally, perhaps the best thing you can do 

to learn PowerShell is to learn from others.

Suppose that you want to know how to 
perform a particular task, such as displaying 
system processes. You could Google terms 
such as “PowerShell cmdlet for listing 
processes” or “how do I list processes in 
PowerShell.” Google will usually serve 
up  advice  from other PowerShell users. 

PowerShell is by experimenting with the 
various cmdlets. However, before doing 
so, I recommend setting up a dedicated 
physical or virtual machine to use solely for 
practicing PowerShell.

The reason you should use a practice 
environment is because PowerShell is both 
a programming language and a Windows 
management tool. As such, some of 
the cmdlets can be destructive if used 
improperly. Creating an isolated environment 
lets you experiment with PowerShell without 
jeopardizing your production environment.

Depending on the complexity of the task, 

you might not always totally understand the 

solution. However, you can always look up 

any of the individual cmdlets that are used 

in the solution.

You can also experiment with changing the 

values assigned to the various parameters 

used. By doing so, you will be able to get a 

better feel for how the cmdlets work.

Figure 4: PowerShell ISE provides help as you type a cmdlet. Figure 5: Use Get-Help for help using any PowerShell cmdlet.

https://www.itprotoday.com/programming-languages/what-programming-language
http://www.itprotoday.com
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hen getting started with PowerShell, 

many people can be intimidated 

by the sheer number of cmdlets 

available. The total number of cmdlets varies 

widely based on the Windows version you 

run and on how Windows is configured. 

Even so, it is not uncommon for a Windows 

deployment to support over 12,000 cmdlets!

The good news is that you don’t have to 

learn all these thousands of cmdlets. You can 

start out by learning just the essential ones.

There is no official list of “basic” cmdlets. 

Even so, there are a handful of cmdlets that 

most experts would agree are foundational. 

These cmdlets are very commonly used in 

conjunction with other cmdlets.

W

What Are the Basic PowerShell Cmdlets
Newbies to PowerShell can benefit from learning a handful of basic commands.  
Here are six PowerShell cmdlets you should know.

PowerShell cmdlets that you should know 
include the following:

Get-Command
Get-Help
Clear-Host
Set-Location
Get-ChildItem
Get-Alias

Get-Command
When used by itself, the Get-Command 

cmdlet will display a list of every known 
PowerShell cmdlet. Typically, this list is in 
the thousands.

While Get-Command might not seem 
particularly useful, it’s important that you 
know it. That’s because it can help you to 
find the cmdlet you need in any situation.

Most PowerShell cmdlets are made up 
of two words, a verb and a noun, which are 
separated by a dash. In the case of Get-
Command, Get is a verb and Command is a 
noun. A verb or a noun that is used in one 
cmdlet is often supported by other cmdlets, 
as well. The verb Get, for example, is used in a 

huge number of cmdlets. Get usually instructs 
the cmdlet to return a list of information 
(examples: Get-Users, Get-Process, etc.).

If you want to know all the cmdlets that 
support Get, just type:

Get-Command Get-*

http://www.itprotoday.com
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Get-Help
Whereas Get-Command can help you to 

find the name of a specific cmdlet, Get-Help 
can show you how to use a cmdlet.

To use Get-Help, just type the command 
followed by the name of the cmdlet that you 

Clear-Host
Clear-Host is one of the easiest cmdlets to 

use. It’s used to clear the screen. Hence, if you 
need to clear the screen, just type Clear-Host.

As a shortcut, you can also use the CLS 
command to clear the screen. CLS is a 
leftover from the days of DOS and is an alias 
to the Clear-Host cmdlet (more on aliases in 
the Get-Alias section below).

Set-Location
The Set-Location cmdlet is used to navigate 

the file system. It can be used as an 
alternative to the CD command (CD is a DOS 
leftover and stands for Change Directory).

need help with. For example, if you want to 

know how to use Get-Command, you would 

type this:

Get-Help Get-Command

You can see what this looks like in Figure 1.

To use Set-Location, just append the -Path 

parameter, then provide the path to go to. For 

example, if I wanted to navigate to C:\Users\

Brien, I would type this:

Set-Location -Path “C:\Users\Brien”

The next figure provides an example of Set-

Location. Incidentally, Set-Location can also 

be used to navigate the Windows registry.

Get-ChildItem
When you type the Get-ChildItem cmdlet 

by itself, PowerShell will display the contents 

of the current folder (see Figure 3).

Figure 1: The Get-Help cmdlet is used to display the syntax of any other PowerShell cmdlet. Figure 2: You can use the Set-Location cmdlet to navigate the file system.

http://www.itprotoday.com
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Get-Alias
As you become more familiar with 

PowerShell, you will find that some 
commands do not adhere to the previously 
mentioned verb-noun naming convention. 
Such commands are typically aliases.

An alias is just an alternative name for a 
cmdlet. In some cases, an alias is simply 
used as a shortcut. For example, you can 
type Select instead of Select-Object because 
the word Select is an alias for Select-Object.

In other cases, aliases are used for backward 
compatibility purposes. For example, in the 
days of DOS, the DIR command was used 

to view the files within a folder. The DIR 
command is still used within the Windows 
Command Prompt window. Even though 
PowerShell uses a different command (Get-
ChildItem), DIR is used as an alias.

The Get-Alias cmdlet can help you to 
figure out which cmdlet an alias points to. 
For example, to find out which cmdlet was 
in fact being used when you typed DIR, you 
could type:

Get-Alias DIR 

This command would show you that DIR 
is an alias for Get-ChildItem, as shown in 
Figure 4.

Figure 3: The Get-ChildItem cmdlet is used to display a folder’s contents. Figure 4: The DIR command is an alias for Get-ChildItem.

http://www.itprotoday.com
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owerShell uses several commands to 
navigate the Windows folder structure.

When you open a new PowerShell 
window, PowerShell usually starts you in your 
user profile directory. In Figure 1, for example, 
you can see that the PowerShell prompt is 
pointing to C:\Users\Brien. Although the user 
profile has its place, PowerShell operations 
often require you to navigate to a different 
location within the folder hierarchy. In my 
case, most of my PowerShell scripts are 
located in a folder called C:\Scripts and are 
inaccessible from the user profile folder.

In this article, I will explain how to use 
PowerShell to navigate the Windows 
folder structure.

P

How to Use PowerShell to Navigate the Windows 
Folder Structure
Learn these PowerShell commands to move quickly around Windows folder structures.

Switching Drives
In PowerShell-based navigation, the 

first thing to know is how to switch to 
different drives.

To change drives, just enter the drive letter 
you want to go to, followed by a colon. In 
Figure 2, for example, I switched from the 

C: drive to the Q: drive by typing Q:. I then 
switched back to the C: drive by typing C:.

CD.. and CD\ Commands

Most file system navigation involves 
traversing the directory structure. If you want 
to drop down one level within the directory 
hierarchy, you can do so by typing CD.. (note 
that there are two periods).

If you look back at the previous two figures, 
you can see that PowerShell initially placed 
me in the C:\Users\Brien folder. By entering 
CD.., PowerShell would drop me down to the 
C:\Users folder.

Although you can use the CD.. command 
to move through the folder hierarchy one 
level at a time, it’s not always the most 

efficient method. For example, if I were in 
the C:\Users\Brien folder and needed to drop 
down to the root folder, I could enter the CD.. 
command twice, as I have done in Figure 3.

However, as a shortcut, I could enter the 
CD\ command. That would immediately drop 
me down to the root folder. Figure 4 provides 
an example.

Figure 1: PowerShell often opens to your user profile folder.

Figure 2: You can switch drives by entering the drive 
letter and a colon.

Figure 3: Typing CD.. moves you down a level in the 
folder hierarchy.

 Figure 4: Typing CD\ causes PowerShell to move to the 
root directory.

http://www.itprotoday.com
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As you can see, you can use the CD.. or 
CD\ command to move to a lower level 
within the folder hierarchy. You can also 
use the CD command to enter a folder. Just 
type CD, followed by the folder name. If I 
were in the C:\Users folder and wanted to 
navigate to the Brien subfolder, I could type 
CD Brien.

PowerShell Aliases
Note that even though this article 

discusses the CD command, CD is not a “real” 
PowerShell command. The CD command 
is what is known as an alias (aliases are 
discussed in the previous article). In the 
days of DOS, CD was the command used 
to traverse the directory structure. Microsoft 

has included support for the CD command 
in PowerShell both as a shortcut and way 
of making PowerShell a bit more like DOS. 
The longer cmdlet for which CD is an alias 
is Set-Location.

The Set-Location cmdlet works identically 
to the CD command, with one minor caveat. 
Unlike the CD command, you must include a 
space after the Set-Location cmdlet. Whereas 
CD.. is a valid command, Set-Location.. is not. 
Instead, to avoid receiving an error, you would 
have to type:

Set-Location ..

You can see this in Figure 5.

Get-ChildItem and DIR Commands
There is one more PowerShell cmdlet that 

 Figure 5: The CD command is an alias for Set-Location.

Figure 6: You can use the DIR 

command to see the current 

folder’s contents.

is useful when navigating 
the  Windows folder 
structure: Get-ChildItem.

The  Get-ChildItem 
cmdlet  displays the 
contents of the current 
folder. It’s helpful if you 
want to navigate to a 
subfolder but aren’t sure 
of the exact folder name.

Incidentally, the Get-
ChildItem cmdlet also has 
an alias. The alias is DIR, 
which also originates from 
the days of DOS. Back then, DIR was the DOS 
Directory command. You can see how the DIR 
command works in Figure 6.

So, with that in mind, suppose that I needed 
to navigate to the C:\Users\Brien\Desktop 
folder but couldn’t remember the name of 
the Desktop folder. I could navigate to C:\

Users\Brien, then use either the DIR or the 

Get-ChildItem cmdlet to see a list of all the 

files and folders in that location. I could then 

use that information to get the name of the 

folder that I need (in this case, Desktop) and 

navigate to it using the CD command.

https://www.itprotoday.com/powershell/why-can-t-powershell-session-access-my-network-volumes
https://www.itprotoday.com/powershell/why-can-t-powershell-session-access-my-network-volumes
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owerShell scripts have a wide variety 
of purposes. Microsoft, for example, 
sometimes provides PowerShell scripts 

to automate difficult configuration tasks. 
Similarly, organizations often run PowerShell 
scripts to automate the process of onboarding 
new users. Such a script might create a user’s 
Active Directory account and add the user 
to a group. In my own organization, I use 
PowerShell scripts to monitor disk health.

So, seeing that PowerShell scripts can be 
unquestionably useful, how do you run them?

But First – A Word of Caution
Before I explain how to run a script, I must 

give a word of caution. 

When you execute a script, that script 
runs with the same permissions as the 

P

How To Run a PowerShell Script
Here are the steps for running PowerShell scripts.

account you are currently logged in with. 
Depending on what a script is designed to do, 
you may sometimes need to run the script 
with administrative privileges. However, it’s 
best to avoid using a privileged account 
if possible. This is especially true if you 
downloaded the script from the internet. If 
you happened to download a malicious script, 
its ability to inflict damage on your system 
will be limited by your account’s permissions.

Use PowerShell in Administrative Mode
Even if you are logged in as an administrator, 

PowerShell does not automatically allow you 
to exercise your administrative authority. 
If you need to run a PowerShell script as 
an administrator, you will need to open 
PowerShell in administrative mode.

To do so, find PowerShell on the Start 

menu, right-click on the PowerShell icon, 

and then select More | Run as Administrator 

from the shortcut menu (See Figure 1). 

Note that using the Run as Administrator 

option is not a requirement for running 

all PowerShell scripts. Using the Run as 

Administrator option is only necessary if 

the script requires administrative privileges.

Disable the Execution Policy
Here’s the next thing to know about 

running PowerShell scripts: Depending on 
what version of Windows you have, where 
you got the script, and how your system 
is configured, the system’s execution 
policy may prevent you from running the 

Figure 1: Right-click on the PowerShell icon and choose the More | Run as Administrator commands from the 
shortcut menus.

https://www.itprotoday.com/windows-server/how-check-disk-health-and-identify-unhealthy-disks-windows-server
http://www.itprotoday.com
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PowerShell script. Thankfully, it’s relatively 
easy to temporarily disable the execution 
policy so that your script can run.

Execution policies are designed to prevent 
you from accidentally running a potentially 
untrustworthy PowerShell script. If you 
need to disable an execution policy to run a 
script, the easiest way to do that is to type 
this command:

Set-ExecutionPolicy Unrestricted

When you’re done running the script, 
it’s a good idea to reenable the execution 
policy. There are several different types of 
execution policies, but the most secure one 
is called restricted. You can enable it by running 
this command:

Set-ExecutionPolicy Restricted

Running the Script
With the execution policy out of the way, 

you can now run your script.

First, navigate to the folder containing the 
script. In PowerShell, the CD command is 
used for navigating the directory structure. 

Scripts), then you would use this command:

CD “My Scripts”

Once you have navigated to the folder 
containing the script, you can run the script 
in question. To do so, just type a period, 
followed by a slash and the filename. Don’t 
forget to include the .PS1 extension.

If you look at Figure 2, you can see that the 
first command that I typed was CD\. This is a 
shortcut. The CD.. command drops down one 
level in the folder hierarchy. Since I needed to 
go all the way to the root directory, I used CD\ 
rather than typing CD.. twice. The next thing 
that I did was to run a script called HelloWorld.
ps1 by typing ./HelloWorld.ps1.

Suppose that right now the PowerShell 
prompt is pointing to the C:\Data folder and 
I need to run a script located in C:\Scripts. 
I could navigate to that folder by typing 
these commands:

CD..

CD Scripts
The first command drops down a level 

in the directory hierarchy. The second 
command goes to the specified folder name. 
However, if the folder name consists of more 
than a single word, then you will need to put 
the folder name in quotation marks to avoid 
receiving an error. For example, if the script is 
in a folder named My Scripts (instead of just 

Figure 2: Place ./ in front of the file name to run the script.

http://www.itprotoday.com
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f you write a lot of PowerShell scripts, 
sooner or later you will find that you 
need to create a function. PowerShell 

functions are essentially a block of code that 
you can run again and again. You can call a 
PowerShell function as often as you need to.

Benefits of PowerShell Functions
Even if you don’t need to repeatedly run 

a block of code within a script, PowerShell 
functions can serve other purposes. Imagine 
a situation in which you might need to handle 
an error within a script, but there is no 
guarantee that an error will occur. A function 
is perfect in this case because functions 
provide a way of writing code that will not 

I

How to Create Functions in 
PowerShell Scripts
PowerShell functions provide a slew of benefits. Here are the basics for designing 
functions, including functions that use parameters.

execute unless called on.

Another benefit of using PowerShell 
functions is that they can help to make 
long and complex scripts easier to read 
and debug. Rather than having the script 
consist of one huge block of code, you 
can break major areas of functionality out 
into functions.

There are countless other benefits to using 
PowerShell functions. You can even use 
functions (inside of modules) as a tool for 
creating custom PowerShell cmdlets!

PowerShell Function Basics
With that said, I want to show you the 

basics of creating a PowerShell function.

Name your function

The first thing to know about PowerShell 

functions is that every function must 

have a name. Technically, you can give 

a function any name you want, so long 

as you don’t use any reserved words. 

However, as a best practice, I recommend 

giving your functions names that adhere 

to the basic PowerShell cmdlet structure 

(i.e., in a verb-noun format, discussed in 

http://www.itprotoday.com
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“5 Tips for Learning PowerShell”). It works 
well to use the same naming convention 
for your functions because the verb-noun 
combination can describe what the function 
is designed to do.

Additionally, if you later decide to turn the 
function into a custom PowerShell cmdlet, 
it will already be in a format that matches 
the general PowerShell naming convention.

Use ‘Function’

When you create a PowerShell function, 
another thing to do is use the word 
“Function.” Function appears just before the 
function name. If you try to declare a function 
name without using Function, PowerShell will 
think you have typed an invalid command 
and give you an error.

Enclose body in brackets

The function body can contain anything 
that you want. The only real requirement 
is that the function body must be enclosed 
in brackets.

Example of a PowerShell Function
Now that I have explained how to declare 

a function, let’s take a look at a very simple 
function provided by Microsoft.

The command for finding out which 
version of PowerShell you are running is 
$PSVersionTable.PSVersion. This command 
is not very intuitive, so let’s create a function 
called Get-Version with the $PSVersionTable.
PSVersion command in the function body. 
That way, you simply type Get-Version to see 
the PowerShell version.

Here is what the code looks like:
Function Get-Version {
    $PSVersionTable.PSVersion
}

As you can see, we have the word “Function,” 
followed by a function name and an opening 
bracket. This is followed by the function body 
and a closing bracket. Once a function has 
been declared, you can execute it by entering 
the function name. You can see what this 
looks like in Figure 1.  Figure 1: This is an example of a simple PowerShell function.

PowerShell Functions That Use Parameters
You should also learn how to design 

a PowerShell function that accepts a 

parameter (although a PowerShell function 

can in fact accept multiple parameters).

There are different ways to handle 

parameters in PowerShell, so let’s look at 

one of the simpler methods.

The easiest way I know to pass a parameter 
to a function is to include a variable in 
parentheses just after the function name. 
This variable then inherits whatever value is 
passed to the function. There are far more 
sophisticated ways of handling parameters, 
but this method works and is easy to use.

In the following example, I’m going to create 
a really simple function in which I pass a text 

https://docs.microsoft.com/en-us/powershell/scripting/learn/ps101/09-functions?view=powershell-7.2
https://www.itprotoday.com/powershell/how-check-your-powershell-version
https://www.itprotoday.com/powershell/how-check-your-powershell-version
http://www.itprotoday.com
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string to the function, then use the function 
to display the contents of that texturing.

Here is what the function looks like:
Function Display-Text($MyText){
              Write-Host $MyText
}
This function, which you can see in Figure 

2, accepts a string of text as input and then 
uses the Write-Host cmdlet to display that 

text. I supply the text immediately after 
entering the function name when I call 
the function.

You will notice that I have called the 
function twice. The first time, I just passed 
a raw text string to the function. The second 
time, I added the text string to a variable and 
passed the variable to the function. Both 
techniques produced the same output.

 Figure 2: I have passed a value to a function.
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